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Beenenue

AKTYaJIbHOCTH NMPO0JIEMbI M TEMbI HCCJICT0BAHUS

Ha ¢one ycnoxxHeHus MOIUTHYECKUX OTHOmIeHWH Poccum m 3amana B
Hagale XX| Beka k& mpobiremMaMm WHGOPMAIIMOHHOTO TPOTUBOOOPCTBA
oOparlaroTcss MHOTHE OTEUYECTBEHHBIC U 3apyOeKHbIC HCCIICIOBATENN, TaKue,
kakB.}O. AmngapeeBa,A.H. bapanos,A.B. benpunxuii, A.A.bepnaukas, J.JI.
beikoBa,D.B.bynaes, JI.B.BoponmoBa, O.f. Toiixman, B.B.Edpemos,
E.B.XnanoBa, C.A.MBanoB, IO.H. KapaynoB, A.I'.Kapasuu, TI.A.
Komnauna,d.A.Koponbskora,JI.B.KoiroOunckas, B.}O.KpaiieHuHHHKOBA,
B.I' Kpsicbko, C. JI. Kymnepyk,A.B.Manoino, O.I1.Mymra, T.M.Haneuna,
C.D.Hexuses, A. U. Ilerpenko, WM.H.Ilanapun, U. Ilayena, C.H.IInorHukosa,
I'.I'.ITouenuos, C.I1.Pacropryes,B.M.PycakoB, O.®.Pycakosa,E.B.Peixkuna,
P.Prrunak, A.I1.CxOBOpOAHUKOB,A. CmupHOB, A.B.Co10BBEB,
O.P.Tarunsuesa, A.f.®apuna, [I.b. ®ponos, B.E.Uepnssckas, A.Il.UynuHoB,
A.M.IeBoB,AjirM., CollsonC., HaeniR.E.,RajdhanV., Rona T. P., SteinG.
J.,.Szafranski R., VailliantB. CsuaerenscTBOM BO3pacTaroiero HHTEpeEca
y4€HBIX K JIaHHOW TpoOjieMe SBISICTCS YBEIMUYCHHE YHUCIAa HAaYYHBIX
nyonukanuid. B mepuox ¢ 2000 mo 2018 roa B 3JIEKTPOHHOM OMOIMOTEKE
ELIBRARY 3acBunerensctBoBaHo 221 uccienoBaHue, B (OKyce BHUMaHUS
KOTOPBIX OKa3bIBACTCS dheHoMeH MH()OPMAITMOHHO-TICUXOJIOTMYECKOM
BovHbI(tasiece — UIIB), paccmarpuBaemblii C  BOCHHO-TIOJUTHYECKOM,
MOJINTOJIOTUYECKOH, (PuIocOPCKON, KYpPHATUCTKOM, TMCUXOJIOTUYECKON U
comMoorndeckor mo3umuii. HecMoTrps Ha OoJbIIoe KOJTHMYECTBO padoT,
MOCBSIIEHHBIX ~ MH(POPMAIIMOHHO-TICUXOJIOTUYECKON  BOWHE,  acleKT  ee
JIMHTBOCEMUOTUYECKOW peaiu3allid B  MEIUAJUCKYpCE€ OCTa€Tcs  Majo
HU3YYEHHBIM. DTO OIpeAesaeT aKTyaIbHOCTh HACTOSAIIEH padoThl, MTOCBIIIEHHOM
HCCJICIOBAaHUIO JIMHTBUCTUYECKUX MEXaHU3MOB KOHCTPYUPOBAHUS

MenuapeanbHocTUMIIB B coBpeMeHHbIX amepukaHckux CMU.



O0beKkTOM  HMCCJIeNOBAHUA  SIBISIFOTCA  CTPaTerMM W TaKTHUKH,
VCIIOJIb3YEMBIE )KYPHAJIUCTAMU JJI CO31aHus MeauapeanbHoctu MI1B.

IIpeamer uccaen0BaHusA — S3BIKOBBIE CPEACTBA peAIM3aliU CTPATETUN 1
takTukMIIB B TekcTax coBpeMeHHbIX amepukanckux CMU.

Henp wmcciaegoBaHusi — BBUSIBUTH  OCOOCHHOCTH  JIUCKYPCUBHOM
peanu3alru PEUYEBBIX CTPATETHMM W TAKTUK, NPHUMEHSIEMBIX B OTHOLICHUU
ocHoBHBIX muieHel UIIB B amepukanckux CMU.

I[JIH JOCTHIKCHHA IIOCTaBJICHHOM OCJIn H€O6X0,III/IMO PCUINTh CIICAYIOIIUC

3aa4M:
I.  Ocwmbiciute  ponb  amepukanckux CMUMU B co3gaHum
MenuapeanbHocTUMIIB.

2. OOOCHOBaTh HCIIOJNB30BAHUE KIIOUEBBIX IMOHSATUH W TEPMHUHOB
nuareuctuku MIIB kak HampaBiieHUs: TUCKYPCOJIOTHUH.

3. OxapakrepuzoBatb UI1B kak nuHrBuctuueckuit GeHOMEH.

4. TIlpeacraButh MeToAMKy uccienoBanusi ¢enomena MUIIB B
amepukanckux CMMU.

5. Onpenenuts ocHoBHBIE MullieHU WIIB B COBpeMEHHBIX aMEPUKAHCKUX
CMU.

6. BbIsIBUTH OCOOCHHOCTHM JIMCKYPCHMBHOM pealu3allid  CTpaTerui
JTUCKPEIUTAIINH U Ie3UH(POpPMAITUU B TEKCTaX aMEPUKAHCKUX MeIHa.

TeopeTuko-MeToA0/IOrHYECKOM OCHOBON HCCJICAOBAHUSA SBISIOTCS
cinenyrome pabotel:AHnpeeBa 2009, ApytionoBa 1990, bapanoB 1994,
beapuukuii 2007, benBenuct 2002, bepnaukas 2016, breikoa 2016, bynaes
2008, BoponmoBa 2006, TI'oiixman 2011, Edpemor 2000, Xmanosa 2010,
Neanos 2013, Kapaynos 1994, Koxemsikun 2004, Konanna 2017, KoponbkoBa
2015, Komobunckas 2015, KpamenunamkoBa 2007, Kpeicbkko 1999,
Kymnepyk2018, Manoitno 2004, Marsuenko 2008, Mymra 2009, Hageuna
2011, Hexknge 2008, Ilanapun 2003, Ilavema 2016, Ilerpenko
2004, ITnoraukoBa 2011, Ilowenmor 2000, 2002, 2015, PacrtopryeB 1999,

2003,PeoxkuHa,Peiunak 2016, CxoBoponuukoB 2015, 2016, CmupuoB 2013,
5



ConoseéB 2010, TarmibneBa2013, dapuna 2010, @ponoB 2006, UepHsaBckas
2009,Yynuno2003, 2008, 2013, IleBmor 2014, Ajir 2016, Collson2017,
Haeni2016, Ronal976, Stein1995, Szafranskil995, Vailliant 2016

MarepuajoMaasinccieI0BAHUATIOCTYKUTUKOHTEKCTHI,
n3BJIcUEHHbICH3COBpEeMeHHbIXaMeprKkaHckuxrazer: «Bellingcaty, «Bloombergy,
«Breaking Defense», «Business Insider», «Counterpunchy, «Forbes», «Fox
Newsy, «Foxtrot Alpha», «HuffPost»,«Johnson's Russia List», «National Public
Radio» (NPR), «NBC Newsy», «New York Daily Newsy», «Quartz», «Salony,
«StopFakey», «That’s Shanghai», «The Atlantic», «The Australian Financial
Reviewy, «The Daily Signal»,«The Guardian», «The Irish Timesy», «The Jewish
Telegraphic Agency» (JTA), «The National Interest», «The New York Timesy,
«The Parallax», «The Sacramento Beey, «The Vergey», «TomDispatchy, «United
Press International» (UPI), «Vocativy», «Vulture», «War On The Rocksy,
«WTVA»u«ZDNety,
conepkanueKiroueBpierepmMuaocoderanusinformationwaruinformationwarfar
e. OO0miee KOMMYECTBO MpoaHATM3UpoBaHHOrO Marepuana — 306 KOHTEKCTOB,
otoOpannbix 3a niepuoj ¢ 2010 mo 2018 rr.

B pabore npuMmeHsuMCh CIEAYIOMKNE MeTOAbIN NPUEMBIL. uiocogcko-
obwenocuyeckue:  aHallu3,  CHHTE3,  JIOKA3aTEJIbCTBO,  apryMEHTallus,
00BICHEHHE, 0000IICHHUE;, onucamelbHblli METOJI ¢ METOAUKAMH HaOJIIOACHHU,
0000IIIeHNUs, JIMHTBOUACOJOTMYECKON HHTEPIpETaIlii, a TaKXKe KOPITYCHBIH
aHau3

Teopernueckasi 3HAYMMOCTb PaOOTHI 3aKJIFOYAETCA B HAYYHOM Pa3BUTUU
UAe JMHTBUCTUKYA HWH(GOPMAIIMOHHO-TICUXOJIOTUYECKOH BOWHBI, a TakkKe B
OCMBICIICHUM Y YTOYHEHUHU MPEJCTABICHUN O PEUEBBIX CTPATETUSX U TAKTHUKAX,
OPUMEHSEMBIX JKYPHAJIUCTAMH JUJISI KOHCTPYUPOBAHUS HJI€OJIOTHUYECKOIO
MeAnaKkoHTeHTa. Marepuansl paboOThl BHOCAT BKJIAJ B TEOPETUUYECKYIO
pa3paboTKy MpoOIeM JIMHTBOIIPArMaTUKUA U MEAUATHMHT BUCTHKH.

IlpakTHYecKass HEHHOCTh WCCIEIOBAaHMS 3aKJIIOYAETCS B TOM, 4YTO

pe3yabTaThl JaHHOW paOOThl MOTYT OBITh MCIOJIB30BAHbI B MIPENOaBATEIbLCKOM
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NEeSATeTbHOCTU: TIPU TOATOTOBKE YHHUBEPCUTETCKHX KYPCOB IO TEOPUU SI3bIKA,
MEXKYJbTYPHOH  KOMMYHMKAIIMM,  CTHJIMCTHUKE  aQHTJIMMCKOTO  sI3bIKa,
MEIUaTUHTBUCTUKE. OTIEIbHBIE BBIBOJIBI MOTYT MPEACTABIATH HUHTEPEC s
POCCHMCKMX  JKYPHINCTOB W  CICNHUAIUCTOB 1O  HWH(POPMAIMOHHOMN
0€30MacCHOCTH.

Ha 3amuTy BBIHOCSTCS CAEAYIONIUE MOJI0KEHHS :

1. MenuapeansHocteUIIBco3naercst B TekcTtax amepukanckux CMU,
00BEAMHEHHBIX TEMATUKON HH(OPMAITMOHHOT'O POTUBOOOPCTBRA.

2. OcnoBHoii mumensto UIIB B amepukanckux CMU BeicTymnaer
Poccust, npencraBneHHas Bparom 3anagHou 1€MOKpaTUU.

3. Crparerus JTUCKPEIUTAIIT IPEUMYIIIECTBEHHOPEATU3YETCS
TaKTUKOU 0e310Ka3aTeIbHBIX OOBHHEHU u TaKTUKOH CO3JIaHUs
KOMITIPOMETHPYIOIIHNX aCCOLUALNH.

4. Crparerus nesunopmauuu B amepukaHckux CMMU peanuzyercs
COBOKYITHOCTBIO TAKTHK, TJIABHBIMHU U3 KOTOPBIX SIBJISIIOTCSI:TAKTUKA HEJOCTaTKa
apryMEHTOB B OOBSICHEHHSIX M OLIEHKaX TOTO WJIM WHOTO (haKkTa, COOBITHS WU
npoliiecca, TPEyMEHBIICHNUSI 3HAYMMOCTH MUIIEHU, MOMELIECHUSI HEUTPAIbHOIO
NOHATUSA B HETATUBHBIN KOHTEKCT, MOAAYM KEIAEMOI0 WA THIOTETHYECKOTO
KaK JICMCTBUTENILHOTO U «II€PEKIIaJIbIBAHUS C OOJIBLHOM TOJIOBBI Ha 3/I0POBYIO».

PaGora cocrour wu3 BBeACHUSA, JABYX TJIaB, 3aKJIOUYCHHS, CIIHCKa
UCTIOIB3yeMol uTepatrypbl (56 MCTOYHHUKOB) M MPHIIOKECHHUS, BKIIOYAIOLIETO B
ce0sl CIIUCOK MCTOYHUKOB fA3bIKOBOro Marepuana (306 konrekcto). IlepBas
rJiaBa TOCBAIIEHA H3JI0KEHUIO TEOPETUUYECKHUX OCHOB wuccienoBanus HWIIB,
BBISBIICHHIO ocoOeHHOcTel Bemenms HMIIBamepukanckumu CMU, mpobiem
muarBuctukn  UIIB, a Ttakke cnemuduke ompeAencHUus Kak TEpMHHA
UH(GOPMAITMOHHO-TICUXOJIOTUYECKOW BOWHBI, TaK M KIIOUYEBBIX TEPMHHOB
UH(GOPMAITMOHHO-TICUXOJIOTUYECKOW  BOWHBI U BBISBIIGHUIO  METOJUKH
uccnenoBanus WIIB jms manHoit paboTel.Bo BTOpoO#l riaBe ompenemnstorcs
mumienn HIIB B amepukanckux CMMUM, paccmarpuBaroTcsi 0OCOOEHHOCTH

JTMCKYPCUBHOM pean3allii CTPATeTHUIUCKPEAUTAIINN U Ie3UH(OPMALIUH.
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I'/TABA I TEOPETUYECKHWE OCHOBbBI UCCJIEJOBAHUA
NHOOPMAIIMOHHO-IICUXOJIOI'MYECKOU BOUHDBI B
3APYBEKHbBIX ME/IUA

I.1. AKTyaJIbHOCTH HCCJIEIOBAHUS MH(POPMAMOHHO-TICUX0JI0TMYECKOM
BOMHBI B AMEPHUKAHCKHUX CPeACTBaX MacCOBOil MH(pOpMaLMU

[Ipu cnoBe «BOIHa» B CO3HAHWUU YeEIIOBEKa OOBIYHO BO3HUKAIOT
acCOLMAllMK, CBSI3aHHBIE C OPYKHEM, YKECTOKOCTHIO, KOTOpPAsl NPOSIBISIETCS B
OTHOIIIEHUM 1EJIBbIX HAIlWH, a TaKXKe KPOBaBbIE MOAPOOHOCTH KaK (PU3NYECKUX,
TaK ¥ MOPaJIbHbIX MYUYEHUN YYaCTHUKOB BOMHBI U IIP.

B nmocnenHee BpeMsB CBS3U C  BO3PACTAlOIIMM  BIASHUEM U
pacnpoctpanenueM CMMU, ¢usnueckoe onuvcaHue BOWHBI YTPATHIO MPEKHIOKO
akTyanbHOCTb. CerojHs 3HAYUTENIbHO OoJiee IIHMPOKO PacHpOCTpPaHEH IPYrou
KOHIIENT — MH(OPMALMOHHO-TICUX0JI0OTHYEeCKHe BOIHBI (1asee — UTIB).

Baxno MMOJYEPKHYTh, 4TO MH()OPMAIIMOHHO-TICUXOJIOTUUECKUE
BOUHBITPEOYIOT ropaszio MEHBIINX 3aTpar. TakTuku u
CTpAaTeruUUH(DOPMAITMOHHO-TICUXOJIOTUYECKIUX  BOWHIPUCIIOCOOJIEHBI  JJIS
TaHOTO OCYIIECTBIICHHUS, YTO B KOHTEKCTE MPOTUBOOOPCTBA MMEET OOJBIIIOE
3HaueHHEe. DTUM OOBsICHAETCA crienrdrka HHPOPMAIIMOHHO-TICUXOJIOTHYECKUX
BOMH M (paKTUYECKH BHITECHEHHE UMH BOWH B (PU3UYECKOM CMBICIIE.

[TpowtrocTpupoBaTh CKa3zaHHOE HECI0XHO. BoHHBI B (U3NYECKOM
acnekTe (B OCHOBHOM 3TO MEPMaHEHTHbIE KOH(MIUKTHI, HAIPUMEP, CUPUNCKUH,
YKpauHCKMi) yctapend. B co3HaHuum nrofeil 3a HUMU NPOYHO 3aKpErmuiics
craryc ongoingconflict. MudopMaimoHHO-TICHXOJIOTHYCCKUE BOWHBI KaXIbIH
pa3 BIOUCHIBAIOTCS B HOBBIE OOCTOSITENBCTBA, MPUMEHSIIOTCSI B OTHOIIEHUU
HOBBIX TIepCOH wiau cTpaH. OueBMAHO, YTO TmpodiieMa  BEICHUS
WH(GOPMAITMOHHO-TICUXOJIOTUYECKUX BOMH aKTyalbHa Ha CETOMHSIITHUMA JICHb.

B Tekymumii nepuon Bpemenu CIIA cramym BaKHEWIIMM HTPOKOM Ha
MOJINTUYECKON M SKOHOMUYECKOU apeHe. OKyTaHHas OpE0JIOM BCEMOTYLIECTBaA,

AmMepuka criocoOHa 3a CUMTAHHBIC JIHM pa3BsizaTh BOWHY. [Ipumepsl sTOro —
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BoeHHbIe JeicTBUs B Adranucrane, Mpake u JluBuu. Ha nporsskenun Bceit
ucrtopun crpanbl CoennHenHsble LlTaThl pa3BUBAINCH C TOJOBOKPYKUTEIBHOU
CKOPOCTBIO, M OCOOEHHO ceHYac OHHM OCTalTCs O00pa3uoM Iporpecca Hu
BOIUIOII[EHWEM BJIACTM B Iyasax oOwIBareneil. TakoW HMHIK BO MHOI'OM
JocTUTaeTcs Omaromapst MacTepcTBY B 00JacTH BeneHUs HH(DOPMAIMOHHO-
ncuxonorndeckor BouHBL. CIIIA — mnpusHanHbld aumep B oOmactu PR-
TEXHOJIOTUH, YTO, KaK U3BECTHO, HEPA3PHIBHO CBA3aHO C MOJIMTUKOW, B PaMKax
KOTOpOM  yamie  BCEro  NPHUMEHSIOTCS  CpeAcTBa  MH(POPMAIMOHHO-
NICUXOJOTrMYecKor BoWHBL. Ha BoilHE — a yx Tem Oojee Ha ToNe
UH(GOPMAIIMOHHO-TICUXOJIOTUYECKOro 00 — BC€ cpelcTBa Xxopomu. Tem He
MeHee, cpeacrea MUIIB eme HemocTtaTodHO u3ydeHbl. [JIMHrBHCTHKA
MH()OPMAIIMOHHO-TICUX0JIOTn4YecKoi BOHHBI2017: 5]

[TosiBnenuem tepmMuHa «uH(pOpMalMoHHas BoMHa (informationwar)» B
COBPEMEHHOM MOHMMAaHUM MUpP 00s3aH amepukaHckomy ¢u3uky Tomacy Pona
[Komrobunckas, 2015:1]. Jlanabpiii (akT MO3BOJSET MPEATOIOXKHUTH, YTO IS
AMepukn  TIOHSATHE  WHMOPMAIMOHHOW  BOWHBI  SIBJISIETCS  JIETHUIIEM,
cnenoBarenbHo, CIHIA  urparoT ONpPENENsAONIyl0 poOJib B BEICHUH
uHbopMalMoHHbIX BOWH. [loHsATHE MH(DOpPMAIIMOHHONW BOWHBI UCIONB3YETCS B
KOHTEKCTe HenaBHUX BbiOOpoB mpesuzgeHTa CILIA. BmemarensctBo Poccuun B
ATOT MPOLIECC AKTUBHO O0CYK1aJI0Ch B aMEPUKAHCKOM TTpecce.

Ha ¢one Ttakoit curyauuun otHomenuss wmexnay CIIA u Poccueit
oboctpunuck. Ilpesumenta Tpamma OOBUHSIIOT B «HOMYCTUTEILCTBE IO
oTHoLIEeHMIO K Poccum», mpuuem kak amepukanckue CMMU, Ttak u eBponeinckue.
B amepukanckux CMMU Bce yalie cTanu MosSBIATHCS CKaHAAIbHBIC TyOJIUKAITIH,
nepeaaroie ogHy u Ty xe unew: «Poccus BMemanach B BbiOOpsl B CIIA,
IIPUMEHUB XAKEPCKUE aTaAKN».

Cnycts n1Ba roga, ooBuHeHUs: Poccun B mH(DOpMAIMOHHOM BOMHE MTPOTHB
CHIA mnpomomkaroT 3By4aTh B 3apyOexHOM Meaua KoMMyHUKamuu. Jlis
rpaxnan Poccun nannas npo0GiieMa He MeHee 3HauuMa, YeM JUIsl aMEPUKAHIICB.

Ee AKTyaJIbHOCTb O6yCJ'IOBJ'I€Ha TEM, 4YTO CYHICCTBYCT CCPbLE3HASA OINIACHOCTDH
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BorHbl Mexay CIIA wu Poccueinn. Ilo stoit mpuumHe Poccum HyXHBI
JOTIONTHUTENIbHbIE 3HAHUS B 00JacTU HMH(QOPMALMOHHOW BOIHBL. B KOHTEKcTe
NIIB nocTynar «IpenynpexacH, 3HAYUT - BOOPYKEH» SIBISETCS NMPAKTUYECKU
OCHOBOIIOJIAralIIMM, B€Ib HWMEHHO 3HAaHMs, KaCaloIMECsd TaKTHK 51
CTpaTerniuH(MOPMAITMOHHOW BOWHBI, ITO3BOJIAT BHIUTH B JaHHOW BOWHE
nobeanTesneM, Uik, Kak MUHUMYM, OBITh TOTOBBIM K aTake.

B xoHTEKCTE TEeKyIIel I'€ONOJUTUKH aKTyalbHOCTh ucciienoBanus UIIB B

aMmepukaHckux CMU He BbI3bIBA€T COMHEHUH.
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1.2. JIuHrBucTHKA HHGPOPMANUOHHO-TICUXOJIOTHYECKOM BOMHBI KaK
HANpaBJ/IeHUE COBPEMEHHOM TUCKYPCOJTOTHA

[Tonsitue MH(}OPMaIIMOHHO-TICUXOJIOTUYECKOM BOWHBI (UIIB)
MHOrorpaHHo. KiroueBpIMM TEpMUHAMM SBISAIOTCA: aKTop, 00bexkT MWIIB,
cyobekt WIIB, wmumens WIIB, uHGOpMALMOHHO-TICUX0J0THYECKAS
onepauusi, meroa UIIB, undpopmManmoHHO-TICHX0JI0THYECKOe BO3eHCTBHE,
KaHaJIbI pacnpocTpaHeHus HHpopMAaLUH, UH(POPMALIMOHHO-
ncuxojioruyeckoe opy:xue. llorstue WIIB Taxke BrItouaer B cebs
JMHTBUCTHYECKUE CPEICTBA, MOCKOJIBKY JT1000€ HHPOPMAIIMOHHOE BO3/ICHCTBUE
OCYILIECTBIISIETCS CPEACTBAMU S3bIKA.

AMEpUKaHCKUE UCCIEAOBATENM  JAlOT  CIEAYIOUIEE  OINpEIETICHUE
uHpopMmaimonHoit Boiiuel - InformationWarfare (IW). Actions taken to achieve
information superiority by affecting adversary information, information-based
processes, information systems, and computer-based networks while defending
one's own information, information-based processes, information systems, and
computer-based networks.[Haeni, 1995:4].04eBunHO, 9TO B TaKOH TPaKTOBKE
nox MHOOPMAIIMOHHOW BOWHON IOHMMAIOT JICMCTBHS, HaIpaBJICHHBIC Ha
JNOCTHKEHUE HWH(OPMALIMOHHOTO TMPEBOCXOJACTBA IMyTEM BO3JACHCTBUS Ha
IIPOTHBOOOPCTBYIOIIYIO CTOPOHY, uH()OPMAITMOHHBIC MPOIIECCHI,
UH(GOPMAIIMOHHBIE CUCTEMBI U KOMITBIOTEPU3UPOBAHHBIE CETH, B TO YK€ BPEMS —
3alUTy  COOCTBEHHOW  HMH(pOpMaluM, HUHPOPMALMOHHBIX  IPOIIECCOB,
UH(GOPMAITMOHHBIX CUCTEM M KOMIBIOTEPU3UPOBAHHBIX CETEH.

[TockonmbkyHIIB peanuszyercss B OUCKYpPCE, pPACCMOTPUM TOHATHUE
IYCKypca. B JIMHrBUCTUYECKON IUTEpPATypE NOA JUCKYPCOM TOHUMAIOT:

1) B oOmemM cmbIcie - TeKCT (MM TEKCTHI), HEPa3phIBHO CBS3aHHBIC C
CUTYaTHMBHBIM KOHTEKCTOM, a TakKX€ C COLMAJIbHBIMH, KYJIbTYPHO-
UCTOPUYECKHMH,  HJICOJIOTUYECKAMH, TCUXOJIOTHYECKUMU U JIPYTUMH
dakTopamMu, ¢ CHUCTEMONW KOMMYHUKATUBHO-IIPArMaTHYE€CKUX U KOTHUTHUBHBIX

HEICYCTaHOBOK aBTOpa, BBaHMOﬂeﬁCTBymmeFO C aapecaToM 51
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00yCJIaBIMBAIOLIETO OCOOYIO YIMOPSIOYEHHOCTh SI3bIKOBBIX €IMHHUIl Pa3HOro
YPOBHS NPHU BOIUIOUIEHUU B TEKCTE.

B 3aBUCHMMOCTH OT UCCII€IOBATEIbCKUX 3aJ1ay IUCKYypC 0003Ha4YaeT 100
OTJENBbHO B35TO€ KOMMYHUKAaTHBHOE COOBITHE, JHUOO KOMMYHUKAaTHBHOE
CcOObITHUE KAaK COBOKYIHOCTb ONPEACIICHHBIX KOMMYHHUKATUBHBIX aKTOB,
pe3yJbTaTOM KOTOPOT'O SBJSIETCS COJEpKaTeNbHO-TeMaTHueckass OOUTHOCTh
MHOrux TekctoB [Uepussckas, 2013:147].

2) peybp Kak akT, JeWcTBue, pedb kak coObitme [URL:
https://studbooks.net/2105657/literatura/diskurs_lingvisticheskaya_kategoriya];

3) MeXaHW3M aKTyalu3alud sI3bIKa B €CTECTBEHHON KOMMYHHUKATHBHOM
CUTYyalluM, PE3yJbTaTOM YEro sBiseTcs pa3BepThiBaHue peun [KoxeMskuH,
2008:22];

4) BeipaxkeHue si3bIka Kak opyaus oomenus [bensenuct, 2002:12].

Cormacso H.J[. ApyTIOHOBOW, <«JIHCKYpC €CThb CBS3HBIM TEKCT B
COBOKYITHOCTH C AKCTPAIMHTBUCTUUECKUMU - parMaTUYeCKUMHU,
COIIMOKYJBTYPHBIMHU, TICUXOJOTUYECKUMH U APYTUMU — (aKTopaMu; TEKCT,
B3SATBIM B COOBITHITHOM  aclieKTe; pedb, paccMaTpuBaemasi — Kak
LEJICHAIIPABIEHHOE COLMAJIbHOE JACHCTBUE, KAK KOMIIOHEHT, Y4aCTBYIOLIUN BO
B3aUMOJICUCTBUM JIIOJIEH W MEXaHU3MaX UX CO3HaHUS (KOIHUTHBHBIX
IPOLIECCax); «IUCKYPC» — ATO peUb, «IOTPYKEHHas B KU3Hb» [ApYyTIOHOBA
1990:136-137] — nmaHHOE oOmpeaciIeHUE IIeIeCO00pa3HO CUMTATh Hauboee
pEJIeBaHTHBIM O OTHOIIEHUIO K MPOBOAUMOMY MCCIIEOBAHUIO, MOCKOJBKY B
HEM JIelaeTcsl aKLEHT Ha TOM, 4YTO JUCKYPC SBIISIETCS CPEAOW pealn3aliu
MH(POPMAITMOHHO-TICUXOJIOTUYECKOT0 BO3/ICHCTBUS HA KOJUIEKTUBBI JTIOACH.

B nmanHOli paboTre moa OUCKYPCOM Mbl IOHHUMAa€M HHTErPATHBHYIO
COBOKYITHOCTh TEKCTOB, O0BEIUHEHHBIX B TEMAaTHUYECKOM, KOMMYHHUKAaBTUBHOM
Wi (QYHKIIMOHAIBHO-I[EJIEBOM  OTHOIICHHSIX U CpeAy, B  KOTOpOWH
OCYILIECTBISICTCS KOHCTPYHPOBAHHE U TPOJBIKEHHE KaKUX-THOO 00pa3oB

peanbHOCTH [JIMHMBOKYJIBTYpPHBIE OCOOCHHOCTH JIUCKYpCa MY3BIKAJIbHBIX

dopymos,URL:
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https://studbooks.net/2105657/literatura/diskurs_lingvisticheskaya_kategoriya].
B auckypce MoxkeT HaMepeHHO coO3/1aBaThcsi 00pa3 MpOTUBHMKA. JlHCKypc
MOKHO TaKXe paccMaTpHUBaTh KaK MOJIE Peau3alii MpOTUBOOOPCTBA B IIETIOM.
SI3BIKOBBIE  CPEACTBA, MCIOJIb3YEMBIE B  MEOUAIUCKYpPCE,  SIBIIAIOTCS
UHCTPYMEHTaAMHU BEJICHUS uH(pOpMaIIMOHHOM u nH()OPMAITMOHHO-
IICUXOJIOTMYECKON BOWHBL.

Hcnionb3oBanue MHGOPMAIIMOHHBIX, KOMMYHUKAITMOHHBIX M MEIUMHBIX
WHHOBAIMH B CIEHapUAX BOWHBI TMPEACTABISICT OOJBIION HHTEpec s
[IPaBUTEIIbCTB, Pa3BEIbIBATEIbHBIX YIPABICHUM, BOEHHBIX, SKCIEPTOB IO
HAIMOHAJIbHOM 0€30MacHOCTH, a TakKe CHEUUaTIUCTOB, 3aHUMAIOIIMXCA
pa3paboOTKOW  KOMIBIOTEPHBIX TEXHOJIOTUH, TPABOBEIOB, IOJUTOJIOIOB,
UCTOPUKOB, (uinocopoB [ApuakoB, MakapoB 2017; benosa 2015; Boiina u
mup...:.URL; Xapkosa 2014; Kenynkos 2017; Kapskun 2011; Mymra 2009;
Hexmnsaes 2008; [Tanuepes 2009; Pactopryes 1999, 2003; Uepnsbix, 3yeBa 2017 u
ap.]. Tema uHPOPMAIMOHHBIX BOWH CTAHOBUTCS BCE OOJiee aKTyadbHOU IS
(GUI07I0rOB, MOCKOJIBKY MMEHHO SI3BIK CIIY)KHUT HEOTHEMJIEMOU COCTaBIISIONICH
peanu3auy BOGHHBIX CTPATEruii U TAKTUK UH(POPMAITMOHHO-TICHXOJIOTUYECKOTO
npotuBoOopcTBa [AramoBa, ['ymmna 2017; AnekceeB, AunekceeBa 2016;
babukopa, IlpirankoBa 2017; MBanmoBa 2016; Kommmua 2017; KomnwuHa,
CxoBoponuukoB 2016, 2017; Komobunckas 2015; Komkapoa 2018;
KomkapoBa, PyxenneBa, 3oroBa 2018; Kymuepyk 2018; JIunrsucruka
UH(OPMAIIMOHHO-TICUXOJIOTUYECKON BOWHBI 2017;03r0MeHKO 2017,
CxoBoponuukoB, Komanna 2016, 2016a; Tarunsuesa 2012 u ap.].

B xonrekcre UIIBBaxkHyr0 ponp Wrpaer NOHATHE KOMMYHHKAIIWU,
MOCKOJIbKY MMEHHO KOMMYHUKAIIHS SIBISIETCS CIIOCOOOM pacHpOCTpaHEHHS |
BOIUTOIIEHUS UIIB: «KoMMyHUKaTHBHOE COOOIIICHHE, oOnapmaroriee
KOMMYHUKATUBHBIMA CBOMCTBAMU W (YHKIMSIMH, HOCUTEIb W PETPAHCISATOP
CMBICJIOB, LICHHOCTEW U WICH, SBJISIIOIIUNCA 3HAYUMBIM 3JIEMEHTOM B CUCTEME

UIIB».[PycakoBa, Pycakos, URL.: https://studopedia.org/11-5663.html]
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ITockoneky  UIIB  npeumMymiecTBEHHO  pealm3yercss B Meaua
KOMMYHMKAIIMH, UM OIPEIEICHUE MEAUAAUCKYpCy. MeamaaucKkype — 3TO
MHCTUTYLIMOHAJIbHBIE U HEMHCTUTYLHOHAIbHbIE (opMbl o0mmennss B CMU npu
HaJIU4YUU OJHOIO M3 TPEX KOMIIOHEHTOB: ajpecaTa, aJpecaHTa U COIAEpKaHUs
oomenus[XKenryxuna, URL: https://studfiles.net/preview/3302329/page:23/]

B pamkax muarsuctuku WIIB 1neHTpanpHON mpoOIeMoi SBIsSIETCS
U3Y4YEHHUE A3BIKOBBIX CPEICTB PEAIM3ALAN OIPEIEICHHBIX CTPATETUN U TAKTHK,
KOTOPBIC UCTIONB3YIOTCS JUIsl OKa3aHHs BO3JICHCTBUS HA MPOTUBHUKA. [AKOIOBa
2013]

Kak ormeuaer A.Il. CkOBOpPOJHHMKOB W [JpyrH€ CHEUUAIUCTHI, B
HacTosee Bpems JuHrsuctuka UIIB HaxoauTces B ctaauu craHoBiieHus. [1oka
HE paspenieHHon npobsiemoi muHreucTuku MIIB siBisercss oTCyTCTBUE YETKHUX
KPUTEPHUEB, IO KOTOPBIM MOKHO OTHECTH TO WJIM MHOE PEYEBOE MPOU3BEICHUE K
opyxwuto UIIB.

CornacHo TOYKE 3peHHS aBTOPOB KHHUTU «JIMHTBHCTHKA WH(OPMAITMOHHO-
IICUXOJIOTUYECKON BOWHBI», AHAJINU3 TEKCTOB HE JAaeT OCHOBAaHMM [ MX
OPUYHUCIIEHUS K UHPOPMAIIMOHHO-TICUXOJIOTHYECKOMY OpPY)KHIO, TOCKOJIbKY JIJIs
JTAHHOTO COOTHECEHUS HEOO0XOJUMO paccMaTpuBaTh TEKCTHI C  TO3HIIMMA
JMCKypca aBTopa JMOO W3JaHUs 3a ONpeeicHHbIM mepuoa [JIMHrBUCTHKA
UH()OPMAIIMOHHO-TICUX0JIorn4eckoi BoiHbI2017:16]

Hpyras mnpoGnema nuurBuctuku HWIIB 3akntowaercss B onpeneineHUu
00beKTOB, cyOBbekTOB, MumieHed WUIIB u ux pasrpanuuenun. [Tam xe:18]

B npobnemuoe nosne muarsuctuku UI1B Takke BXOIAT:

o YTOYHEHUE MOHATUHI, TPUMEHUMBIX 110 OTHOWEeHMIO K UIIB,

o CUCTEMATH3allisl W OINKCAHUE OINPEIEICHHBIX CTPAaTEerud W
takTukMI1B, peann3yronmxcs B peun,

° HENOCTAaTOUHOCTL JJI1 HucciegoBanust s3blka MWMIIB cucremsl
NOHATHI, HauOoyee yNnoTpeOUTENbHbIX B PEUYEBEICHUHU, TAaKHX, KAK PEUYEBOE
BO3JICHICTBUE, peueBas TAKTHKA, pedeBas CTpaTErus, pedyeBOW JKaHp, pedeBas

arpeccCus, peucBasd MaHUITYJIAOWUA U T. 0.,
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o NUCKYCCUOHHOE€  COOTHOILIEHWE  psAga  TEPMHUHOB,  TaKuX,
KaKuH(GOPMAIIMOHHO-TICUXOJIOTUYECKasl BOMHA U MH(}OPMAIIMOHHO-
NICUXOJIOTMYecKoe NpoTuB0OOpcTBO, 00BeKT UITB 1 Mumens UIIB, u 1.4.

. HEPaBHO3HAYHOCTh MOHATUN 00BbekTa 1 mutieHu1I1B,

o OCTPO CTOAIIAs HEOOXOAMMOCTh pa3paOOTKX METOAUKHU BISIBIICHUSA,
aHaJIM3a U TUIIOJIOTU3alliH SI3BIKOBEIX ocoOeHHocTel TekctoB UIIB,

o BBISIBJIEHUE BO3MOKHOCTEH TPOMEUUYECKHX, (PUTypasbHBIX U APYTHX
pEeUYEeBBIX  MPHEMOB, KOTOpble  ucnoib3yrorcs B MIIB[JIunreuctuka
UH(pOpMaIMOHHO-TICUXoJIornieckoi BoiHbI2017:18-21],

o VCCJIEJOBAHNE CMEXKHBIX JTUHIBUCTUUECKUX NMOHATUNA, HAIPUMED, B
Teopuu nojauTudyeckoi Meradoposiorun [bapanos, Kapaynos 1994; Uyaunos
2003; Yynunaos 2013; bynaes, Uynunos 2008] u ap.Tak, metadopa TpakTyercs
KaKk OJMH U3 CIHOCOOOB KOHCTPYHMPOBAaHHS KapTHHBI MHUpa, T.€. OJIHOTO U3
00BEKTOB IICUXOJIOTMYECKOr0 BO3AECHCTBUS.

Eme onHoit mnpoOimeMolt MOXKHO CYHTATh COOTHOIICHHE TEPMHUHOB
«MH(pOpMalIMOHHAsI BOWHA» U «OpPraHU3allMOHHAs BOMHA», MOTYT JIU OHU OBIThH
B3aMMO3aMEHSIEMbIMHU, TIOCKOJIBKY BO BTOpPOM Ciyyae (MPUMEHEHHH TOHSATHUSA
«OpraHM3allMOHHAas  BOMHA»)  AaKIEHT JleJaeTcsi Ha  OCYILECTBICHUU
pa3HOOOpa3HbIX  JCHCTBUM, LENbI0  KOTOPBIX  SIBJIsiETCS  ociablieHue,
YHUYTOKEHUE WIM IOBPEXKICHUE OPraHM3alMOHHBIX CTPYKTYpP HPOTHBHHUKA.
[JInHrBHCcTHKA MHGOPMAITMOHHO-TICUXOJIOrHYeckoi BorHbI2017:18]

Hekotopeie uccnenoBaTenMCYUTaIOT, YTO B KPYT BONPOCOB JTUHIBUCTHKH
NIIB u coBpeMEHHON AMCKYpPCOJOTMU HEOOXOIHMO BHECTU SI3BIKOBOM aCIIEKT
nporuBoaericTeust UTIB[Tam xe:21]

B Hactosimee Bpemsi TPOUCXOAUT (POPMUPOBAHUE  CIIEIHUATBLHON
TePMUHONIOTUU, o0cTy)kuBaromie TuHrBucTUKy UIIB kxak ocoboe HampaBieHue
HAay4YHBIX HccleAoBaHWil. BBoasTcs B 00MXOI TakWe TEPMHUHBI, Kak
UH(GOPMAIIMOHHO-TICUXOJIOTUYECKOe BiIMsgHHE, O00BbekT u cyowbekr WIIB,
uH(GOPMAIIMOHHOE OpYKHe, JUCKypcuBHOE opyxkueu Ap. [[Inornukosa 2009,

Taruneuesa 2010, 2012, 2013; Peokkuna 2013; @apuna 2010 u gp.].
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JIuareuctuka HUIIB kak HampaBieHUE COBPEMEHHOM JUCKYPCOJIOTUU
BKJIIOYAeT B c€0Sl JOBOJBHO LIMPOKUN CHEKTP MNpPOOJieM, MONBITKH pPELICHUs
KOTOpBIX MPEANPUHUMAIOTCS MHOTMMHU ydeHbIMU. JlaHHas o0OjacTe ele
HEJOCTAaTOYHO u3ydeHa. Paccmorpum ocHoBHBIe moHsATUs HWIIB  Gonee

noJpoOHO.
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I.3. KiiroueBble NOHATHS JJUHITBUCTUKHA UH(OPMAIITUOHHO-
NCUXO0JIOTHYECKON BOMHBI

ITonsatnitaelii annapar juHrsuctukn UIIB mpencraBieH HECKOIBKUMH
TepMUHAMU: aKTOp,uHUIHMATOpP, 00bekT WUIIB, cyobekr WUIIB, Mumens
HUIIB, wuHpopManUOHHO-TICHXO0JIOTHYeCKass onepauusi, Metron WIIB,
MCUX0JI0THYECKOe BO3AeHCTBHE, KAHAJIBI PACIIPOCTPAHEHUS MH(OPMALNH U
HH(OPMALMOHHO-IICUX0JIOTHYECKOE OpPYKHUe.

Cyobexkr MIIB - co3HaHue 4YelOBEKAa B Y3KOM CMbICIIE U
uH(pOpMaIIMOHHBIE CUCTEMBI — B UpoKoM [ Tarumsiesa 2013: 133]. Hexotopsie
uccienoarenu, Hamnpumep,C. M. CMHpHOB, Takke NPUYHUCIAOT K JaHHOU
KaTeropuu MHCTUTYTHl M CIHENCayxO0bl Tocynapcts, CMMUM, mnponaranmy
MEXyHApOJIHbIX OpraHu3ali, HEroCcyAapCTBEHHbIE CTPYKTYphl (CETEBbIC
coo011ecTBa, Xakepon, 0sorepos), u T.1. [CmupuoB 2013: 87].

AKTOpP — HENOCPEICTBEHHBIN HCIIOJHUTEND, JEUCTBYIOIIMNA HA OJHON W3
ctopod UIIB. AkTopom MOXKeT OBITh KaK OTAEIbHOE JIUIIO (aBTOpP CTAThH), TAK U
rpynmna Jjrojen (aBTopsl ciieHapus K puwibmy). B oqHOM cyOBEeKTe MHUIIUATOP U
aKTOp MOTYT COBIIaJaTh, HO, HAIIPUMED, B Cllydae, €Clii MHUIKATOP (HAmpuMep,
npaBsiias MapTus TOCyJapcTBa) SBISETCS 3aKa3dMKOM, a aBTOP CTaThbU WIIU
Kakoe-11M00 CPelICTBO MAacCOBOM MH(pOpMAIMK - HCIONHUTENEeM. [JIMHrBUCTHKA
MH()OPMAIIMOHHO-TICUX0JIOTHYecKOol BOoHHBI2017:22]

O6bexT UIIB — 3TO cO3HaHME WK MCUXUYECKOE COCTOSIHUE Hapoaa JIM0o
HEeKOM rpynnbl  (MpodeccuoHaNbHOM, PEIUruo3HOM), JUOO0  OTAEIbHOU
JUYHOCTH. B Hame BpeMs, B CBA3U C YCKOPAIIIMMUCS TEMIaMH pPOCTa
TeXHUYECKoro nporpecca, oobekrom MIIB siBisiercsi co3HaHue 4yenoBevyecTBa B
IEJIOM WJTK KaKoh-In0o ero yactu.[Tam xke:23]

Mumens HIIB — Te CTOpPOHBI AEHCTBUTEIBHOCTH, KOTOPBIM JaeTCs
HEraTUBHAs OIICHKA.

Hanpumep, Ha ganssiii MomeHT K mutieHsM UIIB moxno orHectn PIILI,

BHEUIHIOW MOJUTUKY Poccuu, NedCTBHsS PyKOBOJICTBA CTpPaHbl, PYCCKHM SI3bBIK,
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nuteparypy u T.1. [CxoBopoanukoB, KoponwskoBa, 2015]. [Ipumepom MoXeT
CIYKUTh TUCKpenuTanusa Poccun yepes npusmMy pyccKoro s3blka.

NudopManmoHHO-IICUX0JI0THYECKAS onepauus — KOMILJIEKC
MEPOIPUATUHN, LENBbI0 KOTOPBIX SIBISETCS JOCTHKEHUE BOEHHO-MOJIUTUYECKUX
Iene ¢ MOMOIIbI WH(GOPMAITMOHHO-TICUXOJIoTHIecKnX cpeacts. [KapasHw,
CoipomsiTHukoB 2006: 242].

Meton HIIB —  cmocob IIPAKTUYECKOI O OCYIIECTBIICHUSA
UH(GOPMAIIMOHHO-TICUXOJIOTUYECKON onepanuu. [JIMHrBuCTHKA
UH()OPMAIIMOHHO-TICUX0JIOrH4ecKoi BoHBI2017:23]

Ilcuxosiornyeckoe BO3JelCTBHE — IIEJICHANPABICHHOE U HAMEPEHHOE
BMENIATEICTBO B ICUXUYECKOE OTpaKeHUE JIercTBUTENbHOCTH [bensuun 2009:
363].

Kanasnbl pacnipocrpaneHuss ”HpOpMAUM — CUCTEMBI ITPOU3BOACTBA U
MO/Ia4u COOOUIEHUM, KOTOPBHIMHU SIBIISIFOTCS TA3€Thl, )KYPHAJIbl, COLIUATILHBIE CETH
[Cemkun 2015: 34].

NHdopMannoHHO-IICUX0JI0rHYECKOe OPYKHEe — COBOKYITHOCTb CPEACTB,
BIIMSIIOIIMX HA OTIEJBbHBIE MPOLIECCHI NICUXUYECKOW JIESITEIbHOCTH YEJIOBEKA U
3aIal0IUX TCUXWYECKOM JIEATETbHOCTH HEOOXOJMMbIE XapaKTePUCTUKH
LEJICHANIPABIICHHOIO  YIPABJIEHUS MOBEACHUEM JIIOJIEH U YIpaBIICHUS
KaueCTBOM M KOJUYECTBOM HMH(POPMAIMOHHOI'O pecypca MPOTUBHHKA C IIENIBIO
yCIenrHoro pemieHus 6oesbix 3anau [Edpemos u ap., 2000: 65].

K uHpOpMalMOHHO-TICUXOJOTUUECKOMY  OPY>KUIO MOKHO OTHECTH
TEKCTBI, B KOTOPBIX 3aJI0KEHBI CTPATETUH U TAKTUKHU JUCKPEIUTAIMNA MUILICHEN.
Hexotopeie wuccnenoBarenu, Hanpumep, C.H. IlnoTHukoBa, Ha3bIBaIOT
UH(GOPMAITMOHHO-TICUXOJIOTUIECKOE OPYIKHUE TUCKYPCUBHBIM OPY)KHEM.

B coBpeMeHHBIX wHccrenoBaHUSAX (GUTYPUPYET TEPMUH TEXHOJIOTHs
HUIIB, peub uaeT 0 cHUCTEeME CHoco00B HHGOPMAIMOHHO-TICUXOJIOTHYECKOTO
BO3JICMCTBUSA, K KOTOPBIM OTHOCSTCS OIEpalli, METObI, IPUEMBI, U KOTOPbIE
MOCJIEIOBATENIbHO MpUMEHSIOTCS cyObektamu MIIBais moctuxkeHuss Hy»KHOTO

pe3ynbTara.
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JUisi HACTOSILIEr0 HMCCIEAOBaHUS 0cOo00€ 3HAuYeHHEe HMEIOT MOHSTHUSA
crpareruu M TakTuku UIIB.B mmpokoM cMbIcie moJx cTparerueil IoOHUMaroT
KOMIUIEKC PEYEBBIX JEUCTBUM, LENbI0O KOTOPBIX SBISIETCA JOCTHIKEHUE
KOMMYHUKATUBHOW T1end, (GopMUpyeMOW B TIpolecce IeATeIbHOCTH IO
BO3ACHCTBHEM MOTHBA, 00YCIOBICHHOI'O COOTBETCTBYIONIEH OTPEOHOCTHIO.

TakTuka >xe — Ooyiee MEIKUH YypPOBEHb IUIAHUPOBAHUS PEUYCBOTO
MOBEJICHUS, CIoco0 peanm3anuu ctparerun [Auapeera 2009: 9].

B uHoOI1 TpakTOBKECTpPaTerus BKJIIOYAeT B ceOsl TUIAHUPOBAHUE PEYEBOM
KOMMYHUKAIIMM B 3aBUCHUMOCTH OT KOHKPETHBIX YCIIOBUW OOIICHUS U
JUYHOCTEN YYaCTHUKOB KOMMYHHUKATHBHOIO IMPOLECCA, a TAKXKE pealln3aluio
JAHHOTO IJIaHa.

PeueBasi cTparerusi — KOMIUIEKC PEUYEBBIX JIEUCTBUM, LIEIBI0 KOTOPBIX
SIBJISIETCS JOCTHOXKEHUE KoMMyHUKaTuBHOU 1enu [Mccepe 2009: 181-182], nubdo
OCO3HAHHWE CHUTyalMd B LEJIOM, OIPEACICHUE HANpPABICHUS PAa3BUTUS U
OpraHW3allid BO3JCUCTBHS B HMHTEpECax JOCTHKEHUS TIENH  OOIICHHS
[[oiixman, Hagenna 2011: 200], a TakTHKAa - pe4yeBbI€ MPUEMbI, TTO3BOJISIOIINE
JNOCTUYb ITOCTABJIEHHBIX 1I€JI€N B KOHKpETHOU cuTyaruu» [ Tam xe: 200].

Nmeercs Takke onpeliesieHne, B KOTOPOM MEXAY IMOHSATHUSIMH PEYEBOUN U
KOMMYHMKAaTUBHOM  CTpaTerMid  MPOBOAUTCS  MNapaljieib. «PeueBas
(KOMMYHHMKaTUBHAas) CTpaTerusi — TEHepajbHasi WHTEHLHUS TOBOPSILEro, a
TaKX€ COBOKYITHOCTb PEYEBBIX JIEUCTBUM, LIEJIBI0 KOTOPBIX SIBISETCS PELICHUE
OCHOBHOM KOMMYHUKAaTHBHOM LI€JIM roBopswmero. JlanHasg reHepajibHas
MHTEHIUS TOBOPSIIEr0 OTPAXAET MBICIUTENbHBIN TUIaH OOIIEHHS Yepe3 peub U
OpPraHM3aLMI0 TOBOPSIIMM PEYEBOTO ITOBEIECHMS B COOTBETCTBUU C JAHHBIM
IJIAHOM, a TaKXe€ YCIOBUSMHU OOIIEHUS, PEUYEBBIMU U JIMYHOCTHBIMU
OCOOEHHOCTSIMM YYaCTHHUKOB pEUYEBOTO aKTa H KYJIbTYPHOH Tpagulluein»
[MatBeeBa 2010: 386].

Hekoropele wucciaenoBarenu CUUTAOT, YTO OTH JBA IMOHATHUS HEIb3S
OTOXKIECTBIISITh Jpyr ¢ npyroM. «PedeBas crparerusi — HCKIIOUHUTEIBHO

PEUYCBBIC I[CflCTBHSI KOMMYHHKAaHTa, B TO BPEMA KaK TAKTHKA — HCITIOJIb30BAHUC
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HE TOJIbKO OIpPE/IeNICHHbIX BEpOaIbHbIX MPUEMOB, HO U AKCTPATMHIBUCTUUECKUX
XapaKTEpUCTUK, HAIpUMEp, >KECTOB, MUMHUKH, 103, BHEUIHEro BUAA U T.J.»
[?Knanosa 2010: 46-47].

B muareuctuyeckom uccnenopanuu UIIB noHsTus peyeBoil TAKTHUKHU U
peYeBOi CTPATErHUUMEIOT CIEAYIOIINE TPAKTOBKHU:

PeueBasi cTparerusi — oOOUMI MBICIUTEIBHBIN TUTaH, MO0 OOIIas
IICUXOJIOTMYECKas JIMHUS PEYEBOrO IIOBENEHMs, KOTOpas OIpeaessercs
UHTCHIIMEN W KOMMYHHUKAaTMBHOM UEIbIO WIM LEIIMH TOBOPSIIETO WA
NUIIYIIETO Ha OCHOBE OCO3HAHMS KOMMYHUKAaTMBHOW CHUTyallMM Kak
COBOKYMHOCTH (DaKTOPOB, BIUSIOIIMX Ha MJIAHUPOBAHUE U PEATM3AIUIO PEUYEBOI
KOMMYHHUKaIlMK (BpeMSI W MECTO KOMMYHHUKAIIUU, HWHTEHIHMH YYaCTHHUKOB
KOMMYHUKAILIMH, UX TpOo(eccHOHaIbHbIE, BO3PACTHBIE, T'€HIEPHBIE, STHUUECKUE
XapaKTEPUCTUKH, COLMAIbHBIE CTATyChl U POJIM, OCOOEHHOCTH XapaKTepa, THI
MEXJIMYHOCTHBIX  OTHOUIEHUH, 53MOLMOHAIBHOE COCTOSSHUE U ApYrHe
daxropsr).[ Tam xke, 2017:66]

PeueBasi TakTHKa — 3TO pEeUEBOE JICNCTBUE (PEUEBOM AKT UM HECKOIBKO
B3aMMOCBSI3aHHBIX PEUYEBBIX aKTOB), COOTBETCTBYIOILIEE TOMY WJIM UHOMY ATaIly
B peaju3alMd PEYEBOM CTPATETMH M HAIPABIEHHOE Ha PEIIEHUWE YaCTHOU
KOMMYHHUKAaTHUBHOM 3aJ]a4y 3TOro 3Tamna. Mcrnonb30BaHuE peueBOil TaKTUKH WUJIN
HEKOTOPON HMX COBOKYIHOCTH MPHU3BAHO OOECHEYHUTHh OCYILECTBICHUE PEYEBOU
CTpaTerud ¥, B KOHEYHOM HTOTe, JIOCTHXKEHHE KOMMYHUKATUBHOMU IIEJU
ropopsitiero win numymero. [Tam xe2017:66]

JpyrumMu cioBamu,CcTpaTerusi — 3TO LEJIEBOM MNPUHUUII (OCHOBHOE
HAIlpaBJICHWE) OpraHU3allMd Peud, a TAKTHKA — IIeJIEBOM crocod (CpeacTno,
OpUEM) OpraHu3allid pPEeYd WIH €€ 3Talna B COOTBETCTBUM C IPHUHATOU
CTpaTErue.

[Tomumo o00mmMx  (POMOBBIX) CTpaTeTUi, BBIACISAIOT WX YaCTHBIE
(BUOOBBIE) pa3HOBUIHOCTU.PazrpaHnyeHue BeAeTCS B 3aBUCUMOCTH  OT
MaciTaba HaMepeHH — ¢ MO3UIMI PEUEBBIX CTPATErHii MOKHO pacCMaTpUBATh

KOHKPETHBIM pEUeBOM aKT, HUMEIOIIMN KOHKPETHYI IIeib (pa3KuraHue
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HEHABUCTH, yTelieHue, noadanpuBanue.) Ho Takxke oHM MOTyT OBITH Oojee
OOIIMMH, UX HENBbI0 MOXKET SIBISTHCS JOCTHKEHUE 0oJiee O0IUX COIMaTbHBIX
nened (yCTaHOBJIEHUSI W TOAJEp)KaHMUS CTaTyca, MPOSBICHUS BIIACTH,
MOATBEPKACHUS COMUAAPHOCTH C TPYNIION U T.1.).

OOmiass cTpaTterusi IMCKPeAUTANMHU<...> pPEATU3YeTCd B YaCTHBIX
cTpaTerusix OOBHUHEHHMS, OCKopOseHus, Hacmemkw» [HMccepc 2008: 105].
TepMuH 4YacTHbIECTPATErHM MOXXHO  CUUTAaTh CHHOHMMOM  TEpPMHUHA
cyocrparernu. CyOcTpaTerusi BKJIIOYaeT BUOBBIE peaM3alliu KaKoU-nOo
obmeit  (pomoBoii) crparernn. OOmMe CTPATErHMAPYTUMH  CIOBAMH
Ha3bIBAIOTCS cynepcTpaTerusamu, POJIOBBIMUCTpATET UMM,
reHepaIbHBIMUCTPATEr USIMHU, IJ100aTbHBIMUCTPATETUSMH,
0a30BBIMUCTPATETUSIMU; @ YACTHBIC CTPATErUU - BCIIOMOTaTEIbHBIMHU.

B pabore, Bciaenq 3a A. II. CkoBOpOAHUKOBBIM, OYyJI€M HCIOJIL30BaTh
TEPMUH cyOcTpaTerusi.

Oo6mas cTparerust AUCKPeIUuTAIMU— cyOcTpaTerusinoipbiBa
aBTOpPHUTETa, JOBEpPHs K KOMYy-TMOO wWiaM demy-nu0o. [JIMHrBUCTHKA
HH(POPMAIHOHHO-TICHX0Jiorn4eckoi BoitHp12017:70]

O0mas crparerusi JAe3MH(pOpMaNUM— CTpaTErus, pealusyromascs
MOCPEJICTBOM TAaKUX TAKTHUK, KaK CcyOcTpaTerus KU U/WIM UCKaKEeHUs (PaKToB,
cyOcTpaTerus 3aMaadyvBaHUs, COKPBHITHS (AKTOB M CYOCTparervs MHOJMEHBI
MOHSITUM, OILIEHOK, apryMEHTOB W T.I. WM JPYTUX HAPYIIEHUU JIOTUYECKHUX
cazeit. [Tam xe:70]

Kak nmpaBuio, cy0cTpaTerunpeain3yroTcsi moJoopoM TaKTHUK, & TAKTHKH,
mo cimoBam O.C. MHccepc, cOCTOAT M3 PEUYEBBIX XOJOB, T.€. MPHUEMOB,
BBICTYIAIOIINX B KAYE€CTBE MHCTPYMEHTA pEAIU3alMyd TOW WM WHOM PEYEBOU

taktuku[ Mccepe 2008].
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I.4. Onpenenenne HHPOPMALMOHHO-TICHX0JI0THYECKON BOMHbBI B
COBPEMEHHOM JTUHITBUCTHKE

[lonsiTue  WHPOPMALMOHHO-TICUXOJIOTUYECKOH  BOMHBIMHOI'OTPAHHO.
CoBpeMeHHbIE UCCIEAOBAaTENM MPEAJIaraloT HECKOJIbKO TMOJXOJO0B K €ro
OIPEIEIICHHUIO.

OOpatuMcsi K HEKOTOPHIM TPaKTOBKaM HWH(POPMAIIMOHHON BOWHBI,
BBIJICTIEHHBIM OTE€YECTBEHHBIMHU U 3apyOeKHBIMU YYEHBIMHU.
CpeanoTeuecTBEHHBIX YYEHBIX HamOojee pacrnpocTpaneHo ompeneneHueldl1B
KaK MPOTUBOOOPCTBO CTOPOH (rOCYHapcTB, MapTHL, KOpHopamuid u T.1.),
BO3HUKIIIEE BBUAY KOH(QIUKTa WHTEPECOB U OCYIIECTBIISIEMOE IOCPEICTBOM
HAMEpPEHHOr0 HWHGOPMAIIMOHHOI'O BO3JCUCTBUS Ha CO3HAHWE MPOTUBHHUKA C
LEIbI0 €r0 KOHUTUBHOIO TOJABJICHUS W/WIW TMOJYUHEHUS, a TaKXkKe IMyTeM
NPUMEHEHUST Mep MH(OPMAIIMOHHO-TICUXOJIOTUYECKON 3alIUThl OT MOJ00HOIO
BO3JICUCTBUA. ODTOrO OIpPENECIEHUs TPUICPKUBAIOTCA TaKUE YYEHbIE, KakK
Bopontosa JI. B, ®ponos /I. b, Heknsier C. D. [Boponniosa, ®@posos, 2006].

HNMeHHO 3TO ompeneneHne U MpUHUMAETCS 32 OCHOBY B JJaHHOM pabdote. B
3TOM cjydae B OIpeeieHHE BKIIOYAIOTCS BO3MOXKHBIC CcyObekThl UIIB —
CyOBEKT-UHUIIMATOP W CYOBEKT, MPOTUBOCTOSIINNA HWHUIIMATOPY, MPUYEM B
npouecce UIIB nHUIMaTop U MPOTUBOCTOSIIUN €My CYOBEKT MOTYT MEHSATHCS
MECTaMH.

MHoxecTBOM  ucciefoBaTened, pabotatomux B obnactu  UIIB,
HarpuMmep, A.B. Manoino, A.W. Ilerpenko u J[.b. ®ponoseiM, npemyiaraercs
TUIOJOTUSI, YYUTHIBAIOIIAsl TaKWe BUIBI CYOBEKTOB HWH(OPMAIIMOHHOTO
BO3JICMCTBUSA, KakK TOCYJapCTBa, WX KOAIUIHUU, MEXIOCyAapCTBEHHbIE
OpraHu3alliy, HE3aKOHHBIE BOOPYKCHHbIE (OPMUPOBAHUS, PEIUTHO3HEIE,
MOJINTUYECKHUE, TEPPOPUCTHUECKUE paguKalIbHbIE OpraHu3aluu,
TPAaHCHALIMOHAJIbHBIE ~ KOpIOpallUHd,  MEIUAKOPIOpalMH,  BUPTYaJIbHbIE
coobmrecTBa u kKoanuiuu. [Manoino 2003: 281; Manoiino u ap. 2004]

VYuutsiBas TOT (akT, 4YTO B JAHHON paboTe paccMaTpUBAIOTCS CPEACTBA

uHPOPMAIIMOHHOM  BOWHBI, TOpUMeHsieMble B  aMmepukaHckux CMU,
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npuUBeAEMOIIpeeieHne W3 paboThl aMepHKaHCKOro wucciegosatens. Tak,
UH(POPMAIMOHHASBOWHATPAKTYETCACIETYIOIIUMOOpa3oM: Information
Warfare (IW).Actions taken to achieve information superiority by affecting
adversary information, information-based processes, information systems, and
computer-based networks while defending one's own information, information-
based processes, information systems, and computer-based networks.[Haeni,
1995:4]

H3BecTHO, 9TO BIICPBBIC CIIOBOCOYCTAHHE informationwar
(uapopMmaninonHasi BoWiHa) ynorpeOun A. Hammec B 1967 r. ana onucanus
cenapaTHbix neperoBopoB Mexay CIIA wu BenukoOputanueir, ¢ oaHOU
CTOpOHBI, U ['epMaHuen, C OpyrorM, HO TOAOM POXKICHUS TEPMHUHA CUUTAETCS
1976. Ero mnosiBineHre OObIYHO CBSI3BIBAIOT ¢ MMEHEM (DU3HMKA, COBETHHKA IO
Hayke MunucrepctBa o0oponsl CIIA Tomaca Pona, npeacraBuBiiero otT4é€r oo
UHPOPMAIIMOHHONM  MH(PACTpyKType  Kak  ySI3BUMOW  COCTaBIIAIOLICH
amepukaHckoi skoHoMuKH [Rona, 1976]. Hecmotrpst Ha TO, 9TO mMyOiaMKanus
BbI3BaJIa OKMBJICHUE DKCIIEPTOB AMEPHUKAHCKHUX CHEICITYX O, CUCTEeMaTHUeCKHe
ucciaeaoBanus GeHOMEHa He BeNMCh enié moutu apafanath jet [[Togenion 2015:
147].

OdurmanbHoe UCIIOJIb30BaHNE TEpPMHHA informationwarfare
(uHpopMalMOHHasl BOITHA), COAEpIKAIIEro pPOAOBOE MOHITHE MPOTHUBOOOPCTBO,
HayuMHaeTcsi MUHHUCTEpPCTBOM 000poHbl CIIIA B 1992 r. nns oOo3HaueHUs
Pa3HOBUIHOCTHU paguodyieKTpoHHOU 60pbObI [ComoBbeB 2010: 76]. Ix. Creiin
naér mupokoe ompexaenenue: informationwarfare — 310 ucnoiab3oBaHUE
uHDOpMaMK IS JTOCTYIKCHHS HAIIMOHAIBHBIX 1eneil. IIpru3HaBas KirodeBon
SNUCTEMOJIOTMYECKYIO  COCTABJISIIOIYI0 BOEHHOIO  MPOTUBOOOPCTBA,  OH,
dakTHUUeCKH, 3aKIaJbIBAET OCHOBBI Pa3BUTUS TEOpUd HH(POpPMAIMOHHO-
IICUXOJIOTUYECKOM BOWMHBI, KOTOpas Kacaercs TOro, Kak JIIOAUM AyMarT U
NPUHUMAIOT PEUICHUS, W paclojaraeT pecypcaMu BIUSHHS Ha MacCOBOE

co3HaHue. MuiieHb HMHGPOPMAIMOHHON BOMHBI — 4YEJIOBEUECKUN pasym,
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0COOCHHO TOT, KOTOPBIH HECET OTBETCTBEHHOCTH 3a KJIIOUEBbIC pereHus [ Stein,
1995].

Hapsimy ¢ monsaruem informationwarfare B konrekcre HWIIB Taxoke
yrnotpeoisiercs monsitue informationwar, u, yduTeiBas 3TOT (axT, CleayeT
NPOBECTH TpaHb MEXKAY [aHHBIMHA TOHATUSMH. [IpuBeneM CIIOBapHBIC
nebuHUIIMA  JOBYX TepMuHOcodeTanuil. CorimacHoO JTUM  JedUHULIUSIM,
informationwar — 310 cam mnporecc KOHGIIMKTA, B JaHHOM KOHTEKCTE -
npoiecc HHpOpMaMOHHONW BOMHBI, B TO Bpems kak informationwarfare—
COBOKYITHOCTh ~ CPEACTB  BeAcHUs  uHPopmanumonHoi  BoitHel  [URL:
https://www.quora.com/What-are-the-differences-between-war-and-warfare].

HecMoTpst Ha TO, 94TO B HACTOSIIEE BPeMsI HE CYIIECTBYET yCTOSBIIETOCS
U OONICIPUHATOTO TIOHWMAaHUS TEpPMHUHA «UH(GOPMAIIMOHHA BOWHA», €ro
MOKHO paccMaTpHBaTh B TPEX paKypcax. B mepBom cirydae akIieHT aenaeTcs Ha
BOCHHO-TEXHUYECKON  cTOpoHEe  mpobiembl.  CumTaercs, dYTO  3ajada
WHQOPMAITMOHHOW BOWHBI - TIOJABJICHHE WM YHUUYTOXXCHHE CHCTEM
yIOpaBIICHUS, KOMAHJOBaHUS, PAa3BEIKH, KPUTUYECKU BAXKHBIX DIIEMEHTOB
UHGOPMAITMOHHONW HMHQPPACTPYKTYPhl TMPOTUBHUKA, OJHOBPEMEHHO 3alluTa
COOCTBEHHBIX aHANOTM4YHBIX cucteM [JIuOukul995; Illadpancku 1995;
Pactopryes 1998].

Bropoit pakypc - moOmbITKa KOMIUIEKCHOTO pEIIEHUsS MPOOJIEMBI,
OCHOBaHHAs Ha TpeX 0a30BBIX MOJIOKCHUSAX. BO-TIepBBIX, Tr00as MeATEeIbHOCTD
uMeeT MHGOPMAIMOHHYIO OCHOBY, CBSI3aHHYIO C BBIPAOOTKOHM, MPUHATHEM U
peanuzanuerd peuieHud. Bo-BTOpBIX, 4YENOBEYECTBO C MOMEHTA CBOETO
MOSIBJICHUS OBUTO BOBJICUCHO B MH(POPMAIIMOHHOE MPOTHUBOOOPCTBO. B-TpeThux,
KOHIIENIIMY WH()OPMAITMOHHOW BOWHBI JOJKHBI BKJIIOYATh BCE BHIPAOOTaHHBIC
YeJIOBEUECTBOM 3HAHUS O 3aKOHOMEPHOCTSIX, MPUHIUIIAX, MeToAax U (opmax
3aBOEBaHUSI MH(POPMALIMOHHOTO MPOCTpaHCTBA NpoTuBHMKA [benpurkuii 2008:
6].

[Ipy TakoM MIUPOKOM TOAXO0J€ HHPOPMAIMOHHAS BOWHA OOBIYHO

TPAKTYCTCA  KaK JFOOBIE I[GﬁCTBHS[, HammpaBJICHHBIC Ha CO3JaHHUC U
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UCIIOJIb30BaHUE MH(POPMAIITMOHHOTO MPEBOCXOACTBA HAJl MPOTUBHUKOM, BIIHSS
Ha ero WHQPOPMALMOHHYI0O HH(PACTPYKTYpY M KOHTPOJIHUPYS MOTYy4aeMYIO
IPOTUBHUKOM UH(POPMALIMIO B COOCTBEHHBIX MHTEPECAX.

Tperuii pakypc uccienoBanusi onpeaensieT HHHOPMAITMOHHYI0 BOMHYKaK
WH(POPMAITMOHHO-TIPOTIATAHANCTCKUE W WH(GOPMAIIMOHHO-TICUXOJIOTUIECKUEC
onepanuu, ocymiectisitonmecss dyepes CMU [ITouenor 2000, 2002; ITanapun
2001]. UubopmarmoHHass BOWHA  OCYIIECTBISCTCA B  KOTHUTHBHOM
OPOCTPAHCTBE  HACENEHUs  IUIAHETHl  IOCPEJICTBOM  HMH(POPMAIIMOHHBIX
coobmennit» [Kyaymon 2007]. Mudopmanrionnas BoitHa— HHQOpPMALMOHHBIE
BO3JICHCTBUA Ha OOLIECTBEHHOE (MAaccOBOE€) CO3HAHME C LENbI0 U3MEHHTH
KOTHUTHUBHBIE CTPYKTYpPHI, YTO JOJDKHO MPUBECTH K U3MEHEHHUSIM B CTPYKTYpE
UX TIOBE/ICHUS.

«...TICUXOJIOTHYECKasi BOWHA — 3TO COBOKYIMHOCTb (OpM, METOJOB U
CPEIICTB BO3JEHUCTBUSA Ha JIOAEH, 1a0bl U3MEHUTH B KEJIAEMOM HANPABICHUN HX
NICUXOJIOTUYECKHE  XAapAaKTEPUCTUKU  (B3[JISIAbI, MHEHUS, 1EHHOCTHbIC
OpUEHTAIlMU, HACTPOEHUS, MOTHUBBI, YCTAHOBKH, CTEPEOTHUIIbI IOBEJCHHUS), a
TaK)Ke TPYNIOBbIE HOPMbI, MACCOBBIE HACTPOCHHS U OOIIECTBEHHOE CO3HAHHE B
uenom» [Kpsicbko 1999];

UIIB - xomIiuiekc WH(POPMAIIMOHHO-TICUXOJOTHUYECKHUX BO3JCHCTBHM,
OCHOBHAs 11€71b KOTOPHIX - (POpMHUpPOBAHUE HY>KHOT'O OOIIECTBEHHOTO MHEHHUSI U
MOBEJICHYECKUX YCTAaHOBOK OTJCJbHBIX TMPEACTABUTENICH HAceleHUusT u
yenoBeuecTBa B 1enom» [MBanoB 2013: 276], Bo3aeicTBUE Ha OOIIECTBEHHOE
CO3HaHME, 11eJIb KOTOPOTO - YMPAaBIATH JIOJbMU U 3aCTaBUTh MX JEWCTBOBATH
NPOTHUB CBOMX MHTepecoBy [JIncuukun, llenenun 2005: 37].

HNHpopMaImoOHHO-TICUXOJIOTHYECKas BOMHA — MPOoIecc MH(PpOPpMAITMOHHOM
OOpBOBI MEXY BPKIYIOIIUMUA CTOPOHAMH, BKIIFOYAIOIINA B Ce0sl TPOBECHUE
TalHBIX ~HWHGOPMAIIMOHHO-TICUXOJIOTHYECKUX ~ OMNEpalii ¢ TMPUMEHEHHEM

UHGOPMAITIOHHOTO OpyXus [URL:

http://ict.informika.ru/ft/002468/manoylo.pdf];
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NHpopmalinoHHO-TICUXOJIOTHYECKasi BOWHA B Y3KOM IMOHMMaHUU (Kak
Pa3HOBUIHOCTh TICUXOJIOTMYECKOW BOWHBI) - TCUXOJOTHMYECKOE BO3JIEHCTBUE
cinoBoM [Kpeiceko 1999]

OueBUIHO, YTO BO MHOTHX OMNPEICICHUSIX HE aKIIEHTUPYETCS POJIb A3bIKA.

«MHDOpMALIMOHHO-TICUXOIOTHYECKasi BOWHA- KOMIUIEKC Mep, Ielb
KOTOPBIX - CMEHA COLIMAJIBHBIX OPUEHTAUWW NPEACTABUTEICH ONpeNCICHHOU
uenesou rpynmsb» [[esos 2014: 81];

= «(UIIcB (uHbOpMAIIMOHHO-TICUXOJIOTHYECKAas BOWMHA) - MaciiTaOHOe
NpPUMEHEHUE CpPEICTB M METOJ0B  MH(MOPMAIMOHHO-TICUXOJIOTHYECKOT0
BO3/ICVICTBUS B OTHOLLIEHUM HACEJIIEHUSI CTPAHbI, OTAEIbHBIX COLMAIBHBIX TPYIII
WIA WHAWUBUIOB W 3alUTy OT AaHAJOIMYHBIX JCUCTBUM B CBOM ajpec,
OCYIIECTBIISIEMOE TOCYJapCTBOM WM HMHBIM aKTOPOM  MEKIYHAPOHOU
NOJINTUKU JJIs o0ecrieueHusl peanusaiuu cBoux uHtepecoB» [CmupnoB 2013:
86];

* UH()OPMAITMOHHO-TICUXOJIOTHYECKAsT BOWHA «IIO0 CBOCW CYTH SIBIISICTCS
ONPEAECIEHHOW METOAO0JIOTUEN M3MEHEHMSI KApTHUHBI MUpa ITPOTHUBOIIOJIOXKHOU
CTOPOHBI B 3aJJaHHOM HampaBiieHun» [MarBuenko 2008: 5];

. WH(POPMAIIMOHHO-TICUXOJIOTHYECKass ~ BOMHA  MHOT/IA  MOXET
onpeAensaTbcsl  Kak  «BoMiHAa  KyubTyp»  [KpamenunnukoBa  2007],
uH(GOPMAIIMOHHO-KYIbTYypHast BoiHa [JloGanoBa 2010], wiam «cmbiciioBas
BoiHa» [[Touenuos 2015].

YuurbiBasg ONpeAeHsONyl0 pojb KOMMYHUKAllMM B IPOIECccax
BO3JICWCTBUS HAa MAacCOBOE€ CO3HAHUE JIIOAEH, 4 TaKKE f3bIKa KaK CpEACTBa
KOMMYHUKAIIMK, B KadecTBe pabodero OyaeM WCIONb30BaTh CIEAYIOIIee
onpenenenne WIIB: IIpoTuBOOOPCTBO CTOPOH, KOTOPOE BO3HHMKAET W3-3a
KOH(JIMKTa UHTEPECOB U OCYIIECTBISIETCS TyTEM HAMEPEHHOTO, MPEXIE BCEro
pe4YeBoro, BO3ACHCTBHUS HA CO3HAHUE MPOTUBHHUKA (HApPOAA, KOJUJIEKTHBA WU
OTJICTLHOM JTUYHOCTH) JJI €r0 KOTHUTHUBHOTO TOJABJICHUS W/WIN TTOAYNHCHUSA,
a TaKKe MOCPEJCTBOM UCIOIB30BAHUS MEp MH(POPMAIMOHHO-TICUX0JIOT MYECKOM

3alIUThI OT Takoro BozaerkcTBud [ Konauna, CkoBopoanukos 2016].
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L.S. Meroauka ucciaenoBanus (peHomMeHa HH(POPMALMOHHO-
NCUX0JI0THYeCKOl BOWHBI B aMepukancknx CMU

OcHOBHOI 1enbl0  HacTosIlero maparpada sBisieTcss 00CyXaeHUe
CYILIECTBYIOIIUX METOAUK uccienoBanus ¢penomena MIIB u onucanue stamos
paboThI C (paKTUYECKUM MATEpUAIOM B MpakTuueckoii rinase BKP.

B HayuHOl 5MTepaType NOKa CYHIECTBYET HEOONbIIOE KOJIUYECTBO
meroauk uccinenoanus WIIB. CpenaemM kpartkuii 0030p HMMEIONIUXCS
JOCTUKEHUH.

MHorue poccuiickie yu€Hble 00palalTcs K N3YUEHHUIO pa3HbIX aCIIEKTOB
NIIB, npuberas K TEPMUHOJIIOTHUECKOMY armapaTy, BIpabOTaHHOMY B paMKax
TEOpUH, BBIABUHYTOM TakuMu ydeHbimMu, Kak C. II. Pacropryes, JI. B.
Komroounckas, I'. A. Konuuna, A. Il. CkoopomuukoB [Pacropryes 1998;
Komroounckas 2015;Konuanna, CroBopoaaukos 2016]

Kak B Poccum, Tak u 3a py0exoM JOMUHHUPYIOT paOOThI, MOCBAILIEHHBIE
U3YYEHHUIO KaKOT0-I11u00 OJJHOTO acreKkTa 00ocykaaemMoro heHOMEeHa.

OTAMYUTENBHON OCOOEHHOCTBIO 3apyOE€XKHBIX HMCCIEIOBAHUM SBIISAETCS

TO, YTO OHM B OCHOBHOM WUIIOCTPUPYIOT NPUMEHEHHUE CTPATErMid U TaKTHUK

NITIBPoccueit B OTHOIIICHUHT 3anama.Hanpumep, ChrisCollson
“Russia’sinformation war:oldstrategies, newtools”,
MediaAjirandBethanyVailliant “Russianinformation

warfare:implicationsfordeterrencetheory”, HWouMuxaiillauena,PonansaPerdnak
«lesnndopmanus. Takinas crparerus adcoatoTHOM BiaacTuy». Tak, WM. [Tavenan
P. Pprunak ykaszeiBator Ha TO, 4to CoBerckuii Coro3 Besl MH()OPMAIMOHHYIO
BOMHY MPOTUB narmbl puMckoro, a Kpuc Koncon n berannBannaHnTykaspiBaroT B
CBOMX CTaThsIX Ha peann3anuio Poccuen TeX WIM UHBIX TaKTUKWIM CTPATErui

WIIB, manpumep, mo OTHOIICHUIO K Amepuke U BenukoOputanuu. [[lavena,

Prranax2016], [Ajir, Vailliant, 2015]
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Poccuiickue wuccrnenoBarenu yamie Bcero (OKYCHPYIOT BHHMAHHE Ha
onpeneneHun MnoHATHs WHGopManuoHHoW BoWHbI[Komoounckas 2015] wu
TexHonorusx ee seaenus [Komnnna, CkoBopoanukos 2016].

B wuccnenoBannum  A. I1. CxoBoponnukoBa u [, Al
Konunuuoitncnions3yercss  cienyrommii — anroputM  m3ydenus  UIIB: 1)
onpenencaue cdep-ucrounnkoB MIIB; 2) BeIABICHHE 3aKOHOMEPHOCTEH
NpUMEHEHUs] TOW WIM  HMHOM  CTpaTerMMd  CIOCOOBI  3alllUTHI  OT
uHpopManmonHbIx atak. [Komunna, CkoBopoaaukos 2016].

[Ipu BcéM MHOrooOpa3uu CYIIECTBYIOINIMX B OTEUECTBEHHOHW U
3apyOexxHON Hayke wMeToauk uccienoBanue MWIIB  ocymiecTBisercs Ha
MaTepuaje poJIHOr0 UCCIEA0BATENIO SI3bIKA U MIPEUMYIIIECTBEHHO OCHOBBIBAETCS
Ha TAa3e€THBIX CTaThiIX, JIEMOHCTPUPYIOIIMX pealr3aluil0 TOW WM HWHOU
crpareruu B pamkax MIIB.

[IpuBenéuHbIl 0030p CBUIETENBLCTBYET, YTO €AMHON TUIIOBOM METOAUKHU
aHanmusa MIIB B IMHIBUCTUYECKOM KOHTEKCTE HE CYLIECTBYET.

OnHako TMpenCTaBiSIETCS BO3MOXKHBIM CYMMHPOBAaTh HAKOIUIEHHBIN
OTCUECTBEHHBIMU U 3apyOCKHBIMU YYEHBIMH OMIIUPUYECKUN OMBIT U
0003HAYUTh  OJTambl, COIJIACHO  KOTOPBIM  Tpeajiaraercsi  MPOBOJUTH
uccnenosanue MIIB B amepukanckux CMU:

1. Otbop TEKCTOB Ta3eTHBIX CTAaTe IO KIIOYEBBIM COYETAHUSIM
informationwaruinformationwarfaremiss co3manuss KapTOTEKH  S3BIKOBBIX
VMCTOYHUKOB.

2. OGHapyXeHHUE B 3TUX UCTOYHHKAX KOHTEKCTOB pealM3aluu CTpaTeru
TUCKPENUTANN U Je3uH(pOpMallii Ha OCHOBE JTWHTBUCTUYECKUX MAPKEPOB,
BBIJICJICHHBIX B MOHOTpaduu Jluarsucrtuka MUIIB [2017].

3. Beinenenue KOHKPETHBIX TaKTUKpeAIU3aluu
CTpaTteruiaucKpeauTanunu aesundopmarmuamepukanckumu CMU.

4. Ycranonenue muiieneit UI1B.

5. AHanu3 peueBbIX CPEJCTB peaTu3alMK CTPATEruil JUCKPEAUTAIIUN U

nesuHpopmaiuu B amepukanckux CMU.
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BbiBOaBI 110 TIEPBOIL I1aBE

1. B tekymein reononutnueckor curyanuu nsydenue UIIB, kotopyro
BenyT 3apyoexxkneie CMU B oTHomenuu Poccuu, cBOEBpEMEHHO, aKTyaJbHO H
HEOOXOAUMO IS BBIPAOOTKM  MeEp  3allUThl  OT  HMH(POPMAIMOHHO-
MICUXOJIOTMYECKOTO JJABJICHUS CO CTOPOHBI 3allaIHbIX JEPHKaB.

2. B Hacrosiiiee BpeMs CHOXWIKUCH OCHOBBI JUHIBUCTMKK MIIBkak
HAIpaBJICHUs COBPEMEHHOT'0 SI3bIKO3HAHUSA, OOBEKTOM KOTOPOIO SIBJISETCS
cnenu@urKa UCTIOJIb30BaHMS SI3bIKA KaK CPEICTBA BEACHUS OOPBHOBI.

3. KntoueBpiMu monsTHsAMH JduHrBUCTUKA WIIBsBIsroTCS: OO0BEKT
UIIB, cyOwvexkr WIIB, mumens WIIB, uHpOpManMOHHO-TICUXOIOrHYECKas
oneparus, wmerox  HIIB, rmicuxonormyeckoe  BO3JICMCTBUE,  KaHAJIbI
pacrpocTpaHeHus HHpOpMaIuy, WH(POPMAIMOHHO-TICUXOJOTHYECKOE OpYXKHE,
aKTop, MHULIMATOp, cTpaTerun U Taktuku UIIB, cyOcTparerus auckpeauTaim,
cyOcTparerus ne3uH(pOpMaIInH.

4, [Tonsarue MITBumMeer MHOTO TpakTOBOK, HauboJiee peleBaHTHAs U3
HUX — MPOTUBOOOPCTBO CTOPOH, BO3HMKAOIIEE H3-3a KOH(IMKTa HWHTEPECOB
W/WIW  WACOJIOTMM M OCYIIECTBIsIEMOE  MyTeM  IleJIeHAINpaBICHHOIO
WH()OPMAIIMOHHOTO  BO3JIEUCTBUSL Jpyr Ha Jpyra C UCIOJb30BaHUEM
CIICIIMATIbHBIX TEXHOJIOTHM IS MOJIYYEHHS] ONPEAECIECHHOrO MPEUMYILIECTBA B
MaTepUaJbHON W/WIM HUIASOJOTHYECKOM cdepe u 3ammThl COOCTBEHHOM
0€30MacHOCTH.

5. Meronuka uccienoBanuss MIIBHOCHUT KOMIUIEKCHBIM XapakTep H
YYHUTBIBAET pa3HbIe acneKThl (PeHOMEHa MPOTHBOOOpPCTBA. B 1ieHTpe BHUMaHUS
HaxoMsITCsl pedyeBble TexHoJoruu BeneHus MIIB, koropeie BKIOUAOT B ceOs

PCUCBLIC CTPATCI U, TAKTUKH U IIPUCMBI.
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I'JIABA II. JUHI' BUCTUYECKHUE MEXAHUW3MBbI
KOHCTPYUPOBAHUS MEJTUAPEAJIBHOCTH
NHOPOPMAINNOHHO-IICUXOJOI'MYECKOU BOUHbBI

I1.1. Mumenu nHGOpMAIHOHHO-TICUXOJIOTUYECKOH BOWHBI B
amepuxkanckux CMHU

Mumens HUIIB — T€ CTOPOHBI AEHCTBUTEIBHOCTH, KOTOPBIM JAETCS
HEraTUBHAsl OIICHKA.

B cBsi3u ¢ 3TUM BO3HUKAET BOIMPOC: YTO UMEHHO SIBJISICTCS MUIICHIMHU
NIIB B amepukanckux CMI?

Yame Bcero B kayectBe MmumeHed WIIBdurypupyror nubo kakue-
TMOOCTPaHbl B 00IIEM CMBICTE, TUOO X HAPOJ, MPAaBUTEJILCTBO,MOJUTHKA,
WM KOHKPETHBIN MpeACcTABUTEb HAPOJAA.

Poccuss  saBusgerca ocHoBHoM wmuineHbto HIIB w  meroHmmuuecku
IIPEACTABISACTCS Yyepe3 npaBureabcTBO0 Poccuu, npesuaenra Poccuu, Hapon
Poccum wm  ero mpeacraBuresneii. Poccusi B OCHOBHOM INIPEICTaBJIEHA
arpeccopom, IpensTCTBUEM Ha IyTH pa3BUTHA 3anaaa. Tak, HalpuMep, BCTaThe

«Is Russia a guarantor of stability and
security?»O0HapyxuBaeTCICIeAyIOMmMUHKOHTeKCT: «Stories in the ‘Context”
section are not fakes. We publish them in order to provide greater insight for our
readers about the techniques, methods and practices used by the Russian
government in its information war».[ISRussia a
guarantorofstabilityandsecurity?StopFake, 10.03.2019].MunieHbro
UlIBsiBnsiercss mpaBUTEJbCTBO Poccum, TOCKONBKY €ro 0e€310Ka3aTenbHo
OOBHHSIOT B BeneHHH HHGOPMAIUMOHHOW BOWHBI. C 1ENbIO0 MPHUBJICUCHUS
BHUMAaHUs K TEKCTY UCIIOIb3YETCS aJIUTEPALIUS
(inordertoprovidegreaterinsightforourreaders).

IIpaBuTteabcTBO Poccuu Ttakxke siisiercs muieHsto UIIB B psaae npyrux
CTaTeu:

«In the latest chapter of Russia's information war, officials and citizens

are looking to discredit the investigation into Trump's relationship with the
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Russian government». [Russians Call Probe Of U.S.-Russia Ties
‘Conspiracy’,Vocativ, 05.03.2017]. Poccuiickue paOOTHHKH TrOCYIapCTBEHHOT'O
arrapara OOBUHAIOTCS B IMOATOTOBKEC OIICpalH IO AUCKPCAUTALIUA I[OHaJIBI[a
Tp aMiIia, Inpu 3TOM HEC IIPUBOOUTCA HUKAKHUX JA0Ka3aTCIIbCTBIIO cC
ocymecTBieHuto. CnenoarenbHo, MulIeHbt0 MIIB B 1aHHOM cTaThe BBICTYIIAET
npasureabcTBo Pocecuu uyepe3 mnpusmy ero cayxammx. Mcenomb3yercs
IIOAMEHA MOHATHUM —  B3aMMOOTHOLIEHHUs Tpamma ¢  POCCHHCKHM
NpaBuUTECJILCTBOM IIPCACTABJICHbBI KaK 4YacCTb I/IH(i)OPM&HI/IOHHOfI BOI>'IHI>I, B
pe3yJIbTaTe 4ero OHM BOCHPUHHUMAKOTCA Kak oxaHO u3 cpeacts UIIB, xorsa no
(baKTy TaKOBBIMH HE SABJIAKOTCA.

«Former Soviet and Russian diplomat Alexander Melnik is now a
geopolitics professor at a French business school. He says the cyber and
information war is all part of Putin's multi-strategy attack against Western
democracy».[France Warns Russia To Stay Out Of Its Presidential
Election,NationalPublicRadio (NPR), 21.02.2017]. IlpaButeancTBo Poccuu Bo
rjaBe ¢ NPe3HAECHTOM 00BHHSETCA B BEICHUU KaK HH(bopMauHOHHoﬁ BOMHBEI,
TaK U BOWHBI Ha MOJSIX KuOeprpocTpaHcTBa. Mcmonb3yercss yCcHIuBaroIiast
HEraTUBHYI0 KOHHOTAIMIO OTChUIKa K BbiOOpam CIIIA, BMemarenbcTBO B
KOTOpPBIC CTaBHJIIOCh B BHUHY POCCI/II/I, T.C. MUIICHb COOTHOCUTCA C TEM, 4YTO
o0J1a1aeT HETaTUBHOW KOHHOTAIIHEHA.

«Well until a century ago there was a clear-cut distinction between the
military and civilians - you either wear a uniform or you don't, and if you do,
you are a justifiable military target. This distinction has been eroded over time,
even prior to the Information Revolution; civilians took part in a number of
twentieth century conflicts. But with information warfare the distinction is
completely gone; not only can a regular person wage information warfare with
a laptop, but also a computer engineer working for the U.S. government or the
Russian government can participate in information warfare all day long and
then go home and have dinner with his or her family, or have a beer at the

pub».[Cyber and Drone Attacks May Change Warfare More Than the Machine
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Gun,The Atlantic, 22.03.2012]. B nanHol cTaThbe COOTHOCATCS POCCHUCKOE U
AMCPHUKAaHCKOC IMpaBUTCIILCTBA, KakK IIOTCHUIUAJIBHBIC ITPOTUBHHUKH.
Ucnonb3yercs  aHTuTe3a, T.€. NPOTHUBOIOCTABICHHUE  POCCHUUCKOrO H
AMCPHUKAHCKOI'o IIPaBUTCIBCTBA, TI'PAXIAHCKHX KW BOCHHBLIX JIHII, BOWH B
$u3nIecKOM CMbICIIe U HHPOPMAITMOHHBIX BOIH.

Combining a traditional form of cyber operation (the actual email hacks)
with targeted releases to affect a political outcome (information warfare), the
Russian government has innovated a type of cyberwarfare that is catching both
the media and policymakers off guard.

For the last eight years, Russia has been expanding its information
operations capabilities and deploying them against the United States and
Europe. The 2008 invasion of the Republic of Georgia was, in many ways, the
prototype that got it all started: Russia engaged in as much cyber and
information warfare as it did conventional war with tanks and bombs».[CAN
FANCY BEAR BE STOPPED? THE CLEAR AND PRESENT DANGER OF
RUSSIAN INFO OPS,WarOnTheRocks, 29.09.2016]. [as mnpumaHus
poccHiicCKOMY NMPaBHUTEJNbCTBY yCTpallalpIiero oopasa B JaHHOH CTaThe OHO
IMPCIIOAHOCUTCA KaK IICPBOIIPOXOACH BO BHCAPCHHH HOBBIX TEXHOJIOTUH
nH()OpPMaIIMOHHBIX BOWH. Mcmonp3yercs mpuem, TpsSMO MPOTHUBOIIOIOKHBIN
npeablIylemMy, T. €. CONOCTaBlieHHe HWHGOPMAIlMOHHOW BOWHBIM BOWHBI B
(U3MYECKOM CMBICIIE.

IpeacraputeaunPoccumaBIAIOTCAMULLIEHBIO HIIBB CIIEIYIOIUX
CTaThiX.

«At the end of the day, the Russians are engaging in information
warfare — they're telling lies," said John Lansing, a former television executive
who oversees the effort.»[One tiny corner of the U.S. government pushes back
against Russian disinformation, NBCNews, 16.04.2018]. IlpeacraBurtenun
Poccuu Ge3nokazarenbHO OOBHHSIIOTCS B BEIEHUM WH(GOPMAIIMOHHOW BOWHBI.
Bnaroaapﬂ CCMAHTUKE rjaroja «OVersee», uMErouiero IMPOTUBOIIOCTABIIAICMBIC

Opyr Jpyry 3Ha4yeHHs «HaOmoAaTh 3a 4eM-IH00», T.€. OBbITh CTOPOHHUM
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Ha6J'IIO)IaTeJICM N «OCYIICCTBJIATL KOHTPOJb 3a 4yeM-JIH00» YCHUIIUBACTCA
HEraTuBHAas1 KOHHOTALIUA.

«Information warfare in Russian hands is not a metaphor but a very real
aspect of power and psychological warfare».[«An Insider’s Account of How
Putin Uses the Media to Brainwash Russians», The DailySignal, 07.01.2015].
Benenne wHGOpMaMOHHONW BOWHBIOE3/I0KA3aTEIbHO CTAaBHTCS B BHUHY
npeacrapuresaM Poccum. YcuieHne HEraTMBHOM KOHHOTAIMM JOCTUTAETCS
omarogaps CJIOBOCOYETAHUIO InformationwarfareinRussianhands,
npunapmemMy npeacraBureasaM Poccmum  0o0pa3  BiacTuTeneil  cpencTs
UH(OPMAIIMIOHHON BOWHBI.

«In his research from St. Petersburg, Chen discovered that Russian
internet trolls — paid by the Kremlin to spread false information — had been
behind several "highly coordinated campaigns" to deceive the American public.

It's a brand of information warfare known as "dezinformatsiya" that the
Russians have used since at least the Cold War».[Top senator: Russian
Facebook ads were ‘just the tip of the iceberg’, Business Insider, 17.09.2017].
IpeacraButeaun Poccun OOBHHSIOTCS B «HCIIOJIB30BAHUU Je3MH(OPMAILIUH 10
MEHbIIEN Mepe co BPEMEH XosogHou BOWHBD.
JIarpuBIIeYeHUSIBHUMAH UK TEKCTYUCTIONb3yeTcsautuTepaius «hadbeenbehind
several "highlycoordinatedcampaigns”.

«Peter Singer, an author and senior fellow at the New America
Foundation, a nonpartisan think tank in Washington, D.C., in a series of tweets
on the topic Tuesday said the Russians have "set up a wide apparatus" to
support information warfare, with "75 different organizations, ranging from
university programs to military
units"».[FBIInvestigatingAllegedRussianHackofDNC, Military, 25.07.2016].
IpeacraButeaun PoccumubesgokazaTreIbHO OOBHHSAIOTCS B «pa3paboTke
IIMPOKOTO CIEKTpa anmapaTyphl JUIs MOAAepKaHUS UHOOPMAITMOHHONW BOMHBI.
Ycunenue HeraTuBHOM KOHHOTalIun JOCTUTI'a€TCs 6J1ar011ap;1 CCMAaHTUKEC

CYILIECTBUTENLHOTO  apparatus, HKMeIlero, Ccpead NpoyuX, 3HAuYCHHE
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«roCcygapCTBCHHAs MallWHa», 4TO CO34acT O6p8,3 pOCCHﬁCKOFO rocyaapcCrna,
NOJYUHSIOIIETOCs] UIEOJI0TUH, HEPa3pbhlBHO CBSI3aHHOW € HH()OpMALMOHHOM
BOWHOM.

«After the death of Quinn at the end of season six, it must’ve been
tempting to up the action and go overseas again, but instead, the writers looked
homeward to craft a season about information warfare and Russian
interference in American politics. In a way, the season has cleverly incorporated
that idea of information warfare into the fabric of the plot». [HomelandRecap:
TheRussiansAreComing!Vulture, 18.03.2018]. Poccust uepe3 mpusmy CBOHX
HpeIlCTaBHTeJIeﬁ o0BUHAETCSA BO «BMEHIATECIIbCTBE B AMCPHUKAHCKYIO
nonuTuKy». Hcmonb3yercss Meradopruueckoe CpaBHEHHE CIOKETa SIH30/a C
TKaHbIO, MMPCACTABJIAIONICC I/IH(l)OpMaHI/IOHHyIO BOﬁHy HCKHUM MHOPOJIHLIM TCJIOM
B BBIBEPEHHOU CTPYKTYpE.

Mumensto MIIByacTo BEICTynaeT pOCCMUCKHMNA NPE3U/ICHT.

«Everything about Trump’s presidency turns on this moment: the decisive
determination that a hydra-headed covert operation involving espionage,
sabotage, and an Internet-driven campaign of information warfare,
commanded by the veteran KGB officer Putin, had helped put him in power.»
[Why the deep state in the US is a chimera, The Australian Financial Review,
03.08.2018].Ilpe3unent Poccuunpencraer MHUIUMATOPOM U TIJIABOW «TalHOMN
oreparuy, BKIIOYAIIe B cebsl ImmuoHax, caboTaX M WH(OpMaIMOHHBIC
aTaKh B HHTCPHCTCM. HeratuBnas KOHHOTAlIHA YCHIIMBACTCA 6naroz[ap51
ceMaHTHKe mpwiaratensHoro hydra-headed, wwmeromero, cpeau mpoyux,
3HAYCHUA «MHOT'OTJIaBBIN» U ((pr,HHOHCKOpCHHMBIﬁ» U ABJIAOIICTOCA
AJUTIO3MEH, OTChUIAKOIIEN K JIEpHEWCKOM Tuape, YyAOBHILY C MHOXKECTBOM
TOJIOB, Y KOTOPOTO HAa MECT€ KaXXJ0i OTpPYOJICHHOW TOJOBBI BHIPACTANU JIBE
HOBBIC.

«A widespread information war ensued with Russian television
broadcasting RT-style coverage placing all of the blame on for the war on the

Georgian government. Walking through the streets of Batumi, a sea resort town
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in western Georgia, during the middle of this, I often ran into Georgians who
were just as angry with Saakashvili as they were with Putin.»y [A
BriefHistoryOfRussianFuckery, FoxtrotAlpha, 15.02.2017]. Wms mpe3uaeHTa
Poccuucoornocurcs ¢ umeHeM CaakamBHIN, TaKKe 00JIaJalOIIMM HEraTUBHOM
KOHHOTALHE. Hcnonp3yeTcsaconocTaBiIeHUEIBYXIJIABIOCYy1apCTB,
KOTOPBICIIPCACTABIICHBIIIPOTUBHUKAMMU.

«Weareinunchartedwaters. We have just seen the Russian intelligence
services, led by an ex-KGB colonel, Vladimir Putin, run a number on the
United States using information warfare to get inside our heads and, in the
opinion of the CIA, not simply disrupt American democracy, but to elect Donald
J. Trumpy.[A brief history of the times the US meddled in others' elections, PRI,
14.12.2016]. Mpe3naenTt Poccnu kak riaBa Crienciry’)k0 0OOBUHSETCS B BEICHUU
UH(GOPMAIIMOHHON BOMHBI. Y CHJIEHUE HEraTUBHOW KOHHOTALMU JOCTUTAeTCs 3a
CYET COIMOCTABJIEHUS «pa3pyLICHUs aMEPUKAHCKOW JIEMOKpaTUW» U «U30paHus
Ha JIOJDKHOCTH npe3uaieHTa JJonanpaa Tpammnay

«Media outlets became more firmly incorporated into the Kremlin’s
policy efforts, moving from supporting the government with biased news to
actively participating in an “information war” with its perceived adversaries.»
[Putin’s Press: How Russia’s President Controls The News, HuffPost,
24.10.2015]. IIpe3unenTPoccunodBunsercsaskonTponeCMU. Ycunenune
HeraTuBHOM KOHHOTAIIlMUK  JOCTUTI'aCTCs 6nar011apﬂ CEMAaHTHUKE TIJarojia
Incorporate, wuMeromero, Cpead IMPOYKMX, 3HAYCHHE «BMOHTHPOBATH», YTO
co3/1aeT 00pa3 MOJUTUKU KPEMJISl KaK HEKOU MOTJIOMIAIOIIEH CHJIBI.

«Zasursky cringes a bit when told that one of his students, state TV news
presenter Ernest Matskyavichyus, recently declared that Russia is in the throes
of an information war and journalists must reject formerly accepted
international standards of journalismy.[Patron Saint Of Russian Journalism
Despairs Over Putin's Television, Johnson's Russia List, 21.09.2015].
Poccuiickmii mpe3suaeHT OOBUHSETCS B KOHTPOJE HaJ TEICBUICHUEM.

Herarusnas KOHHOTAalUsA YCHUIIMBACTCA 6.]13,1"0)13})5[ CCMAHTHUKEC BLIPpAXKCHHA
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inthethroes, umerorero 1Ba 3Ha4CHHUS — «HA MOPOre YEro-IN0O» U «B MYyKax»»
HUIIN «B arOHUN».
KOHKpeTHbIﬁHpeIlCTaBI/ITeJIprCCKOI‘OHapO)IaHBJIHeTC}IMI/IIHeHBIO
NIIBBcienyronmmxcraTbsx:
«Otherdocumentsobtainedbythereportingteamshow lvannikovgotapost-
graduatedegreein 1990 fromtheacademy’srocketdivisionandin 2008,
afterleavingSouthOssetia,

wroteaPh.DthesisaboutinformationwarfareattheSouthernFederalUniversityinR

ostov-on-Dony [RussianGRUofficertiedto 2014
downingofpassengerplaneinUkraine, TheSacramentoBee,
25.05.2018]yrBeprxknaercs, 4To, COTJIaCHO, HEKUMIOKYMEHTaM,

KoHKpeTHbIopuuepl PYnucanauccepranuooOuHpopmannoHHoOBolHE,
HOMPUAITOMOTCYTCTBYETIOITBEPKICHUECYIIIECTBOBAHUSIITUX TOKYMEHTOB.
Hcnonp3yeTcsamoBTOprepyHInueB (reporting, leaving),
PUBJIECKAIOUUBHUMAHUEKTEKCTY.

«Federal prosecutors said Friday that they had brought charges against a
Russian woman they called the “chief accountant” for an “information
warfare” campaign targeting the November midterm elections».[The Justice
Department  accused Russians of meddling in the midterms,
TheNewYorkTimes, 19.10.2018]. Her HMKaKMX OCHOBAaHMH JJIsi TOTO, YTOOBI
yTBEPXKAaTh, YTO OMHCAHHBIA aKT MMEN MECTO B JAeHCTBUTENbHOCTH. Ko3zimom
OTHYILIEHUS 3/I€Ch MPEJCTaBJICHA PyCcCKas *KEHIMHA. Takke sl IPUBJICYEHUS
BHUMaHUS K TEKCTy wucnoib3yercs amnurepanus «Federal, Friday,
prosecutorssaid, broughtchargesy.

Yro kacaercs Poccumm xaxk mumenu MIIBB memom, To 4damie Bcero oHa
METOHUMHUYECKHU TPE/ICTABIICHA KaK €€ MPaBUTEIbCTBO, TUOO MpeICTABUTEH
CTpaHbl, OO Kakoi-HUOYIb KOHKPETHBIH MpeacTaBUTEelb HapoAa, Kak
NMPOCTOM YeJIOBEK, TaK U NMpPe3u/IeHT.

Hapsny ¢ Poccueii, B amepukanckux CMU mumensto UIIB BeicTynaer

Hpan. [IpumepbIdTOro — CieayrmmuecTaTbu:
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«According to one recent MEK (People’s Mujahedin of Iran, or MEK
(Mujahedin-e Khalq) defector, Hassan Heyrani, the group’s main work in
Albania involves fighting online in an escalating information war between
Iran and its rivalsy» [Terrorists, cultists — or champions of Iranian democracy?
ThewildwildstoryoftheMEK, TheGuardian, 09.11.2018]. Upan oOBuHsieTcs B
BeZleHUU WHGOPMAIIMOHHONW BOMHBI U B TO K€ BPEMS NPEMOTHOCHUTCS Kak
NOTEHIIMAJIbHAS KEepTBa 3TONH MHGOPMAIIMOHHON BOMHBI, Yepe3 MPU3MY CBOHUX
npeacTaBuTeNeli, SKOObI Beaymux HHpOpMalMoHHy0 BoiHy. IloBTop«The
wild wild story of the MEK»co31aeTupoHn4eCKUAIIOATEKCT.

IMpeacraputeaun Upana taxxke spisarorcs mutieHsro UIIBB cTarbe:

«For the second year running, the bottom three countries are immediately
preceded by Syria (176th, 0), where a deadly information war is being waged,
and Somalia (175th, -11), which has had a deadly year for journalists. Iran
(174th, +1), China (173rd, +1), Vietnam (172nd, 0), Cuba (171st, -4), Sudan
(170th, 0) and Yemen (169th, +2) complete the list of the ten countries that
respect media freedom least.» [2013 World Press Freedom Index: China ranked
alongside Iran and Somalia, That’s Shanghai, 17.12.2013]. UpaHn 4epe3 npuzmy
npeacTaBuTeNel cTpaHbl OOBUHAETCS B BeIECHUU WH(OOPMAIIMOHHONW BOWHBIH
HapyIlIeHUHU TpaB Ha cBoOoay cioBa.lloBrop mpunaratensaoro deadly mpumaer
NITBoOpa3 cMepTenbHOr0 OPYKUS.

Hapoa Upana asnsaercs muiienbto MIIBBcTaThe:

«From an Information Warfare perspective, by banning foreign imports
of security products, Iran might be setting the foundations for a successful self-
mobilizing cyber militia campaign - Antivirus tools don't just detect viruses,
they detect malicious code in general such as DoS (denial of service) attack and
DDoS (distributed denial of service attack) tools.

In case of a cyber conflict, relying on the basis of Information Warfare,
Iran could distribute software agents to civilians in order to use their bandwidth

or Internet connectivity in general for waging Information Warfare».
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[The cyber security implications of Iran's government-backed antivirus
software,ZDNet, 09.05.2012]. IMockonbky ynorpeOnsercss (pasa «Ha ciydai
KHOEpKOH(IMKTa HAa OCHOBE HH(POPMALMOHHON BOWHBI», B oOpaze
noreHuuanpHomumenn WIIB npeacraer wapox MHWMpana, BbICTynarommn
noreHuuanbHeiMuHEMIMaTopoM WIIB. Takxke midg npuBinedeHus BHUMAHUA K
TEKCTY HCIob3yeTcs aymmureparus — successfulself-mobilizingmilitiacampaign.

Eme ogna crpana, BeicTynaromas B kauectse MuuieHu UI11B— Kuraii.

KwuraiiBeicTynaermuinenbro UIIB B ciienyronmx crarbsx:

«Oops, they did it again: The latest report from the director of national
intelligence indicated that the voting infrastructure was not compromised by
foreign actors during the midterm elections in November. It remains unclear
whether our defenses prevented any efforts or if hackers simply didn't bother.
However, the DNI did find that foreign actors -- including Russia, Iran and
China -- continued their influence operations during the midterms. Election
security planning for 2020 will need to focus on defending against information
warfare attacks as well as effectively deterring themy.[TheimpactofMattis'
andMcGurk'sresignations, WTVA, 26.12.2018]. IIpeacraBuresuPoccuu,
HNpana u Kurtas o0bsaBisitoTcst B JaHHOM TekcTe Kak akropamu UIIB, tak u ee
MHUIIICHBIO, YUUTbIBaA OOBHUHEHHS BO BMENIATEIILCTBE B BI>I60pBI CHIA.
[lepennauennas uurara, accoruupyromiasics ¢ necHet bputau Cnupc (Oops,
theydiditagain), co3maeT UpOHUYECKHIA TOATEKCT;

IpencraBureaun Kuras taxxke sBigiorcs muiieHsio UIIB Benegyrommx
CTaThiX.

«There are strident calls for military action to enforce and teach the
recalcitrant Chinese a lesson. They can only learn at the end of a stick or a
muzzle. Little matter that the US is not even a signatory to the UNCLOS,
repudiating not merely its judgements but the entire concept and apparatus of
international judicial arbitration. A small detail, never mind what we do. The
naughty Chinese must be taught a lesson in global civics, to follow a “rules-

based” global order.
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Of course, this is just legal warfare used to generate information warfare
for the Pacific Pivot». [Making a Mockery of International Law: the Arbitral
Tribunal on the South China Sea Prepares the Way for War, Counterpunch,
19.07.2016].Kutaii OOBHHSETCSI B «IIOATOTOBKE BOWHBI», B TOM YHCIE H
UHPOPMAIIMOHHOM, ¥ TOCPEICTBOM 3THX Oe€3/0Ka3aTeNbHBIX OOBHHEHUH €ro
NpeacTaBUTeNU, SKOOBI Benymue WHHOPMAIIMOHHYIO BOWHY, CTAHOBATCS
MHIIEHBIO HUIIB. [ToBTOpPBI (teachtherecalcitrantChinesealesson,
ThenaughtyChinesemustbetaughtalesson) cozgaror w0310 HEOTBPATUMOCTH
HakKa3aHHUs 110 OTHOIIEeHUIO K muiueHu UIIB;

«One of the bigger questions going forward will be how to deal with such
information warfare from Russia, China and elsewherex».[Left-wing sites got
trolled by Russians too: The strange saga of “Alice Donovan”, Salon,
28.12.2017]. I'naBHBIMM HMHUIMATOPAMU HH()OPMAIMOHHOW BONHBINIPEACTAIOT
Poccus wm Kwuraili unpeacTaBuTeJM 3THX CTPaH, SKOObl BemylIue
uHbopMarmonnyto BoiHy. [IpunararensHoe B cpaBHUTENbHOM cTeneHu (bigger)
u cioBo forward coznarot akieHT Ha npoTsbkeHHocTu MIIB Bo Bpemenu u Ha ee
3BOJIFOIUH,

Hapoa Kutas ssisercamuiiensto UTIBB cnenyromien cratobe:

«“The Chinese have whole blocks of civilians trained in various aspects
of information operations and information warfare”, -Peter R. Stephenson, a
distinguished lecturer in complex computing systems and director of the
advanced computing center at military college Norwich University, told
FoxNews.com.

Terrorists, who are targeting power grids, financial systems and weapons
systems. The biggest of these information warrior groups is based in China,
Stephenson said».[Pentagon Launches Salvo in War to Protect an Army of 7
Million, Fox News, 15.06.2010] BpannoiicTarhbe KHTalOOBHHACTCIBTOM,
4T000J1a1aeT «KpyTTHEHTIEHCEThIONH(POPMAIIMOHHONBOHBI. CrnoBa

wholeblocksofcivilians, cozgarornue wWIIIO3UI0  HEMOKOJCOMMOM, KPEMKOi
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dpMHH, B KOTOPYIO SIKOOBI IMPpEeBpaIarOTCA KHTaﬁHbI, YCUJIHMBAIOT HCTaTHUBHYIO
KOHHOTAIHUIO;

Kuraiikak nepskasa sBisercsa muieHbto MIIBB cnenyromux crarbsx:

«China, the home of those denizens of the Gobi Desert who would, in
that old "Buck Rogers" fable, destroy Washington four centuries from now.
Given that America’s economic preeminence is fading fast, breakthroughs in
“information warfare” might indeed prove Washington’s best bet for
extending its global hegemony further into this century — but don’t count on it,
given the history of techno-weaponry in past wars».[The Pentagon’s new
wonder  weapons for world dominion,TomDispatch,  10.09.2017].
Kuraiikakaep:axaBanpecTacTBBUICUHULINATOPAUH(POPMALIMOHHONBONHBI,
KOTOPBIN «CMOCOOEHYHUYTOXKUThBamHrronuepes 4 BCKa»,
TaK)KeHBJIHHCBI/IMI/IIHeHB}OI/IHB,HOCKOJIBKy INPUBCACHHBIC B CTATbC 0OBUHEHUS
abcomoTHO — Oe3nokaszaTtenbHbl. B cBoro  ouepenb, orcbuika  (inthatold
"BuckRogers" fable) cozmaer monmoaHUTENbHBIN aKUEHT HA TOM, YTO UMEHHO
siBisiercsa muineHsto MIIBBnanHocTaThe;

«Well, they're reconcilable when they concentrate on what their common
nightmares are. But they're not reconcilable when they think about what their
common dreams are. So if we see it this way, for instance, for the West, the
biggest threat is only that of cyberwar, of lights going out, power stations failing
and similar. But for countries like China and Russia, the biggest threat is that
the Internet will be used against their rule, that their regime might be
undermined from outside by hostile information warfare campaigns». [Author:
Governments Seek To Dominate The 'Wild West' Of Cyberspace, National
Public Radio (NPR), 11.07.2018]. Poccusst u Kuraii 37ech mokazaHbl Kak
noreHunanbubie MulieHn UIIB, KoTOpbIM MOXKET IpO3UTh OMACHOCTh, BEAb OHU
6osatca ostoii UIIB u saBHO He OECMOYBEHHO, IOCKOJIbKY HWMEHHO OHH
yIOMSIHYTBl B cTarbe.lMcnonb3ytotcsammurepanus«reconcilable, concentrate,
not reconcilablenuxoncTpyknus, nanomunaromasxuazm«Well, they're

reconcilable when they concentrate on what their common nightmares are. But
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they're not reconcilable when they think about what their common dreams arey,
KOTOpPasaCJIOBCCHOCO3AaCTUIINIFO3UIOTOIO, qTOOHHC&HHBIfIBpaFHOBep)KeH;

«The first signs of China’s interest in cyberwarfare began with Major
General Wang Pufeng, a former Director of the Strategy Department at the
Academy of Military Science in Beijing. Now regarded as the founding father of
“Chinese information warfare” (link in Chinese), Wang’s 1995 paper titled
“The Challenge of Information Warfare”, analyzed the way the US had used
information technology to win battles».[Recent cyberattacks could be part of a
Chinese military strategy started nearly 20 years ago, Quartz, 14.03.2013].
Kuraii 31ece npeacraer uHunmaropom HWIIB, HecMoTpss Ha OTCYTCTBHE
IIpsAMOro OOBUHEHHUS IMIPOTHUB HEro, TEM HE MCHEC, MMCCTCA «IIPCABICTOPHA
uHTepeca Kk kuoOeprexHomorusmMUIIB,Hamekaromas Ha NPUYACTHOCTH HApPOJA
sToil cTpanbl K BeneHUoMIIB.C nenpro mnpuBiedyp BHUMAHHME K TEKCTY
ucnonb3yercs aumrepanus «Chinese, challengey;

«The office provides insights to senior leaders on a range of issues
including weapons acquisition, force structure, and national security strategy. Its
contributions are significant and numerous: it positioned the United States for
victory in the Cold War by yielding actionable insights on the Soviet leadership
and nuclear strategy; foresaw the revolution of information warfare and how
the United States could turn it into a strategic advantage; and highlighted the
challenges that a rising, assertive China will pose».[InDefenseofNetAssessment,
TheNationalinterest, 16.11.2013]. Kuraw, kak u ero Hapoay, MOCKOJIbKY B
JAHHOU CTaThbe IMOAYEPKUBAIOTCS 0COOEHHOCTH Xapakrepa
KHTaﬁHeB,HpHHHCLIBaeTCH AIrpeCCUBHOCTb MW aMIllya IMOTCHHOHWAJIBbHO OIIaCHOI'O
NpoTUBHUKA, B ToM 4uuciae u B HlIB,npuuem 3T yTBEpKACHUSA
Oe3mokazatenbHbl. COOTHECEHHE — MpWJaraTelbHBIX  [iSiNg  wu  assertive
UCIIONB3YETCA C LENbI0 IOMUYEPKHYTh HapamuBaHue Momu Kurasg kak
JAepskaBbl U OCOOCHHOCTH YET XapakKTepa >KUTeNIel dTOM CTpaHbl, MPEACTABIISSA

MHUIIICHb I/IHBBBIpI/ICOBBIBaIOHII/IMCH Ha TOPHU30HTC CCPBE3HBIM ITPOTUBHUKOM.
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B 3aknroueHue BaXKHO CKas3aTh, YTO Yallle BCEro B KAYECTBE MHUILECHHU
NIIBB amepukanckux CMU ¢urypupyer Pocensi, Ha BTOpOM MeCTe MO 4acTOTe
ynomuHanus Kurai, a Ha Tperbem — HMpaH. DT CTpaHbl METOHMMHYECKH
OpPEICTaBICHbl KaKk HapoJ CTPaHbl B IEJI0M, JHOO KOHKPETHBbIH

NnpeacraBuTE/]Ib HApoaa, 100 rjiaBa rocyaapcrna, 00 CTpaHa B LEJIOM.

I1.2. CTparernyeckue 0COOCHHOCTH BeleHUs HH(POPMAILIMOHHO-
MCHXO0JIOTHYeCKOi BOMHBI B AMEPHKAHCKHUX CPEeACTBAX MAaCCOBOI
uHpopmanuu

B uccnenoBanubix amepukanckux CMMU ObutH BBISIBIICHBI JBE OCHOBHBIC
ctparerun UIIB - crparteruss AMcCKpequTallii W CTpaTerus Ae3uH(GOopMaluu.
OOmas cTpaterus AMCKPEAUTAIMM TPEACTaBICHAa TpeMsi CyOCTpaTerusiMu —
cyOcrarerueit nuddamarnuu, cyocTpaTernei mpsMoro HeraTUBHOTO OIICHUBAHUS
U cyOcTpaTerueii KOCBEHHOTO HETaTMBHOIO OLEHUBaHUSA. DTU cyOcTpaTeruu
pEAIM3YIOTCS IPU IIOMOIIM PsIJIa TAKTHK.

I1.2.1. Ctparerusi AMCKpeAUTALMH

Crparerusi JUCKpeIWTAIIMM — 3TO CTPATETUANOAPHIBA ABTOPUTETA,
JOBEpUs K KOMY-TMOO wiM 4emy-nubo. [JIMHrBucTHKa WH(GOPMAIIMOHHO-
ncuxosorudyeckoit Boitasl 2017: 70]

OHna peanuzyercs Mpu NOMOIIY 1EJIOr0 PAAATAKTHK.

1. TaxkTnka 0e310Ka3aTeIbHBIX 00BUHEHU

B mmpokoM cMmsbiciie peanu3anus 3TOM TAKTHKHA CBS3aHA C TEM, 4TO
OPOTUB MMILIEHU BBIJBUTAIOTCS T€ WJIM MHbIE OOBUHEHUS, HE MOJKPEIUICHHBIE
HUKAKUMH J10Ka3aTeIbCTBAMH. JTATAKTUKAPEAIN3YETCABCIECAYIOINXCTAThIX:

«Russia is prosecuting an information war - and this is a proxy war being
conducted primarily over and through broadcast media and social media»
[BrianBoyd:  CurrentboutofRussophobiaringshollow,  The Irish  Times,
09.03.2018]. Poccust oOBHHSICTCS B TOM, YTO OHAa «BEAET WH(POPMAIMOHHYIO

BOWHY» 0€3 TpenbsABICHUS KaKUX-THOO OKa3aTelbCTB. M CIMOmb3yembrii
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FJ'IaFOJ'ItOpT'OSECUte AAaCT YETKOC NPCACTABICHUC O MPOAOJIKUTCIIbHOM XapaKTCpPe
HIIB.

«The Defense Ministry went so far as to suggest Latvia is facing a
disinformation campaign aimed at eroding public trust before elections in
October. It described the operation as “identical” to those observed ahead of
voting in the U.S., France and Germany -- meddling that was widely blamed on
Russia» [Banker at Heart of Latvia's Widening Drama Fights All Comers,
Bloomberg, 21.02.2018]. ABrop koHcTatHpyeT (akT BMeliareabcTBa Poccun B
BI>I60pLI, HO HC IIPUBOAWUT HHKAKHX JOKA3aTCIILCTB 3TOI0 BMCHIATCIILCTBA.
ABTtopucnons3yetiiekcemy-unTeHcudurkarop«The Defense Ministry went so far
as to suggest Latvia is facing a disinformation campaign aimed at eroding public
trust before elections in Octobery,ycunuBaromnryroHeraTHBHYFOKOHHOTAIIHIO.
MuHHUCTEPCTBOOOOPOHBI «IIEPECTYIMUIOHEKYIOUEPTY.

«Additionally, the United States has launched an information war
against Iran, urging its citizens to rise up against the repressive regime» [ Trump
warns Iran’s Rouhani of ‘consequences few have suffered’ if Iran threatens US,
The Jewish Telegraphic Agency (JTA),
21.02.2018].MpaHoOBHHSETCSIBBEACHUUPEIIPECCUBHOIOPSIKUMA,
HOAOKAa3aTCIIbCTBTOMY, LITOC—)TOT]:’)GS}KI/IMpel'[pG:CCI/IBHLII\/'I, HCT. Oco0eHHOCTh
3aroJioBKa I[aHHOI‘/’I CTaThbU 3aKJIIOYacTCSI B HMCIOJB30BAaHMU cCoOCJaraTejIbHOMU
xkoHcTpykiuu (iflranthreatens US), moguepkuBaroieid mpecTaBiCHHEe MHIICHU
NIIBkak noreHunaibHON yIPO3Bbl.

«Any move to curtail exercises, especially in the Baltics or the Balkans,
would deeply alarm allies currently being targeted by Russian information
warfare tactics used to stir unrest amid democratic electionsy.
[MattisinEuropeShowsHisInfluence,
AndChallengesofTranslatingTrump,BreakingDefense, 15.07.2018] Poccun
CTaBUTCA B BHUHY pa3paboTKa TaKTHK WH(GOPMAIIMOHHONW BOWHBI,KOTOPHIC
HancCJICHBI Ha TO, YTOOBI «HaBpPCAUTb COO3HUKAM» U «IIOCCATH pasaop B pasrap

AEMOKPATHYICCKHUX BBI60pOB)), HO anKTI/I‘ICCKI/IX JaHHBIX HHU 00 OJHOM H3 3THX

44



coowiTuii HeT. Takke mcronb3yercs koHcTpykius alliescurrentlybeingtargeted,
noauepkuBaomas akryaibHocTh UTIBu 6ecioMOITHOCTD «COIO3HUKOBY.

«U.S. cybersecurity experts seemed caught off guard by Russia’s use of
social media, but, according to cybersecurity and information warfare expert
James Scott, election meddling has been par for the course for Russia for at least
half a century as part of its strategy of military deception». [Trump to Meet
Putin Next Month to Talk Relations, National Security,Fox News, [28.06.2018].
Poccust o6BuHseTcs Bo BMemiarenscTBe B BoiOOpax B CIIIA u B TOM, uTO OHa
«T10JTH30BAJNIACh JAHHBIMU CTpaTerussMu oOMaHa MO KpallHEH Mepe B TeueHHUe
NOJIyBEKa», NPH OSTOM HHUKAKHX JOKa3aTeNbCTB JTOr0 YTBEPKACHUA HE
npuBonuTcs.  Takke  HCIONB3yeTCs  YCWIMTENbHBIM — obopor  atleast,
noauepkuBaroniui goiuryro ucroputo UIIBB npoTuBoOOpCTBYIOIIEH CTpaHe, TEM
CaMbIM CO3/Ial0IIHI 00pa3 0osee CUIIBHOIO MPOTUBHUKA.

«And there's no way it was the opinion of every American intelligence
agency that the Russians were all in with a program of informationwarfare in
support of Donald Trumpy». [Trump’s land of delusion: Disregard the
sycophants; the wheels are coming off, if they were ever on,New York Daily
News, 27.05.2018]. Takxe aBTOp UCIIOJIb3YET KOHCTPYKIIUIO
«theRussianswereallinwith a  programy», mogyepkuBaroulyro, 4YTO B
Poccunundopmanmonnyo BOWHY BeIyT BCE MOTOJIOBHO, TEM CaMbIM CO3/aBast
AOIMMOJIHHUTCIIbHYIO HCTATUBHYIO KOHHOTAILIUIO.

«Russia’selection-
influencingcampaignsfailedinFranceandhaddebatableresultsinEngland,
Bambenekalleges. “When it comes to this space, we have not adequately
developed our information warfare doctrine, aside from: Don’t be a
victim.”»[ForwantofaVPN, Guccifer 2.0 waslost, TheParallax, 28.03.2018] —
Poccuun npunuceiBaercs BMemarenbcTBo B BRIOOpH! B CIIIA, HO moka3aTenbcTB
storo He npuBoauTcsa. CioBo doctrine u ¢pasza Don’tbeavictim coznarot 06pa3
NIIBkak HEKOEro IeCTPYKTUBHOTO KYJIbTa.

2. TakTKaco31aHUAKOMIIPOMETHPY KON XACCOIHAIUIA.
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B IIAPOKOM CMEICJIC pCain3alnsi 9TOM TAaKTUKWU CBSI3aHA C TEM, YTO
MHIICHb aCCOOMHUPYCTCA HIIM COOTHOCHUTCA € TEM, YTO HMCET HCTATUBHYIO
KOHHOTAaIuHo. 9TaTaKTI/IKapeaJ'II/ISyeTCHBCHeI[yIOIHI/IXCTaTBSIX:

«The Defense Ministry went so far as to suggest Latvia is facing a
disinformation campaign aimed at eroding public trust before elections in
October. It described the operation as “identical” to those observed ahead of
voting in the U.S., France and Germany -- meddling that was widely blamed on
Russia» [Banker at Heart of Latvia's Widening Drama Fights All Comers,
Bloomberg, 21.02.2018].
Coo6rsiTusiBJlarBunacconunpyrorcsicemeniatenbctBoMPoccuuspeiOopeiB - CIIIA.
TaxxeaBTopucnonssyeruareHcudukarop (The Defense Ministry went so far as
to suggest Latvia is facing a disinformation campaign aimed at eroding public
trust before elections in October) nnsycunenusiHeraTHBHONKOHHOTAIUH.

«"They will be relying on all tools in their toolkit. And information
warfare and disinformation will be part of it," Eugene Rumer, director of the
Russia and Eurasia Program at the Carnegie Endowment for International Peace,
said.»[Senate hearing: Rubio also a target of Russian hacking». United Press
International (UPD), 31.03.2017] -
COOTHCCCHI/IGPOCCI/II/ICI/IHCTPYMeHTaMHHH(i)OpMaHHOHHOﬁBOI>'IHI>I,TOGCTLCOOTHGCG
HUEMUIIICHUCTEM, YT000JIaJa€THEraTUBHOMKOHHOTAIIUEH.
Tarxxecoornocsresaciaosainformationwarfareudisinformation,
KaK4YaCTBHUIICIIOE,

OCKOJIbKY1€3MH(P OpMALUASABIAECTCAMHCTPYMEHTOMMH(OPMAILIMIOHHON BOMHBI.

I/ITaK, OCHOBHBIMHUTAKTHUKAMH, KOTOPBIMH PCAIN3yCTCA o6u1a;1 CTpaTeru:d
JUCKPCAUTALMH, ABJIAIOTCA TAKTHKA 663I[OK&33TCJ'H>HBIX 06BI/IH€HHI>1 1 TAKTHUKa

CO3/1aHUsI KOMIIPOMETUPYIOLIUX aCCOLMALINM.
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I1.2.2. CtpaTterus ne3ungopmMauunu

Crparerusi pae3mHopManuM — CTpaTerus, BKIIOYAIOIIasiB ce0s
cyOCTpaTeruio JoKM W/ UCKaKeHUs (PAKTOB; CyOCTpaTeruio 3aMaluyuBaHUsA,
COKpBITUSI HWH(MOpPMAIMK UM CYOCTpaTeTrui0 TMOAMEHBI TOHSATHHA, OIICHOK,
aprymeHToB # T.1.[JIMHrBUCTHKA WH(POPMALMOHHO-TICUXOJIOTHYECKONH BONHBI
2017: 94]3ta crparerus peaar3yercs Ipy MOMOIIH Psijia TAKTHK.

1. TakTka HegOCTATKA APIrYMEHTOB B O0OBbSICHEHHMSAX M OLICHKaX
TOT0 UJIM HHOTO (paKTa, COOBITHS MJIH MpoIecca, YacTo Uaylas pyka o0 pyKy
C UCKAXXCHUECM HGﬁCTBHTCJ’IBHOCTH.

B IIUPOKOM CMBICJIC p€ain3alnus 3TOM TaKTHUKH CBs3aHa C TEM, UYTO HCKOC
YTBCPKICHUC, HaMCPCHHO HCKaXKAKIICC I[GP'ICT BUTCJIIBHOCTH nu HEC
IMOAKPECINNICHHOC HUKAKMMU apryMCHTaAMM, ITOAACTCS KaK CI)aKT.

JTa TaKkTHKa pCaIn3ycCTCA B CTaThe.

«I knew when I said that we are engaged in a propaganda war with Russia
that you would claim that was contradictory, | should perhaps have phrased it
better, Russia is engaged in a propaganda war with us, but it is not of our
making, we are simply responding to that». [AnatoliyChepiga Is a Hero of
Russia: The Writing Is on the Wall, Bellingcat, 02.10.2018]. B cmoBax

UHTEPBBIOMPYEMOIO  OTCYTCTBYET  apryMeHramus. HpIMH  cioBamy,
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WHTEpBbIOMpPYyeMON miepcoHor Poccusi paciieHuBaeTcs Kak HHHIIMATOP
uH()OpPMaIIMOHHONW  (MpONaraHAUCTCKOM) BOWHBI, a MNPOTUBOOOPCTBYIOIAS
CTOpOHA — Kak 3amuiaromascs xeptBa. [Ipu 3ToM aprymeHTanus B JaHHBIX
OLICHKAaX OTCYTCTBYET. Takke MCMOJb3yeTCs] KOHCTPYKIHUS, MOX0XKash Ha XUa3M,

HO XHMa3MOM He sBISIOIIascs — «weareengagedinapropagandawarwithRussia,

Russiaisengagedinapropagandawarwithusy, 9TO co3jaer WILTIO3UTO
3araJo4HOCTH.
2. TakTuKa NpeyMeHbIIeHUs 3HAYMMOCTH MUILIEHU

B mmpokom cmbiciie peanu3anus 3TOWTAKTUKU CBA3aHa C TEM, YTO
MHUIICHb YHHYMIKACTCA, Yallle BCCTrO IIYTCM KaKUX-JIN0O0 663,[[0K338.TCHI>HBIX
yTBEepXKIeHH. JTtatakTukapeanmsyercsBcratbe «In 2006, Russia accused
British secret service agents of using a fake rock as part of their spying
operations in Moscow. Britain tried to laugh it off at the time, but years later
admitted that it was pretty much as the Russianshad said.

At the time, Mr Putin added to the embarrassment by joking that those
responsible would probably not be expelled from Russia. 'If these spies are sent
out, others will be sent in. Maybe they'll send some clever ones that will be hard
for us to find.'» [RevengeOfTheSpyRockers? RussiaAndTheNot-So-
SecretAgents, Forbes, 06.10.2018]. ABtop ocykmaeT AEHCTBHUS TMpE3HICHTA
POCCI/II/I, TEM CaMbIM H3o6pa>1<a;1 €ro HCKOMIICTCHTHBIM, 4YTO IIPUYMCHLIIACT
3HAYUMOCTb pOCCHﬁCKOI‘O npe3nacHTa. Taxxke ABTOP IIBITACTCA CO3AaTh XHA3M,
YTOOBI c/eNaTh bpazy Oonee 3araJO4Hon U 3aImyTaHHOM:
«'Ifthesespiesaresentout, otherswillbesentin.»

3. TakTUKaNOMeeHUs] HEUTPAJbHOI0 MOHATHSI B HEraTUBHBIN
KOHTEKCT

B mmpokoMm cmebliciie peanusanuys 3TOMTAKTUKKA CBA3aHA C TEM, YTO C
OCIbO TUCKPCAUTAINHY MHUIOCHH ITIOHATHC, OJHULCTBOPAIOIICC €C HUJIN LITO-J'II/I60
CBSI3aHHOE C HEH, TIOMEIIACTCSA B HEraTUBHBIN KOHTEKCT.

9TaTaKTI/IKapeaJ'II/ByeTCHBCJIG,I[y}OHICﬁCTaTBG:
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«You can call it “information warfare,” “hybrid warfare,” or “political
warfare,” but whatever you call it, an adversary’s attempts to shape the minds
and will of people toward a political end is not new to the United States». [THE
PAST, PRESENT, AND FUTURE OF THE WAR FOR PUBLIC OPINION,
War on the rocks, 19.01.2017]. Ilonstue nH(pOPMAIIMOHHONW BOWHBI TUIABHO
NEPEeXOAUT B TIOJUTHYCCKUNA KOHTEKCT, 4YTO TIOPOKIAET HETaTUBHBIC
accoranuu. Takxe Oaromaps ceMaHTHKe Tjarosia Shape, uMmeroIero, cpeau
OpoYyux, 3HauYeHHe  «CHOpMHUPOBATHY,  CO3JACTCS  WIUIIO3US  IOJHOU
0ECIOMOIITHOCTH MUIIICHHU.

4, TakTUKanmoaaum :KejJaeMoro WM THIOTETHYECKOT0 Kak
JeHCTBUTEJIBLHOIO

B mmpokoM cwmbiciie peanmu3aryisi 3TOW TAKTUKH CBS3aHA C TEM, 4YTO
KeJTaeMblid KOHTEKCT WIIHA JKEIaeMOe MPECTaBICHUE MUIIICHU B HY)KHOM CBETE
MoJlaeTCs KaK HEOCIMOPUMBIA (DAKT, NPU OTCYTCTBHU JTOKYMEHTAIBHBIX
MOJITBEPKACHUI. DTaTaKTUKAPEATNU3yeTCABCICTYIONTUXCTAThIX .

«Farage is “phenomenally useful for the Russian government,” Ben
Nimmo, a leading researcher into Russian online propaganda, tells me. “The
thing about RT is that they are completely open about what it is. The editor-in-
chief has described it as ‘information warfare’. She has said it’s as much a part
of Russia’s arsenal as its ministry of defense.”». [Who is the real Nigel Farage...
and why won't he answer my questions, TheGuardian, 25.11.2018]. Crnosa
«MCCIeNoBaTeNsl PYCCKOW OHJIAMH-TIPONAaraHabl» M TJIaBHOTO peIaKTopa,
COTJIACHO KOTOPBIM, Poccus mpencraeT B :KeIaeMOM CBETe, OEpyTCs 32 OCHOBY H
BBIJIAIOTCS 32 JIEWCTBUTEIHLHOCTh, XOTS HA CAMOM JIeJI€ TIOITBEPKIACHUN ITHX
ooBuHeHWH Her. Takke uUCHoONB3yeTcs HHTeHcHupukaropmuch, cosmaromuit
wutto3uto oomms uaoro opyxusi UTIB B Poccun.

«As recently as last week, a Russian accountant was charged with waging
information warfare to sway the upcoming midterm elections on behalf of the
Kremliny.[Bolton Affirms U.S. Intent To Pull Out Of Arms Treaty With Russia,

NationalPublicRadio (NPR), 23.10.2018]. OOBuHeHHWE HE MOAKPEIUICHO
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q)aKTI/IquKI/IMI/I JaHHBIMU, CJIICAOBATCIIBHO, JKCJIAa€EMOC II0AACTCA KakK
NehcTBUTENbHOE 0€3 BCAKMX Ha TO OCHOBaHuU. Takxke wucCHoOIb3yeTcs
KOHCTpyKIUs asrecentlyas, moguepkuBaromas akryaibHocTh MIIBu TOT daxr,
4TO OHa IMPOAOJIZKACTCA B TGKYHII/Iﬁ nepruoa BpCMCHHU.

«A new paper from Morten Bay, a research fellow at USC’s Annenberg
School for Communication and Journalism, writes: “Russian trolls weaponize
Star Wars criticism as an instrument of information warfare with the purpose
of pushing for political change, while it is weaponized by right-wing fans to
forward a conservative agenda and for some it is a pushback against what they
perceive as a feminist/social justice onslaught,”» [Bot makers loved The Last
Jedi discourse so much they decided to politically influence it, The Verge,
02.10.2018] - (akTUYCCKUENAHHbBIE, CIIOCOOHBICIIONKPEITUTHHAITUCAHHOE,
OTCYTCTBYIOT, CJI€CAOBATCIbHO,
KCIaCMOCTIOAACTCAKAK SUCTBHUTEILHOECOE3BCIKNXHATOOCHOBAHU .
Hcnonp3yroTess OIHOKOpEHHBIE cjoBa (Weaponize, weaponized, pushing,
pushback), cozgarorue HILIIO3HIO CKIAAHOCTH M «XJIECTKOCTH» TEKCTa IS
IMPUBJICUCHUSA BHUMAHHUA K HCMY.

5. TakTuka«nepeKJIaAbIBAHUD> ¢ 00JIbHOI I0JIOBbI HA 310POBYIO»

B IMUPOKOM CMBICJIC pCalin3alusd 9TOM TAKTHKH CBS3aHa C I/IHBepCHGﬁ
(aKTHUYECKOro MOJ0KEHHUS Belllel. DTaTaKTUKAPEATU3yeTCIBCTATHE:

«But the decision to name the North also stands in stark contrast to how
Mr. Trump has dealt with evidence that Russian hackers, under orders from
President Vladimir V. Putin, organized the attack on the Democratic National
Committee and the information warfare campaign that was meant to influence
the 2016 election».[U.S. Accuses North Korea of Mounting WannaCry
Cyberattack, The NewYorkTimes, 18.12.2017]. IIpuBogutcst 6€310Ka3aTEIbHOE
YTBCPIKACHUC O HK06I>I HUMECBIHIEM MECTO CBUACTCIBCTBEC BIUAHUA Poccun nHa
BBI0OpHEI B CIIIA, a caM 3TOT (pakT Takke Oe3J0Ka3arelieH, IpH TOM, YTO, BHE
BCAKOI'O COMHCHUA, AMCPHUKAHCKHUC JXYPHAJIUCTBI CTPEMATCA IIPCACTABUTDH

CIIA >xepTBOii, B TO BpeMsI Kak AMEpHUKa NPOSIBISET arpeCcCUIO MO OTHOIIEHUIO
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Kk Poccun. K Tomy ke mcmonb3yroTcst cioBa underorders, cosnpatomiue odpa3s
HEKOW CJIENO NOJYMHSIOIIECWCS TJ1aBAPI0 apMHUH, a TJIABAPEM MPEICTABISIOT
Npe3UJIeHTa CTpaHbl, U TaKUM OOpPa30oM OH MPEJCTAET BOIUIONICHUEM HEKOM
yCTpallarouIend CUIIBI.

NTtak, OCHOBHBIMU TaKTUKaMH, KOTOPBIMU peaU3yeTcs o0lIas CTpaTerus
ne3uH(opmaIum, SBISIIOTCA: TaKTHKa HEIOCTaTKa apryMEHTOB B OOBSICHEHUSIX
U OIIEHKaX TOro WiIM WHOro (akrta, COOBITHUS WIM TIpoliecca, TaKTUKa
NPEYMEHBUICHNUS] 3HAYUMOCTH MHIIEHW, TAKTHKAa IMOMEIIEHUS HEWTPaJIbHOIO
IOHATUS. B HETaTUBHBIM KOHTEKCT, TAaKTHMKa IOJAa4Y¥ JKEIAEMOr0 WIIH
TUIIOTETUYECKOTO0 KaK JCHCTBUTENBHOTO M TAaKTUKA «IIEPEKIAJbIBAHUS C
OO0JILHOM TOJIOBHI Ha 3JJOPOBYIO».

BbiBOABI 0 BTOPOIi I1aBe

1. Mumensimu UIIB B amepukanckux CMU B OOJBIIMHCTBE CIy4yaeB
CTaHOBATCS Takue cTpanbl, kKak Poccus, Mpan u Kuran. [dpyrumu cinoBamu,
mutieHpto UIIB saBnsercss nubo Hapoj cTpaHbl B LIEJIOM, JHOO KOHKPETHBIM
IpeICTaBUTENb HAPO/1a, JTHUOO TilaBa rocyAapcTBa, MO0 CTpaHa B IEJIOM.

2. Crparerus nuckpeaurtanuu B amepukanckux CMU mpexacrtasieHa
TaKUMH TaKTUKaMH, KaK TaKTHKa Oe3/10Ka3aTelIbHbIX OOBMHEHUN M TaKTHKa
CO3aHMsI KOMITPOMETUPYIOUIUX ACCOLUALIUMA.

3. Crparerus ae3uHpopmaiuu B amepukanckux CMU npencraBnena
TaKUMU TAKTUKaMU, KaK: TaKTHKa HEIOCTaTKa apryMEHTOB B OOBSICHEHUSIX U
OLICHKaX TOr0 WJIM HHOro Qakra, coObITUS WM I[polecca, TAKTUKA
NPEYMEHBIICHNUS] 3HAYUMOCTH MUIIEHU, TAaKTUKA TOMEIICHUS HEUTPAIbHOIO
NOHSTUS B HETaTUBHBIM KOHTEKCT, TAaKTUKAa TMOJAayd JKEJaeMoro Wi
TUIIOTETUYECKOrO0 KaK JICHCTBUTEIIBHONOM TAKTUKA «IEPEKJIAJbIBAHUS C
OOJILHOI TOJIOBHI Ha 3JTOPOBYIO».

4. B amepukanckux CMM  wucnonb3yroTcss Takue CpeAcTBa
BBIPA3UTENILHOCTH, TIOMOTAIOLIME TPUBJICYb BHUMAHUE K TEKCTY, KaK: JIEKCEMbI-

I/IHTCHCI/I(I)I/IKaTOpBI, cocjaararciibHbIC KOHCTPYKIIHU, reacpain3anus,
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IMOJINCEMAHTHUYHBIC YaCTH PpPCUM, aJlJIMTCpanursa, OJHOKOPCHHLIC CJIOBa U

cootHecenne mumenu MIIB ¢ Tem, uTo o0namaeT HEraTHBHOM KOHHOTAITHEH.
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3akio4yeHue

NIIB nomy4aer pacnpocTpaHEeHUE IO KaHAIaM AMEPUKAHCKUX Meaua JUls
HaMepeHHOU aedopmaiinu OOIECTBEHHO-TIOIUTUYECKOr0 MMHUKa Poccum B
MacmTabax MHPOBOTO COOOIIECTBA, €€ JEMOHHU3AINH, CO3JaHus oOpasa Bpara,
NPENSTCTBYIONIETO0  KYJIbTYPHO-IIMBUJIM3AIMOHHOMY  pa3BUTHIO  3amaja.
Hymaercsa, yto 310 Heoboxomumo CIIA s ompaBaaHus COOCTBEHHOM
arpeccCMBHOM BHelIHeW nonutuku. [lpeacraBieHHble B paboTe pe3yibTaThl
CIIOCOOCTBYIOT BU3yAJIU3alluU MenuapeansHocTu11B —CTPYKTYpBI,
CO3/1aBaeMoil B aMepuKaHCKuX uHTepHeT-CMU.

YcranoBneHno, uto meauapeanbHOoCTEUIIB B amepukanckux CMU nmeer
CBOIO oOHrosoruto. IlpencraBiieHa €€ XapakTEpPUCTUKA IO HECKOJIbKUM
OCHOBaHMSM. [lo nepuody e6pemenu: sBIEHUE HOBeulel wucropuu. I[lo
HAYUOHANbHO-20CYOAPCMBEEHHOMY NPU3HAKY: POCCUNCKAs, KUTACKasl, UpaHCKast
u amepukanckasUIIB. [Ilo oyenke: wacmrabHasi, MaccoBas, oOCTpas,
WHTEHCUBHAsA, TpomnaraHauctckas. [lo cybvexkmam: KOH(MIUKT WHTEPECOB
umeroT Poccusi, Kutail, Upan u Awmepuka. [lo xnwouesoim axmopam: WIIB
Benercs Poccuent, Upanom u Kuraem, KOTOpble METOHUMUYECKU NPEICTABIICHBI
yepe3 MpEJCTaBUTENEH  CTpaH, MPaBUTEIbCTBO, HAPOL, KOHKPETHOIO
NpEACTaBUTENd HapoJa MW TWaBy TrocynapcrBa. [lo  cmpamesuueckum
0cobeHHOCmAM. YCTAHOBJICHBI JIBE€ 0a30BbI€ CTpPATErUUd — JTUCKPEIUTAIIUU U
ne3ruHGopMaIy, KOTOpPbIe PEAIM3YIOTCS PSAIOM TakTUK. [lo ocobennocmsm
OUCKYPCUBHOLL peanu3ayuu: BHISIBIICHBI TaKUE CPEACTBA BBIPA3UTEIBLHOCTH, KaK:
WHTEHCU(UKATOPHI, cociaraTejbHbIe KOHCTPYKIIWH, reHepan3alus,
MOJIMCEMAHTUYHbIE YaCTH pEYH, aJUIMTEpalus, OJHOKOPEHHBIE CJIOBA U
cootHecenne mumienu UIIB ¢ Tem, uTo 001amaeT HEraTUBHOM KOHHOTALMEH.

IIpencraBnsgercs, 4YTO XapakTepuCTHUKH MeauapeanbHocTUMIIB B
aMEPUKAaHCKUX MEJIa HEe MOTYT OBITh MPEACTABICHBI 3aKOHYEHHBIM CITUCKOM TI0
NPUYMHE €€ MPUHUHMIHAIBHON OTKPBITOCTH MNPOUCXOASIIUM H3MEHEHHSIM U

HCI/I36€)KHOMy pacInpCHUIO HOMCHKIJIATYPEI B OTBET HA HOBBIC OKOHOMHUYCCKHUC
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WHUIMATUBBl TOJUTUYECKUX OJJIUT, CTPEMSIIMXCSI K MHUPOBOMY TOCIOJICTBY.
XOT MHOTHE BONPOCHI, M3J0KEHHBIE aBTOPOM, JAJIEKH OT OKOHYATEIBHOIO
pelieHns,  CKJIAQAbIBACTCA  IMOHMMAHWE, 4YTO  JajbHEWIIEee  H3y4YCHHE
JIMHTBOIIPAarMaTHYECKUXMEXAHU3MOB PENPE3CHTAlUd HHPOpPMAaLKUA O MHPE B
HEeNAX HHPOPMAIIMOHHO-TICHXOJIOTHYECKOT0 MPOTUBOOOPCTBA CBOEBPEMEHHO H
HEOOXOAMMO MJi BBIPAaOOTKM MEp NPOTHBOJCHCTBUSI BHEIIHEW arpeccuu H
YCTAHOBJICHUS KOHTPOJISL HaJ TEONOJIMTUYECKUM JaHAmadToM B HHTEpecax

Poccun.
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CMHA

One tiny
corner of the U.S.
government  pushes

back against Russian
disinformation[URL:h
ttps://mww.nbcnews.c
om/politics/donald-
trump/one-tiny-
corner-u-s-
government-pushes-
back-against-russian-

"At the end of the day, the Russians are engaging in information
warfare — they're telling lies,” said John Lansing, a former television
executive who oversees the effort.

n866021]

16.04.2018

New  China They understand the nature of the new information warfare, the
worry for Donald | great importance of preemptive media strikes and the role of content as the
Trump: Can U.S. win | main weapon
propaganda war
against  'Voice of
China'?

[URL:https://
www.usatoday.com/st
ory/opinion/2018/04/0
5/voice-china-media-
network-can-america-
win-propaganda-war-
column/486590002/]

05.04.2018

John Pilger Pilger cautioned against the grave implications of the West’s current
warns of war with | information war, as he said: “Forget about the whole idea of trade war,
Russia as West wages | we've got the prospect of a real war unless this propaganda war is seen
‘propaganda’  battle | through.
[URL:https://www.rt.
com/uk/423054-

pilger-assange-
propaganda-war/]

03.04.2018
Russian voices “World war three is a guerrilla information war with no division
in  western media | between military and civilian participation.”

leave regulators with
new type of headache
[URL:https://
www.theguardian.co
m/media/media-
blog/2018/mar/18/rus
sia-uk-us-media-rt-
free-speech]
18.03.2018
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Brian  Boyd:
Current  bout  of
Russophobia rings
hollow[URL:https://w
ww.irishtimes.com/op
inion/brian-boyd-
current-bout-of-
russophobia-rings-
hollow-1.3420973]

09.03.2018

Russia is prosecuting an information war - and this is a proxy war
being conducted primarily over and through broadcast media and social
media.

Banker at
Heart of Latvia's
Widening Drama
Fights All
Comers[URL:https://
www.bloomberg.com/
news/articles/2018-
02-21/banker-at-
center-of-latvia-s-
widening-drama-
fighting-all-comers]

21.02.2018

Information War

That’s barely changed. While the government has called for him to
step aside, at least during the investigation, his colleagues at the ECB have
remained mum. Rimsevics’s predecessor at the Bank of Latvia,
EinarsRepse, said he "cannot imagine™ that his "friend and colleague” could
be guilty.

“If the governor isn’t guilty, he shouldn’t resign,” Repse, also a
former premier and finance minister, said on Twitter. “This would be a
victory for the enemies of Latvia.”

The Defense Ministry went so far as to suggest Latvia is facing a
disinformation campaign aimed at eroding public trust before elections in
October. It described the operation as “identical” to those observed ahead
of voting in the U.S., France and Germany -- meddling that was widely
blamed on Russia.

Facebook and

Senator Amy Klobuchar, a Democrat from Minnesota, said

Twitter ~ Are  |ll- | Mueller’s investigation shows Russia was using online ads to wage an
Equipped to Stop | “information war” against the U.S. and Congress should pass new laws to
Repeat of 2016 | police political advertising on social media immediately.
Meddling
[URL:http://fortune.c
om/2018/02/17/faceb
ook-twitter-russia-
meddling/]
17.02.2018
Report: The report’s release begins an information war, with prosecutors

Hundreds of clergy
accused of abuse over
decades[URL:https://
WWW.Mmercurynews.co
m/2018/08/14/report-
hundreds-of-clergy-
accused-of-abuse-
over-decades/]
14.08.2018

and many victims saying it’s the start of holding church leaders at the top
accountable for the first time, while church lawyers and other advocates for
the institution say the report depicts an era of another century, unfairly
smearing today’s Catholicism in Pennsylvania.

Trump warns
Iran’s Rouhani of
‘consequences  few
have suffered’ if Iran
threatens  USJURL.:

Additionally, the United States has launched an information
war against Iran, urging its citizens to rise up against the repressive
regime.
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https://www.jta.org/2
018/07/23/united-
states/trump-warns-
irans-rouhani-
consequences-
suffered-iran-
threatens-u-s]
23.07.2018

The
Weaponization of
Everything[URL:
https://www.defenseo
ne.com/ideas/2018/09
/weaponization-
everything/151097/

09.02.2018

Their “hammers” range from political coercion, predatory
economics and strategic extortion, to information warfare and
subversion, covert action, and overt disregard for international
norms.

The Week that
Was: All of Lawfare
in One Post[URL:
https://www.lawfarebl
0g.com/week-was-all-
lawfare-one-post-281]

12.01.2019

Herb Lin explained how researchers can design new ways to
fight information warfare and foreign influence campaigns.

Why the deep
state in the US is a
chimera

[URL:
https://www.afr.com/I
ifestyle/arts-and-
entertainment/books/
why-the-deep-state-

Everything about Trump’s presidency turns on this moment:
the decisive determination that a hydra-headed covert operation
involving espionage, sabotage, and an Internet-driven campaign of
information warfare, commanded by the veteran KGB officer
Putin, had helped put him in power.

in-the-us-is-a-
chimera-20180803-
h13i81]

03.08.2018

Experts: As for what other countries pose the greatest threat in
Russian influence | disinformation warfare, Professor Philip Howard of the Oxford
efforts constitute | Internet Institute said that while Russia has been the most innovative

"informational
warfare," span beyond
election[URL:
https://www.cbsnews.
com/news/senate-
intel-probes-experts-
on-election-
interference-amid-
renewed-concerns-of-
2018-live-stream/]
01.08.2018

in developing techniques, "it's safe to say dictators learn from each
other as they see successful campaigns run in particular countries
they emulate.”

Trump and
Putin’s unholy
alliance could lead to

It is plain what a US president should be talking to Putin
about: Russia’s illegal occupation of Crimea, its cyber attacks,
information warfare and election meddling — in the latest
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war with Iran[URL:
https://www.theguardi
an.com/commentisfre
e/2018/jul/15/trump-
and-putin-unholy-
alliance-could-lead-
to-war-with-iran]

development, 12 Russian intelligence officials were indicted for
hacking emails during the 2016 election campaign.

15.07.2018

Mattis in Any move to curtail exercises, especially in the Baltics or the
Europe Shows His | Balkans, would deeply alarm allies currently being targeted by
Influence, And | Russian information warfare tactics used to stir unrest amid
Challenges of | democratic elections.
Translating
Trump[URL:
https://breakingdefens
e.com/2018/07/mattis

-in-europe-shows-his-
influence-and-the-
challenges-of-
translating-trump/]
15.07.2018

Trump to
Meet  Putin  Next
Month to Talk
Relations,  National
Security[URL.:
https://www.foxnews.
com/politics/trump-
to-meet-with-putin-
next-month-in-
helsinki-white-house-

U.S. cybersecurity experts seemed caught off guard by
Russia’s use of social media, but, according to cybersecurity and
information warfare expert James Scott, election meddling has
been par for the course for Russia for at least half a century as part of
its strategy of military deception.

announces]

28.06.2018

THE GOSPEL The successful campaign of information warfare that’s been
OF ELON MUSK, | waged since the late 1990s, in large part by prominent conservative
ACCORDING  TO | media organizations, has warped both the definition of news and
HIS  FLOCKJ[URL.: | shifted the boundaries of what people consider newsworthy.
https://www.theverge.
com/2018/6/26/17505

744/elon-musk-fans-
tesla-spacex-fandom]

03.07.2018
'‘Machine The goal of the game is to get players thinking about ways
Learning  President' | tech and money could be manipulated to influence the 2020 election.

Designers Have No
Idea How the Mercers
Got Their
Game[URL:https://giz
modo.com/machine-
learning-president-
designers-have-no-

(It also inspired Scout Al to spin out another group, Guardians Al,
that’s focused on protecting pro-democracy groups from
information warfare and cyber attacks.)
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idea-how-t-

1827120746]

25.06.2018

Anatomy of a If ‘information warfare experts’ truly believe that USA
Russian “Troll | Really, a site that plagiarizes the vast majority of its articles and
Factory’ News | writes in barely-functional English, is a threat to the minds of
Site[URL: American voter in midterm elections, then either the American

https://www.bellingca
t.com/resources/case-
studies/2018/06/08/an
atomy-russian-troll-
factory-news-site/]
08.06.2018

information space is in a decrepit state, or analysts should re-examine
what constitutes a true danger worthy of public attention.

Trump’s land
of delusion: Disregard
the sycophants; the
wheels are coming
off, if they were ever
on[URL.:
https://www.nydailyn
ews.com/opinion/tru
mp-land-delusion-
article-1.4010243]

27.05.2018

And there's no way it was the opinion of every American
intelligence agency that the Russians were all in with a program of
information warfare in support of Donald Trump.

Russian GRU
officer tied to 2014
downing of passenger
plane in
Ukraine[URL:
https://www.sacbee.c
om/news/article21187
1689.html]

25.05.2018

Other documents obtained by the reporting team show
Ivannikov got a post-graduate degree in 1990 from the academy’s
rocket division and in 2008, after leaving South Ossetia, wrote a
Ph.D thesis about information warfare at the Southern Federal
University in Rostov-on-Don.

The West is
ill-prepared for the
wave of “deep fakes”
that artificial
intelligence could
unleash[URL:
https://www.brooking
s.edu/blog/order-
from-
chaos/2018/05/25/the-
west-is-ill-prepared-
for-the-wave-of-deep-
fakes-that-artificial-
intelligence-could-

First, the EU and the United States should commit significant
funding to research and development at the intersection of Al and
information warfare. In April, the European Commission called for
at least 20 billion euros (about $23 billion) to be spent on research on
Al by 2020, prioritizing the health, agriculture, and transportation
sectors.

unleash/]

25.05.2018

The bogus Silverman looked closer, unearthing numerous bot accounts
expert and social | pushing Scott's recent self-published book on cyber information

media chicanery of

warfare.
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DC’s top cyber think
tank [URL:
https://www.engadget
.com/2018/05/25/dc-
bogus-cyber-security-
expert/]

25.05.2018

The Risky
Business of Speaking
for President
Trump[URL:
https://www.nytimes.
com/2018/05/23/maga
zine/the-risky-
business-of-speaking-
for-president-

I reminded Hogan Gidley how, on the morning after the
Department of Justice charged Russians with engaging in
“information warfare” against the United States, he compared the
“mainstream media” unfavorably to Vladimir Putin’s regime.

trump.html]

23.05.2018

Army, Marine Walsh outlined priorities for the Marine Corps for fiscal year
Corps Stress | 2019 as information warfare, long-range precision fires, air defense

Importance of Ground
Forces
Modernization[URL:
https://dod.defense.go
v/News/Article/Articl
e/1498298/army-
marine-corps-stress-
importance-of-
ground-forces-
modernization/]
19.04.2018

command and control in a degraded environment, protecting mobility
and enhanced maneuver, and supporting the defense secretary’s
priorities to increase lethality, resilience, agility and build a flexible
and dynamic force.

The Most
Important News out
of Jim Comey’s
Explosive New Book
[URL:
https://www.motherjo
nes.com/politics/2018
/04/the-most-
important-news-out-
of-jim-comeys-
explosive-new-book/]

12.04.2018

This is the passage from the Washington Post relating what
happened when Comey, then-Director of National Intelligence James
Clapper, then-CIA chief John Brennan, and NSA head Mike Rogers
briefed Trump in early January 2017 on the intelligence community’s
report that concluded the Russians had mounted an information
warfare attack on the 2016 election to help Trump become
president. Midway through its article on the Comey book, the Post
describes his account:

How Every
Campaign Will Have
a Troll Farm of Its
Own[URL.:
https://www.thedailyb
east.com/how-every-
campaign-will-have-
a-troll-farm-of-its-

Western political campaigns can garner far more resources
and apply them for the best available information warfare services
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own]
04.09.2018

Zuckerberg
meets with lawmakers
ahead of
congressional
hearings[URL:
https://nypost.com/20
18/04/09/zuckerberg-
meets-with-
lawmakers-ahead-of-
congressional-
hearings/]

04.09.2018

The steps are designed to deter the kind of election meddling
and online information warfare that US authorities have accused
Russia of pursuing, Zuckerberg said Friday.

For want of a

VPN, Guccifer 2.0
was lost [URL:
https://the-

parallax.com/2018/03

[28/russia-vpn-

guccifer-2-identified/]
28.03.2018

Russia’s election-influencing campaigns failed in France and
had debatable results in England, Bambenek alleges. “When it comes
to this space, we have not adequately developed our information
warfare doctrine, aside from: Don’t be a victim.”

Russia Just
Revealed How It Will
Fight the Wars of the

Future  (And Its
Shocking)[URL:
https://nationalinterest
.org/blog/the-

buzz/russia-just-
revealed-how-it-will-
fight-the-wars-the-
future-25106]
27.03.2018

But future wars will also include economic, political and
information warfare components in addition to traditional military
power.

People  Are
Sharing Fake Photos
of Emma Gonzalez
Tearing Up  the
Constitution

By
Danner[URL:
http://nymag.com/inte
Iligencer/2018/03/som
e-conservatives-are-
sharing-a-fake-photo-
of-emma-
gonzalez.html]

25.03.2018

Chas

In his corresponding thread, Moynihan pointed out that it was
impossible to know if the Twitter user who he originally saw post the
image was, as their username suggested, a real NRA supporter, or,
perhaps, a bot being run by Russian trolls or someone else. (That user
was later suspended by Twitter, suggesting the account was a bot.)
Others have rightfully pointed out that the falsified images are also a
good example of the kind of information warfare that has recently
infected American politics.

Journalists
Face the Sharp End of
Growing Violence

The strengthening insurgency has dramatically worsened the
climate of fear in which journalists operate. But rights groups have
noted that the government's desire to win the information war has
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and Insecurity in
Afghanistan[URL.:
https://globalvoices.or
0/2017/11/25/journali
sts-face-the-sharp-
end-of-growing-
violence-and-
insecurity-in-
afghanistan/]
25.11.2017

also led to authorities applying ever increasing pressure on
journalists.

The death of
the  Russian  far
rightfURL:
https://www.aljazeera.
com/indepth/features/
2017/11/death-
russian-
171123102640298.ht
ml]

16.12.2017

"[In 2008,] many in the Russian elite circles believed that
Russia may have won the war with Georgia in military terms but it
failed to win the information war and convince the West or the
international community that Russia's actions were justified,"”
Shekhovtsov says

RT, Sputnik
and Russia’s New
Theory of War[URL.:
https://www.realclear
politics.com/2017/09/
13/rt_sputnik_and_rus
sia039s_new_theory
of war_420923.html?
ref=hvper.com]

Officials in Germany and at NATO headquarters in Brussels
view the Lisa case, as it is now known, as an early strike in a new
information war Russia is waging against the West, The
transformation and acceleration of information technology, Peskov
said, had unmoored the global economy from real value. Perception
alone could move markets or crash them. “We’ve never seen bubbles
like we’ve seen in the greatest economy in the world, the United
States,” he said. The same free flow of information had produced “a
new clash of interests,” and so began “an informational disaster — an

13.09.2017 informational war.” Peskov argued that this was not an information

war of Russia’s choosing; it was a “counteraction.”

Fear and Janis Garisons, state secretary of Latvia's Defense Ministry,
confidence in the face | said Moscow might use the exercises to try out new cyberattacks or
of  Russian  war | wrinkles in information warfare.  Garisons said. "Russian
games[URL.: information war wants to convince our population that our country

https://www.washingt
onpost.com/world/eur
ope/fear-and-
confidence-in-the-
face-of-russian-war-
games/2017/09/10/18
ede7b6-931a-11e7-
8482-
8dc9a7af29f9_story.h
tml]

10.09.2017

is small and indefensible, and that NATO won't defend us."

Real  plastic
surgeons not behind
most Instagram posts

offering nips, tucks
and nose jobs:
study[URL.:

Schierle said the study should serve as a "wake-up call" for
board-certified plastic surgeons. "We're losing the information war,
and (we're) being drowned out by these other players,™" Schierle said.
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https://www.chicagotr
ibune.com/business/ct
-instagram-plastic-
surgery-study-0830-
biz-20170829-
story.html]
30.08.2017

TRUMP AND
RUSSIA: WE ARE
LOSING THE WAR
AGAINST
DISINFORMATION,

AND IT IS OUR
FAULT[URL:
http://www.hosit.se/tr

ump-and-russia-we-
are-losing-the-war-

I’ve spent my career working for organizations that were
targets of fake news emanating from Russia, most recently on the
front line of the information war, as a strategic communications
adviser to the Ukrainian Ministry of Foreign Affairs.

against-
disinformation-and-it-
is-our-fault/]

13.08.2017

Fusion GPS Fusion GPS, according to the company’s website, offers “a
Illuminates the Brave | cross-disciplinary approach with expertise in media, politics,
New  World of | regulation, national security, and global markets.” What does that
Manufactured News | mean, exactly? “They were hired by a sheikh in the UAE after he
for Hire[URL: | was toppled in a coup and waged an information war against his

https://www.tabletma
g.com/jewish-news-
and-
politics/241381/news-
of-the-news]

brother,” one well-respected reporter who has had dealings with the
company told me.

21.07.2017

The Hardest Yet, for my money, that challenge pales in comparison to an
Part of Trump’s | even more formidable task: how will Trump’s NSS talk about
National Security | Russia’s information war against the United States, which
Strategy to  Write | culminated in extensive meddling in the 2016 elections?
[URL:
https://foreignpolicy.c
om/2017/06/14/the-

hardest-part-of-
trumps-national-
security-strategy-to-
write-russia-hacking-
disinformation/]

14.06.2017
Beware of In the ongoing information war, Trump and Sinclair are
Trump TV: | poised to go nuclear.
Propaganda network
about to go
nationwide[URL:

https://shareblue.com/
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beware-of-trump-tv-
propaganda-network-

about-to-go-
nationwide/]

13.05.2017

NATO facing In total strength, NATO has substantial strategic nuclear and
a challenge of | conventional military capabilities. The "black hole" however exists in
relevance in time of | what is termed non-kinetic or asymmetric advantages possessed by
'no  world order' | Russia. These include cyber and hacking capacity; misinformation
[URL: and disinformation; propaganda; information war; intimidation; and

https://www.upi.com/
NATO-facing-a-
challenge-of-
relevance-in-time-of-
no-world-
order/1771488447314

N
06.03.2017

espionage.

Russians Call
Probe Of U.S.-Russia
Ties ‘Conspiracy’
[URL:
https://www.vocativ.c
om/408296/russians-
call-probe-of-u-s-
russia-ties-
conspiracy/index.html

]

In the latest chapter of Russia's information war, officials
and citizens are looking to discredit the investigation into Trump's
relationship with the Russian government

05.03.2017

France Warns Former Soviet and Russian diplomat Alexander Melnik is
Russia To Stay Out Of | now a geopolitics professor at a French business school. He says the
Its Presidential | cyber and information war is all part of Putin's multi-strategy attack
Election [URL.: | against Western democracy.
https://www.npr.org/2
017/02/21/516375420/

france-warns-russia-

to-stay-out-of-its-

presidential-election]
21.02.2017

Russia has
weaponized ideas of
Samuel  Huntington
[URL:
https://thehill.com/blo
gs/congress-
blog/foreign-
policy/320353-russia-
has-weaponized-
ideas-of-samuel-
huntington]

20.02.2017

The arguments employed by Russia’s information warriors
today are the same that were used 15 years ago: Islam is the enemy;
the decadent West is doomed and on its way to be replaced by the
Muslims, just like the Roman civilization was replaced by the
barbarians; modern democracy cannot deal with these challenges; the
Western political elites have betrayed their populations, dooming
them to be destroyed, Of course, this line of information warfare
would be toothless if some very real issues did not exist.

How to Protect

Like it or not, we are all combatants in an information war,
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Your Digital Privacy
in the Era of Public
Shaming[URL.:
https://www.propublic
a.org/article/how-to-
protect-your-digital-
privacy-in-the-era-of-
public-shaming]
26.01.2017

with our data under constant siege.

A Brief
History Of Russian
Fuckery[URL.:
https://foxtrotalpha.jal
opnik.com/a-brief-
history-of-russian-
fuckery-1792402349]

15.02.2017

A widespread information war ensued with Russian
television broadcasting RT-style coverage placing all of the blame on
for the war on the Georgian government. Walking through the streets
of Batumi, a sea resort town in western Georgia, during the middle of
this, | often ran into Georgians who were just as angry with
Saakashvili as they were with Putin.

Though the country rallied in protest against Russia’s actions,
the information war against Georgia’s leadership had done its
damage.

Poland is in
the middle of an
existential ~ struggle
over the shape of its
democracy[URL:
https://gz.com/868314
/poland-is-in-the-
middle-of-a-messy-
struggle-over-the-
shape-of-its-
democracy/]

21.12.2016

The information war is fully blown: fake news spreads with
lightning speed, while many Poles say that state-run media have
turned into blatant government propaganda.

A brief history
of the times the US
meddled in others'
elections, [URL:
https://www.pri.org/st
ories/2016-12-
14/brief-history-
times-us-meddled-
others-elections]

14.12.2016

“In denying that Russia ran a successful information war
campaign during our presidential election, [President-elect Trump] is
alone in denying that this happened,” Weiner says.

“We are in uncharted waters. We have just seen the Russian
intelligence services, led by an ex-KGB colonel, Vladimir Putin, run
a number on the United States using information warfare to get
inside our heads and, in the opinion of the CIA, not simply disrupt
American democracy, but to elect Donald J. Trump.”

Russian
diplomat says West

The diplomat also said that he had taken part in an
international conference in the German city of Potsdam recently. "It

realizes futility of | seems the European countries have begun to consider diplomatic
attempts to isolate | means. They have come to realize that the information war against
Russia]URL: Russia and the attempts to isolate Russia are actually futile while
http://tass.com/politic | they take a lot of resources from the EU," the Russian foreign
§/915374] ministry ombudsman added.

29.11.2016

WikiLeaks: There is an information war going on; we can do much more
The two faces of | to elevate and legitimate the truth.”
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Hillary Clinton on
Syria [URL:
https://www.rt.com/o
p-ed/362819-clinton-
emails-syria-
wikileaks/]
14.10.2016

Weaponizatio
n of information key
part of  Russian
military
doctrine[URL:
https://lwww.seattleti
mes.com/nation-
world/weaponization-
of-information-key-
part-of-russian-
military-doctrine/]

28.08.2016

Whatever the method or message, Russia clearly wants to win
any information war, as Dmitry Kiselyev, Russia’s most famous
television anchor and the director of the organization that runs
Sputnik, made clear recently.

Bruce Arians
on the use of sideline
video: 'lIt helps bad
coachesTURL.:
https://www.cbssports
.com/nfl/news/bruce-
arians-on-the-use-of-
sideline-video-it-
helps-bad-coaches/]

25.08.2016

Back in June, The Ringer's Kevin Clark wrote an extensive
piece about the information war, which involves more than just in-
game video. In that article, Panthers' coach Ron Rivera came out
against the use of video on the sidelines.

An
American’s Recap of
the ‘Eurovision Song
Contest” 2016[URL:
https://observer.com/2
016/05/an-americans-
recap-of-the-
eurovision-song-
contest-2016/]

17.05.2016

This year, the Russian MP blamed her nation’s third place
finish on an “information war” and “general demonization” of the
country.

Russian
Conducts
Intercept
Recon

Fighter
Dangerous
of U.S.
Jet[URL:
https://freebeacon.co
m/national-
security/russian-
fighter-conducts-
dangerous-intercept-
of-u-s-recon-jet/]
28.01.2016

Western policies are fomenting global and internal conflicts
that have produced the flood of refugees in Europe, Chvarkov said.
He added that the West is waging "information war" on Russia.
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Al Jazeera and
Its Hatred of White
America[URL:
https://www.breitbart.
com/the-
media/2015/12/29/al-
jazeera-hatred-white-
america/]

29.12.2015

On March 2, 2011, Secretary of State Hillary Rodham
Clinton, asking for more funding for the State Department because
the U. S. was losing the “information war,” praised Al Jazeera,
stating, “Al Jazeera has been the leader in that they are literally
changing people’s minds and attitudes.

What It’s Like
to Have Russian Jets
Bomb the Crap Out of
Your Town[URL:
https://www.thedailyb
east.com]

26.12.2015

Russia is killing civilians and waging an information war.

Transcript:

Read the Full Text of
the Dec. 15
Republican Debate in
Las Vegas[URL.:
http://time.com/41508
16/republican-debate-
las-vegas-transcript/]

And beyond that, | would say we must win the information
war against ISIS.

16.12.2015

Putin’s Press: Media outlets became more firmly incorporated into the
How Russia’s | Kremlin’s policy efforts, moving from supporting the government
President ~ Controls | with biased news to actively participating in an “information war”
The News[URL.: | with its perceived adversaries.
https://www.huffpost.

com/entry/vladimir-
putin-russia-news-
media_n_56215944e4
bObce34700b1df]
24.10.2015

Patron  Saint
Oof Russian
Journalism  Despairs
Over Putin's
Television[URL.:
https://russialist.org/p
atron-saint-of-russian-
journalism-despairs-
over-putins-
television/]

21.09.2015

Zasursky cringes a bit when told that one of his students, state
TV news presenter Ernest Matskyavichyus, recently declared that
Russia is in the throes of an information war and journalists must
reject formerly accepted international standards of journalism.

America’s
Suffering  From a
Crisis of
Confidence[URL:http
s:/lwww.dailysignal.c
om/2015/09/13/ameri

Speaking at The Heritage Foundation, Fox warned that the
struggle against ISIS “is not simply a battle to be fought on the
ground against a military force. This is an ideological battle. We
need to understand the scale of the challenge we face.” The West saw
this clearly during the Cold War, when the United States and its
allies waged an information war with the Soviet Union and its
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cas-suffering-from-a-
crisis-of-confidence/]

puppet regimes in the captive nations.
If the West regains its collective confidence, Liam Fox said, it

13.09.2015 can once again wage an information war.
Ghost of a Singer and Cole spend very little time on the kind of
Chance [URL: | information war that would surely accompany anything like what

https://freebeacon.co
m/culture/ghost-of-a-

they are describing, but propaganda’s role will be key.

chance/]

31.07.2015

Pro-Kremlin Russian officials and Kremlin loyalists accuse the Western
NTV Drops Journalist | media of complicity in a broader information war against Russia
After On-Air | that they say is being waged by the United States and the EU.
Criticism Of
Putin[URL.:

https://www.rferl.org/
alrussia-ntv-drops-
journalist-after-putin-

criticism/27065424.ht
mi]
10.06.2015
The Big Lie at There is a huge information war going on to rationalize

the Heart of the Myth
of the Creation of
Israel [URL:
https://www.counterp
unch.org/2015/06/05/t
he-big-lie-at-the-

heart-of-the-myth-of-
the-creation-of-

international support for Israel.

israel/]
05.06.2015
Symbols  of To Valentin Bystrichenko, the scuffle was a battle in the
Ukraine's Strength | "information war" for Kharkiv -- and all of Ukraine.
Hide Tensions in
Kharkiv[URL:

https://www.rferl.org/
a/ukraine-kharkiv-
tensions-
russia/27046915.html

]

01.06.2015

How the If a “mental war” is raging inside Russia, internationally
Media Became One | Moscow is waging an information war, with media the weapon of
of Putin’s  Most | choice.
Powerful
Weapons[URL.:

https://www.theatlanti
c.com/international/ar
chive/2015/04/how-
the-media-became-
putins-most-powerful-

74




weapon/391062/]
21.04.2015

An Insider’s
Account of How
Putin Uses the Media
to Brainwash
Russians[URL:
https://www.dailysign
al.com/2015/01/07/ins
iders-account-putin-

If we really knew what is going on in the Kremlin backrooms,
where Russia’s information war is being planned, we in the West
would be shocked, writes author Peter Pomerantsev in Politico
magazine.

Information warfare in Russian hands is not a metaphor but
a very real aspect of power and psychological warfare.

uses-media-
brainwash-russians/]

07.01.2015

Ukraine  just Demonstrator added: “You can not win the information war
created its  own | [against Russia] with it, because with the creation of the Ministry

version of Orwell's
‘Ministry of Truth'
[URL:
https://mashable.com/
2014/12/02/ukraine-
ministry-of-truth/]
02.12.2014

you'll give Russian propaganda endless references to [Nazi Minister
of Propaganda Joseph] Goebbels and Orwell."

Latvia Wary
of its Ethnic Russians
as Tensions with
Moscow Rise[URL:
http://time.com/34567
22/latvia-election-
russia-ukraine/]

03.10.2014

Defense Minister Raimonds Vejonis blames speculation about
independence movements on an information war from Russia.

Russia's new
law: the beginning of
the end for Facebook
and Twitter? [URL:
https://www.csmonito
r.com/World/Europe/
2014/0926/Russia-s-
new-law-the-
beginning-of-the-end-
for-Facebook-and-
Twitter]

26.09.2014

Critics see the new measures as part of a Kremlin-backed
offensive aimed at crushing the last bastions of free speech, and
cutting off Russians' remaining connections with the wider world — a
charge Moscow supporters say masks the real issue of the West
allegedly waging an "information war" to discredit Russian policies.

Russia and the
Menace of
Unreality[URL:
https://www.theatlanti
c.com/international/ar
chive/2014/09/russia-
putin-revolutionizing-
information-
warfare/379880/]

How Vladimir Putin is revolutionizing information warfare,
General Philip Breedlove, the NATO’s top commander, said that
Russia is waging “the most amazing information warfare blitzkrieg
we have ever seen in the history of information warfare.”

It was something of an underestimation. The new Russia
doesn’t just deal in the petty disinformation, forgeries, lies, leaks, and
cyber-sabotage usually associated with information warfare.
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09.09.2014

America is in an “information war and we are losing that
war,” Hillary Clinton told Congress in 2011, citing the success of
Russian and Chinese media.

Mayor of
Latvian Capital: Putin
Is ‘Best  Thing
Possible’ for Latvia
[URL:
https://www.huffpost.
com/entry/mayor-of-
latvian-
capital b 5775232]

06.09.2014

The state-controlled broadcast and cable television of the
Russian Federation is a primary source of information for most of
these people, as was noted in an NPR report yesterday titled “Baltic
States Battle Russian Media Blitz” (in which no ethnic Russians from
the Baltic were actually interviewed).

This population, to which Ushakov belongs, is not only
subject to Russian efforts to shape perceptions of the crisis in the
media, but also is actively working out its own views on matters.
Based on conversations | had in Latvia over the course of the past
summer, many of these people are, like Ushakov, not exactly pro-
Putin, but also not disposed to pick any fights with Russia.
Positioned on the front lines of an information war, they are
inclined towards skepticism of all media representations of events in
Ukraine.

Back off,
Congress, and keep
Voice of America
real[URL.:
https://www.latimes.c
om/opinion/op-ed/la-
oe-pessin-voa-rule-
changes-20140603-

Royce has said the United States is losing to such foreign
media in "the latest battle in the information war playing out across
the globe."

But in the 72 years since VOA first went on the air — in
German, to Nazi-occupied Europe — our broadcasts have proved we
can win that war without walking in lock-step with U.S. foreign
policy. Indeed, we have demonstrated that is the only way to win the
information war.

story.html]

02.06.2014

At dinner with The Italian editor hadn’t suggested, even indirectly, that
Putin, menu  of | Russia was to blame. And the notion that he is trying to re-create the

Crimean flounder and
Russian
grievances[URL:
https://www.reuters.c
om/article/us-russia-
putin/at-dinner-with-
putin-menu-of-
crimean-flounder-
and-russian-
grievances-
idUSBREA4003G20
140525]

25.05.2014

old Soviet Union, Putin declared, was “a tool in the information
war” fomented by Western media.

At the heart of
the Ukraine conflict is
a conflict about what

actually happened
[URL:
https://gz.com/213318

/at-the-heart-of-the-
ukraine-conflict-is-a-
conflict-about-what-

But the core of the struggle will persist: a competing
narrative—a months-long information war—over how the Ukraine
crisis started.
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actually-happened/]

25.05.2014
Exclusive: The timing of the bill comes as the crisis in Ukraine has
New Bill Requires | prompted a renewed information war between Washington and

Voice of America to
Toe U.S. Line [URL:
https://foreignpolicy.c
om/2014/04/29/exclus
ive-new-bill-requires-
voice-of-america-to-

Moscow.

toe-u-s-line/]
29.04.2014
The World The documentary, called "The War of 1812: The First

Through The Eyes Of
Russian State
Television [URL:
https://www.rferl.org/
alrussia-through-eyes-
of-
television/25321677.h
tml]

Information War," notes that part of the Polish design against the
Russian Empire was to stir up ethnic conflicts, including with the
Crimean Tatars and the peoples of the Caucasus.

04.04.2014

Putin Adviser The U.S. strongly pressures Russia, freezing accounts, and
Publishes Plan for | actively wages information war, but they and NATO avoid direct
Domination of | clashes.
Europe[URL:

https://www.nationalr
eview.com/corner/put
in-adviser-publishes-
plan-domination-
europe-robert-zubrin/]

11.03.2014

HOW Breitbart believes in the conservative cause, but he also
ANDREW knows that casting himself as the Resistance in an information war
BREITBART gets him an audience.
HACKED THE
MEDIA [URL:

https://www.wired.co
m/2010/03/ff-andrew-
brietbart/]

11.03.2010

Homeland
Recap: The Russians
Are Coming! [URL:
https://www.vulture.c
om/2018/03/homelan
d-recap-season-7-
episode-6.html]

After the death of Quinn at the end of season six, it must’ve
been tempting to up the action and go overseas again, but instead, the
writers looked homeward to craft a season about information
warfare and Russian interference in American politics. In a way, the
season has cleverly incorporated that idea of information warfare
into the fabric of the plot.

18.03.2018
Revealed: 50 The discovery of the unprecedented data harvesting, and the
million Facebook | use to which it was put, raises urgent new questions about
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profiles harvested for
CambridgeAnalytica
in major data
breach[URL.:
https://www.theguardi
an.com/news/2018/m
ar/17/cambridge-
analytica-facebook-
influence-us-election]

Facebook’s role in targeting voters in the US presidential election. It
comes only weeks after indictments of 13 Russians by the special
counsel Robert Mueller which stated they had used the platform to
perpetrate “information warfare” against the US.

17.03.2018
‘I made Steve We are still only just starting to understand the maelstrom of
Bannon’s forces that came together to create the conditions for what Robert

psychological warfare
tool’: meet the data
war
whistleblower[URL.:
https://www.theguardi
an.com/news/2018/m
ar/17/data-war-
whistleblower-
christopher-wylie-
faceook-nix-bannon-

Mueller confirmed last month was “information warfare”.

Dealing with someone trained in information warfare has its
own particular challenges, and his suite of extraordinary talents
include the kind of high-level political skills that makes House of
Cards look like The Great British Bake Off.

“I think it’s worse than bullying,” Wylie says. “Because
people don’t necessarily know it’s being done to them. At least
bullying respects the agency of people because they know. So it’s
worse, because if you do not respect the agency of people, anything
that you’re doing after that point is not conducive to a democracy.

trump] And fundamentally, information warfare is not conducive to
18.03.2018 democracy.”
Trump he company was engaged in "information warfare" meant to
administration "sow discord"” in the lead up to the 2016 election through th use of
accuses Russia of | social media accounts and other methods.

targeting U.S. energy
grid[URL.:
https://www.nydailyn
ews.com/news/politic
s/trump-
administration-
accuses-russia-
targeting-u-s-energy-

grid-article-
1.3876026]

15.03.2018

Who is Mike But Pompeo has also put a more Trump-friendly spin on the
Pompeo, President | situation, at one point saying Russia’s information warfare
Trump's pick  for | campaign ”did not affect the outcome of the election” — giving a
secretary of state? | confident opinion on a question the intelligence community had not
[URL: assessed.

https://www.nbcnews.
com/politics/white-
house/who-mike-
pompeo-donald-
trump-s-pick-
secretary-state-
n856211]

13.03.2018

In  Poisoning

Mr. Tugendhat said that Britain should consider revoking the
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of Sergei  Skripal,
Russian Ex-Spy, U.K.
Sees Cold  War
Echoes[URL.:
https://www.nytimes.
com/2018/03/06/worl
d/europe/uk-russian-
Spy-
counterterrorism.html

]
06.03.2018

broadcast license of RT, the Kremlin-funded channel formerly called
Russia Today. “I see absolutely no reason why we should allow
information warfare to be carried out on U.K. soil by hostile
agents,” he said.

Opening shots
of war are fired in this
The Wild Storm #12
exclusive [URL:
https://www.avclub.c
om/opening-shots-of-
war-are-fired-in-this-
the-wild-storm-
1823516639]

03.05.2018

“It’s information warfare. We don’t get to roll out and blow
things up,” says 1.O.’s chief analyst Jackie King, and while the actual
action in this excerpt isn’t all that active, Buccellato’s coloring adds
excitement by taking the reader on a vibrant color journey.

Less than an
hour after Florida
shooting, online
communities devised
a plan to bend the
public narrative[URL:
https://www.mercury
news.com/2018/03/03
/less-than-an-hour-
after-florida-shooting-
online-communities-
devised-a-plan-to-
bend-the-public-

“Man, I just gotta say, on our progress around these events is
quite remarkable,” one 8chan poster wrote that day. It’s “marvelous
to see non centralized actors ... produce so many counter points, so
fast, with zero centrally planned coordination.”

The poster added, “At this point | think we managed to get
into a 1.5 ... to 2 :1 ratio of information warfare for OUR
advantage, compared to the jews.”

narrative/]
03.03.2018
Manafort, The As noted, Russia appears to have begun testing out
Cinematic Arc of | information warfare possibilities in mid-to-late 2014.
History And The
Wildest

Coincidence[URL.:
https://talkingpointsm
emo.com/edblog/man
afort-the-cinematic-
arc-of-history-and-

the-wildest-
coincidence]

28.02.2018

lowa “Prior research that has looked at Russian information
Researchers  Accuse | warfare and computational propaganda efforts asserts that a primary
Russia of Injecting | motive is to divide the US electorate and erode trust in the
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Anti-GMO
Propaganda Into U.S.
Media [URL:
https://gizmodo.com/i
owa-researchers-
accuse-russia-of-
injecting-anti-gmo-pr-
1823364808]
27.02.2018

foundational institutions of western societies,” lowa State University
sociologist Shawn Dorius told Gizmodo.

Crown  City
native part of
Saturday Scholars
program[URL:
https://www.apnews.c
0om/60e164499677498
9a6efade74fac0f39]25
.02.2018

U.S. Navy photo by Glenn Sircy, Center for Information
Warfare Training Public Affairs

Man accused
of lying in Russia
probe pleads guilty of
lying to investigators
[URL:
https://www.cbsnews.
com/news/alex-van-
der-zwaan-charged-
lying-russia-
investigation-robert-
mueller-today/]

20.02.2018

The defendants conducted information warfare against the
U.S., Deputy Attorney General Rod Rosenstein announced Friday.

Trump  Tries
to Shift Blame to
Obama  for  Not
Countering  Russian
Meddling[URL:
https://mwww.nytimes.
com/2018/02/20/us/po
litics/trump-obama-
russian-
meddling.html]

20.02.2018

Yet the officials say the indictment last week of 13 Russians
by the special counsel, Robert S. Mueller 111, does not suggest that
Mr. Obama could have prevented the Russian campaign. The
evidence uncovered in this phase of the investigation, they noted, is
about Russia’s information warfare, not its hacking, and the
government does not control what flows into the social media
accounts of American citizens.

Putin’s chef, a
troll farm and Russia's
plot to hijack US
democracy [URL:
https://www.theguardi
an.com/us-
news/2018/feb/17/puti
ns-chef-a-troll-farm-
and-russias-plot-to-
hijack-us-democracy]

17.02.2018

The plot against America began in 2014. Thousands of miles
away, in a drab office building in St Petersburg, Russia, a fake
newsroom was under construction with its own graphics, data
analysis, search engine optimisation, IT and finance departments. Its
mission: “information warfare against the United States of
America”.

What We

Created in 2013, the Internet Research Agency, a shadowy
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Know About
Russians  Sanctioned
by the United
States|[URL.:
https://www.nytimes.
com/2018/02/17/worl
d/europe/russians-
indicted-

troll farm, began a so-called translator project in 2014 that targeted
Americans and pursued “information warfare against the United
States.”

mueller.html]

17.02.2018

The Rise Of "Deputy Attorney General Rod Rosenstein said the suspects
'Putin's Chef," The | "allegedly conducted what they called ‘information warfare against
Russian Oligarch | the United States,” with the stated goal of 'spread[ing] distrust
Accused Of | towards the candidates and the political system in general.'
Manipulating usS

Election[URL.:
https://www.washingt
onpost.com/news/wor
Idviews/wp/2018/02/1
6/the-rise-of-putins-
chef-yevgeniy-
prigozhin-the-russian-
accused-of-
manipulating-the-u-s-
election/?utm_term=,

ab7fd27f4342]

17.02.2018

Mueller: Special counsel Robert Mueller charged 13 Russian nationals
Russians entered U.S. | and three Russian entities on Friday with an illegal "information
to plot election | warfare" scheme to disrupt the 2016 presidential election and assist

meddling[URL:
https://mwww.politico.c
om/story/2018/02/16/t
rump-russia-
indictments-mueller-
investigation-415667]
16.02.2018

the candidacy of President Donald Trump.

Mueller
Accuses Russians of
Pro-Trump, Anti-
Clinton Meddling
[URL:https://www.bl
oomberg.com/news/ar
ticles/2018-02-16/u-s-
charges-13-russians-
3-companies-for-
hacking-election]

16.02.2018

This “information warfare” by the Russians didn’t affect the
outcome of the presidential election, Deputy Attorney General Rod
Rosenstein told reporters.

13 Russian
nationals indicted for
interfering in  US

A federal grand jury on Friday indicted 13 Russians and three
Russian companies for allegedly interfering in the 2016 presidential
election, in a case brought by Special Counsel Robert Mueller that
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elections,[URL:
https://www.foxnews.
com/politics/13-
russian-nationals-

detailed a sophisticated plot to wage “information warfare” against
the U.S.

indicted-for-
interfering-in-us-
elections]
16.02.2018
Trump The indictment, brought about by the investigation of special
responds to | counsel Robert Mueller, claims the defendants conducted elaborate

indictment of 13
Russians: "no
collusion!” [URL:
https://www.cbsnews.
com/news/trump-
responds-to-
indictment-of-13-

information warfare against the U.S. through social media and
other means.

russians-no-
collusion/]

16.02.2018

Pentagon “The Chinese have whole blocks of civilians trained in
Launches Salvo in | various aspects of information operations and information
War to Protect an | warfare”, -Peter R. Stephenson, a distinguished lecturer in complex

Army of 7
Million[URL.:
https://www.foxnews.
com/tech/pentagon-
launches-salvo-in-
war-to-protect-an-
army-of-7-million]
15.06.2010

computing systems and director of the advanced computing center at
military college Norwich University, told FoxNews.com.

Terrorists, who are targeting power grids, financial systems
and weapons systems.The biggest of these information warrior
groups is based in China, Stephenson said.

Son of
GhostNet: China-
based hacking targets
India government
[URL:
https://xakep.ru/2010/
04/07/51705/]

07.04.2010

The work involved a collaboration between the Information
Warfare Monitor and the Shadowserver Foundation, but, over the
course of its work, involved dozens of other security groups and
experts.

Russian  Anti-
Americanism: A
Priority Target for
u.S. Public
Diplomacy[URL.:
https://www.heritage.
org/global-
politics/report/russian
-anti-americanism-
priority-target-us-
public-diplomacy]

24.02.2010

To counter Russian information warfare and to consolidate
democracy and freedom in Eastern and Central Europe, the U.S.
needs to reinvigorate its public diplomacy efforts, using both
traditional TV and radio broadcasting and new media to reach the
peoples of the former Soviet satellites and post-Soviet states.
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us

Government  seizure
of the internet has
begun; DHS takes
over 76
websites[URL.:

https://www.eff.org/ru
/deeplinks/2010/11/us
-government-seizes-

It's only a matter of time, it seems, before the U.S.
government uses its new power of seizing internet websites as an
information warfare weapon to silence anyone who opposes FDA
and the Big Pharma agenda.

82-websites-
draconian-future]

29.11.2010

Secrecy and One would think the Pentagon, with all its high tech
Censorship: Book | sophistication, would have noticed that information warfare has

Burning in the Era of
E-Books [URL:
https://www.huffpost.
com/entry/post_b 716
696]

14.09.2010

expanded beyond the ink and paper battlefield.

Financial
terrorism suspected in
2008 economic
crash[URL:
https://dailycaller.com
/2011/03/01/financial-
terrorism-suspected-
in-2008-economic-
crash/]

03.01.2011

“We are in an era like the 1950s where technological
innovation is transforming the tools of coercion and war,” Mr.
Bracken said. “We tend not to see this, and look at information
warfare, financial warfare, precision strike, [weapons of mass
destruction], etc. as separate silos. It’s their parallel co-evolution that
leads to interesting options, like counter-elite targeting.

Let's  scuttle
cybersecurity
bachelor's
programs[URL:
https://www.computer
world.com/article/249
8608/let-s-scuttle-
cybersecurity-
bachelor-s-degree-
programs.html]

09.11.2011

degree

Until recently, the NSA had never hired anyone with a
cybersecurity degree. And yet the NSA is widely considered to be the
world's leader in information security and information warfare.

The cyber
security implications
of Iran's government-
backed antivirus
software [URL:
https://www.zdnet.co
m/article/the-cyber-
security-implications-
of-irans-government-
backed-antivirus-
software/]

From an Information Warfare perspective, by banning
foreign imports of security products, Iran might be setting the
foundations for a successful self-mobilizing cyber militia campaign -
Antivirus tools don't just detect viruses, they detect malicious code in
general such as DoS (denial of service) attack and DDoS (distributed
denial of service attack) tools.

In case of a cyber conflict, relying on the basis of
Information Warfare, Iran could distribute software agents to
civilians in order to use their bandwidth or Internet connectivity in
general for waging Information Warfare.
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09.05.2012

Cyber and
Drone Attacks May
Change Warfare More
Than the Machine
Gun[URL.:
https://www.theatlanti
c.com/technology/arc
hive/2012/03/cyber-
and-drone-attacks-
may-change-warfare-
more-than-the-
machine-
gun/254540/]

22.03.2012

But information warfare, warfare pursued with information
technologies, distorts concepts like "necessity™ and "civilian" in ways
that challenge these ethical frameworks. An attack on another
nation's information infrastructure, for instance, would surely count
as an act of war. But what if it reduced the risk of future bloodshed?
Should we really only consider it as a last resort? The use of robots
further complicates things. It's not yet clear who should be held
responsible if and when an autonomous military robot kills a civilian.

These are the questions that haunt the philosophers and
ethicists that think deeply about information warfare, and they will
only become more pertinent as our information technologies become
more sophisticated.

Mariarosaria Taddeo, a Marie Curie Fellow at the University
of Hertforshire, recently published an article in Philosophy &
Technology called "Information Warfare: A Philosophical
Perspective" that addresses these questions and more.

How do you define information warfare? (sub-headline)

Taddeo: The definition of "information warfare” is hotly
debated.

From my perspective, for the purposes of philosophical
analysis, it's best to define information warfare in terms of concrete
forms, and then see if there is a commonality between those forms.

One example would be cyber-attacks or hacker attacks, which
we consider to be information warfare; another example would be
the use of drones or semi-autonomous machines.

From those instances, to me, a good definition of
information warfare is "the use of information communication
technologies within a military strategy that is endorsed by a state.”

Remember information warfare encompasses more than
only information communication technologies used through the web;
these technologies can be used in several different domains and in
several different ways.

Interesting, but do | understand you correctly that you
distinguish this new kind of information warfare from pre-internet
information technologies like the radio and the telegraph?

In your paper you mention the use of robotic weapons like
drones as one example of the rapid development of information
warfare.

You note the development of a new kind of robotic weapon,
the SGR-AL, which is now being used by South Korea to patrol its
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border with North Korea. What distinguishes the SGR-A1l from
previous weapons of information warfare?

In your paper you say that information warfare is a
compelling case of a larger shift toward the non-physical domain
brought about by the Information Revolution. What do you mean by
that?

Information warfare is one way that you can see the
increasing importance of this non-physical domain. For example, we
are now using this non-physical space to prove the power of our
states---we are no longer only concerned with demonstrating the
authority of our states only in the physical world.

In what ways might information warfare increase the risk of
conflicts and human casualties?

As | mentioned before, information warfare is in this sense
easier to wage from a political perspective.

It's more difficult to determine the effect on casualties.
Information Warfare has the potential to be blood-free, but that's
only one potentiality; this technology could just as easily be used to
produce the kind of damage caused by a bomb or any other
traditional weapon---just imagine what would happen if a cyber-
attack was launched against a flight control system or a subway
system.

These dangerous aspects of information warfare shouldn't
be underestimated; the deployment of information technology in
warfare scenarios can be highly dangerous and destructive, and so
there's no way to properly quantify the casualties that could result.

Part of your conception of information warfare is as an
outgrowth of the Information Revolution.

For some time now, Just War Theory has been one of the
main ethical frameworks for examining warfare. You seem to argue
that its modes of analysis break down when applied to information
warfare.

For instance, you note that the principle that war ought only
to be pursued "as a last resort" may not apply to information
warfare.

The problem with the principle of "last resort™ is that while,
yes, we want physical warfare to be the last choice after everything
else, it might not be the case that information warfare is to be a
"last resort," because it might actually prevent bloodshed in the long
run.

You also note that the distinction between combatants and
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civilians is blurred in information warfare, and that this also has
consequences for Just War Theory, which makes liberal use of that
distinction.

Well until a century ago there was a clear-cut distinction
between the military and civilians---you either wear a uniform or you
don't, and if you do, you are a justifiable military target. This
distinction has been eroded over time, even prior to the Information
Revolution; civilians took part in a number of twentieth century
conflicts. But with information warfare the distinction is
completely gone; not only can a regular person wage information
warfare with a laptop, but also a computer engineer working for the
U.S. government or the Russian government can participate in
information warfare all day long and then go home and have dinner
with his or her family, or have a beer at the pub.

You have identified the prevention of information entropy as
a kind of first principle in an ethical framework that can be applied to
information warfare-is that right, and if so, does that supplant the
saving of human life as our usual first principle for thinking about
these things?

Guantanamo
lawyers  want to
photograph scars of
waterboarded Sept. 11
‘mastermind’[URL:
https://www.miamihe
rald.com/news/nation-
world/world/americas
[article1956711.html]

Prosecutor Jeffrey Groharing argued the photos should be
taken by Combat Camera, an elite military photography unit whose
website boasts that soldiers take photos for the Secretary of Defense
for use in both “public affairs” and “information warfare.”

25.10.2013

The Future of The U.S. military began to organize around cyber and
u.S. Cyber | information warfare just after the first Gulf War of 1991.
Command[URL:
https://nationalinterest The Air Force Information Warfare Center was launched in
.org/commentary/the- | 1993 and the other services followed soon after.

future-us-cyber-
command-8688]

Offense and defense operations were combined in the

03.07.2013 operational 609th Information Warfare Squadron in 1995.
Agents of (headline) Ethics in information warfare journalism
influence: How
reporters have been
“weaponized” by
leaks[URL.:

https://arstechnica.co
m/tech-
policy/2016/10/is-
russia-using-
journalists-as-
weapons-does-it-
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matter/]

20.10.2016

The  United The American electorate is quickly learning what security and
States Presidential | intelligence pros have understood for decades: Cyber warfare and
Election Is Under | information warfare are inextricable.
Attack,

http://fortune.com/20
16/10/15/russia-hack-
us-email-election/

15.10.2016

WANT TO "Now a group like WADA has to take everything they say to
KNOW JULIAN | every person into account. They have to think, this could leak," says
ASSANGE'S Dave Aitel, a former NSA staffer and founder of the security firm
ENDGAME? HE | Immunity who focuses on cyberwar and information warfare.
TOLD YOU A
DECADE
AGO[URL:
https://www.wired.co
m/2016/10/want-

know-julian-assanges-
endgame-told-decade-

ago/]
14.10.2016

CAN FANCY
BEAR BE
STOPPED? THE
CLEAR AND
PRESENT DANGER
OF RUSSIAN INFO
OPS[URL:
https://warontherocks.
com/2016/09/can-
fancy-bear-be-
stopped-the-clear-
and-present-danger-
of-russian-info-ops/]

29.09.2016

Combining a traditional form of cyber operation (the actual
email hacks) with targeted releases to affect a political outcome
(information warfare), the Russian government has innovated a
type of cyberwarfare that is catching both the media and
policymakers off guard.

For the last eight years, Russia has been expanding its
information operations capabilities and deploying them against the
United States and Europe. The 2008 invasion of the Republic of
Georgia was, in many ways, the prototype that got it all started:
Russia engaged in as much cyber and information warfare as it did
conventional war with tanks and bombs.

Less than 18 months later, the Kremlin released its updated
military doctrine, which cemented “the intensification of the role of
information warfare” in Russian foreign policy.

[Tlhe prior implementation of measures of information
warfare in order to achieve political objectives without the
utilization of military force and, subsequently, in the interest of
shaping a favourable response from the world community to the
utilization of military force.

A key task for modernizing the Russian military to be more
effective in modern conflict, the doctrine concluded, is “to develop
forces and resources for information warfare.”

This use of information warfare as a primary tool of warfare
was put into play during the Euromaidan crisis in Ukraine, and later
during the ongoing conflict in the Donbass region of Eastern
Ukraine.

Russia’s big innovation in information warfare isn’t to
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create traditional propaganda: Very few Westerners read Sputnik as
their primary source of news (according to HypeStat, it has 7 percent
of the website traffic the New York Times does).

Yet no one seems to know how to respond to Russia
employing the tools of cyberwarfare to further their information
war.

For now, this leaves policymakers in a bind. There is ample
evidence that Russia has targeted its information warfare to be both
extremely effective and extremely difficult to defeat.

The  Science
Of Trump: Energy,
Space And Military
Tech[URL:
https://fivethirtyeight.
com/features/the-
science-of-trump-
energy-space-and-
military-tech/]

21.09.2016

The concern with military technology and budgets has three
factors: (a) warfare has become much more asymmetric, meaning
that adversaries are adopting approaches such as cyber- and
information warfare, for which our current technologies don’t offer
an easy counter; (b) the focus that we’ve had in the past decade
against the terrorist threat has created challenges for recapitalization;
and (c) budget constraints now have implications for the future,
because we have less to invest in emerging areas.

Experts
suggest Russia is
behind a wider-than-
believed hack of
Democratic campaign
computers [URL:
https://www.pri.org/st
ories/2016-08-
13/experts-suggest-
russia-behind-wider-
believed-hack-
democratic-campaign-

Gordon Corera, BBC security correspondent and author of
"Cyberspies: The Secret History of Surveillance, Hacking, and
Digital Espionage”: “Yet, we are in a new world of cyber espionage,
of information operations, and of information warfare in which
information is being weaponized, stolen, and used. And it’s being
used by companies, by individuals, by governments against each
other, by non-state actors against each other, and it’s certainly
something we’ll have to get used to in the future.”

computers]

13.08.2016

Russia’s “This is just the tip of the iceberg,” the NATO official added.
Pattern of Influencing | “The world’s three-letter agencies are engaged in more types of
Foreign covert action and information warfare than the public knows—or

Politics[URL:https://
www.dailysignal.com
12016/07/27/russias-
pattern-of-
influencing-foreign-
politics/]

27.07.2016

would be comfortable with.”

DHS chief has
'a lot of confidence' in

security of UsS
electoral
infrastructure[URL.:

https://www.foxnews.
com/politics/dhs-
chief-has-a-lot-of-
confidence-in-

“You’re seeing more and more manifestations of information
warfare via cyber means to destabilize U.S. public opinion and
undermine the trust and confidence in American institutions like, for
example, the electoral system,” Strategic Cyber Ventures CEO Tom
Kellermann told Fox News in a recent interview.
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security-of-us-

electoral-

infrastructure]
07.09.2016

The Real
Paranoia-Inducing
Purpose of Russian
Hacks [URL:
https://www.newyor
ker.com/news/news-
desk/the-real-
paranoia-inducing-
purpose-of-russian-

The hack itself may seem like a precision-guided act of
information warfare, but given how easily it was pinned on Russia it
very well may backfire, much like the Kremlin’s other meddlings
abroad.

hacks]

27.07.2016

FBI Peter Singer, an author and senior fellow at the New America
Investigating Foundation, a nonpartisan think tank in Washington, D.C., in a series
Alleged Russian | of tweets on the topic Tuesday said the Russians have "set up a wide

Hack of DNCJURL.:
https://mwww.military
.com/daily-
news/2016/07/26/fbi
-investigating-
alleged-russian-
hack-of-dnc.html]

apparatus” to support information warfare, with "75 different
organizations, ranging from university programs to military units."

26.07.2016
Making a Of course, this is just legal warfare used to generate
Mockery of | information warfare for the Pacific Pivot.

International  Law:
the Arbitral Tribunal
on the South China
Sea Prepares the
Way for War [URL.:
https://www.counter
punch.org/2016/07/1
9/making-a-
mockery-of-
international-law-
the-arbitral-tribunal-
on-the-south-china-
sea-prepares-the-
way-for-war/]
19.07.2016

Left-wing
sites got trolled by
Russians too: The
strange saga of
“Alice
Donovan”[URL:
https://www.salon.c
om/2017/12/28/left-

One of the bigger questions going forward will be how to deal
with such information warfare from Russia, China and elsewhere.
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sites-got-trolled-by-
russians-too-the-
strange-saga-of-
alice-donovan/]
28.12.2017

Russia could
cut off internet to
NATO  countries,
British military chief
warns[URL.:
https://www.theguar
dian.com/world/201
7/dec/14/russia-
could-cut-off-
internet-to-nato-
countries-british-
military-chief-
warns]

14.12.2017

“Russia, in addition to new ships and submarines, continues to
perfect both unconventional capabilities and information warfare,”
Chief Marshall Stuart Peach said last week.

The  Nazi-
Puncher’s
Dilemma[URL:
https://www.huffpos
t.com/entry/nazi-
punch-
antifa_n_59e13ae%e
4b03a7be580ce6f]

10.12.2017

Some antifa elect to pursue nonviolent tactics as a matter of
both practicality and public relations. Daryle Lamont Jenkins runs One
People’s Project, which does deep research into the organizational
networks and funding sources of the far right. To Jenkins and other
like-minded activists, information warfare is more important than
ever as the alt-right tries to insinuate itself into the conservative
establishment and the political mainstream.

Tillerson:

US, EU Allies
Recognize  'Active
Threat' of Resurgent
Russia[URL.:
https://www.voanew
s.com/a/tillerson-
europe-
russia/4140616.html
]

In a policy brief published by a research group, the Atlantic
Council, Blank said Ukraine is the front line of President Putin’s war
against the West, and arming Ukraine will make it harder for Moscow
to threaten Kyiv by utilizing tools including “terror, propaganda,
information warfare, and corruption.”

During Tuesday's speech, Secretary Tillerson cited Moscow’s
other destabilizing activities, including intimidating American
diplomats, cyber attacks, information warfare, and aiding the regime
of Syrian President Bashar al-Assad that uses chemical weapons

29.11.2017 against his own people.

MASS According to the information warfare expert Molly McKew,
SHOOTINGS, the Russian government is practicing something called the Gerasimov
CLIMATE, Doctrine, threading chaotic, contradictory, often false, always divisive
DISCRIMINATION | information throughout the global media—mainstream, alt, social,
: WHY | whatever.

GOVERNMENT'S

FEAR OF DATA
THREATENS US
ALL [URL:
https://www.wired.c
om/story/mass-

shootings-climate-
discrimination-why-

90




governments-fear-
of-data-threatens-us-

all/]

11.07.2017

Adobe’s Contemporary Al is proving to be a remarkably able tool for
prototype Al tools let | this sort of task. And although image and video editing isn’t anything
you instantly edit | new, the possibility of giving easy-to-use tools like this to anyone
photos and | who wants them may be a cause for concern. (See also: using Al to
videos[URL: fake someone’s voice.) Fake news, for example, could be turbo-
https://www.theverge. | charged by these sorts of capabilities, as could information warfare
com/2017/10/24/1653 | from nation states.

3374/ai-fake-images-
videos-edit-adobe-

sensei]

24.10.2017

Hillary "The forces at work in the 2016 election are still with us,"
Clinton in Ann Arbor: | Clinton said. "Now that was a perfect storm - deep currents of anger
'We have a lot of | and resentment flowing through our culture, a political press that told
work to doJURL: | voters my emails were the most important story, the unprecedented

https://www.detroitne
ws.com/story/news/po
litics/2017/10/24/hilla
ry-clinton-book-tour-
ann-
arbor/106953220/]
24.10.2017

intervention in our election by the director of the FBI and the
information warfare waged against us from the Kremlin."

Anatomy of a
Russian attack: From
robocalls to hoaxes, a

look at tactics
used[URL.:
https://wtop.com/j-j-
green-

national/2017/09/anat
omy-russian-attack-
attempts-began-
immediately/]
25.09.2017

Whether it’srobocalling people perceived as hostile to the
Russian government or launching intricately scripted hoaxes, it’s all
believed to be a part of the Russian military’s new information
warfare division — designed specifically to fight the U.S. and the
West.

“They took all of their cyber-actors and combined them in
this information warfare center. They talked openly about
propaganda being a part of what they do.

The reason, Warner said, was because the overwhelming
number of bots and fake social media accounts — a part of Russia’s
information warfare operation — could determine what the top
trending stories would be on social media platforms.

North Korean
launch 'put millions of
Japanese into duck
and cover' [URL:
https://www.reuters.c
om/article/us-
northkorea-missiles-
usa-mattis/north-
korea-launch-put-
millions-in-japan-
into-duck-and-cover-

Tighe, the deputy chief of naval operations for information
warfare, suggested that policy makers in recent years failed to
develop international standards due to a belief that cyber technology
was too nascent.
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mattis-

idUSKCN1BQO01J]

14.09.2017

The China, the home of those denizens of the Gobi Desert who
Pentagon’s new | would, in that old "Buck Rogers" fable, destroy Washington four

wonder weapons for

world

dominion[URL.:

http://www.tomdispat

ch.com/blog/176324/]
10.09.2017

centuries from now. Given that America’s economic preeminence is
fading fast, breakthroughs in “information warfare” might indeed
prove Washington’s best bet for extending its global hegemony
further into this century — but don’t count on it, given the history of
techno-weaponry in past wars.

Fear and
confidence in the face
of  Russian  war
games[URL.:
https://www.washingt
onpost.com/world/eur
ope/fear-and-
confidence-in-the-
face-of-russian-war-
games/2017/09/10/18
ede7b6-931a-11e7-
8482-
8dc9a7af29f9_story.h
tml?utm_term=.f760d
77747d8]

10.09.2017

The Baltic countries, as with NATO as a whole, have learned
their lessons since 2014, when Russia shocked the world with its
lightning-fast annexation of Ukraine's Crimean Peninsula using "little
green men," troops in uniforms without insignia, said Janis Garisons,
state secretary of Latvia's Defense Ministry.

He said Moscow might use the exercises to try out new
cyberattacks or wrinkles in information warfare.

"They've been very successful in deceiving us. Hybrid
warfare is not about green men with a lack of insignia. It is about
giving us doubts,” Garisons said. "Russian information war wants
to convince our population that our country is small and indefensible,
and that NATO won't defend us."

Disturbing
New Evidence of
How the Trump Era Is
Boosting
Misinformation
Propaganda[URL.:
https://www.motherjo
nes.com/politics/2017
/09/on-the-front-lines-
of-the-trump-fueled-
information-wars/]

07.09.2017

and

As information warfare on social media has continued to
escalate in the Trump era, University of Washington professor and
researcher Kate Starbird’s latest research points to some disturbing
trends.

Starbird’s team is continuing to dig deeper into the
information wars, including tracking disinformation targeted at
organizations responding to humanitarian crises around the world.

Top senator:
Russian Facebook ads
were 'just the tip of
the iceberg’ [URL:
https://mwww.businessi
nsider.my/russian-
facebook-ads-
election-trump-mark-
warner-2017-9/]

In his research from St. Petersburg, Chen discovered that
Russian internet trolls — paid by the Kremlin to spread false

information — had been behind several "highly coordinated
campaigns" to deceive the American public.
Its a brand of information warfare known as

"dezinformatsiya™ that the Russians have used since at least the Cold
War.

07.09.2017
General Today, that threat hasn’t gone away. That physical force still
Concerns [URL: | matters profoundly, but I think increasingly there are alternatives,
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https://slate.com/news
-and-
politics/2017/08/the-
military-takeover-of-
american-foreign-

additional routes through which malevolent actors and self-interested
actors can capture the state, and capture power that range from the
power of vast wealth and mobile wealth on a scale previously
unprecedented in human history, to things like cyber- and other
forms of information warfare and so forth.

policy.html]

15.07.2017

America's Why would we think America would be immune from
weak  cybersecurity | Russian hacking or cyberattacks by other nations and groups?

puts our nation at risk
of a modern 9/11
[URL:
https://thehill.com/blo
gs/pundits-
blog/homeland-
security/347203-
trump-must-close-the-
growing-gap-in-
americas]

19.08.2017

Information warfare, which is what Russia is waging against the
United States, has become a major political distraction, but many in
Washington and across the country are missing the bigger point.

How Russia Is
Using LinkedIn as a
Tool of War Against
Its U.S. Enemies
[URL:
https://www.newswee
k.com/russia-putin-
bots-linkedin-
facebook-trump-
clinton-kremlin-
critics-poison-war-

An expert in information warfare, Malcher reasoned that the
Kremlin had dispatched the stranger to the Queen’s Arms with a
message: We know everything about you. Watch your step.

Late last year, Facebook founder Mark Zuckerberg called the
idea that his site could be manipulated to influence voters “pretty
wacky.” But in April, his company produced a report on its own
investigation, saying it “does not contradict” the finding of U.S.
intelligence that “information warfare” ordered by Putin was
carried out on Facebook and other social media sites—despite their
best efforts to stop it.

645696]
03.08.2017
The Daily For now, American officials and outside experts said on

202: Trump’s warped
view of loyalty and

the conceit of ‘the
Oct. 8th coalition’
[URL:

https://www.washingt
onpost.com/news/pow
erpost/paloma/daily-
202/2017/07/31/daily-
202-trump-s-warped-
view-of-loyalty-and-
the-conceit-of-the-
oct-8th-
coalition/597ea60230f

Sunday, he seems to believe his greater leverage lies in escalating the
dispute, Cold War-style, rather than subtly trying to manipulate
events with a mix of subterfuge, cyberattacks and information
warfare.

b045fdaef100e/]

31.07.2017

Trump’s RT’s encouragement to question more is part of a conscious
friend Putin urges | and active effort by the Kremlin to undermine American democracy
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Americans to question
more. The hypocrisy
is rich [URL:
https://www.charlotte
observer.com/opinion
[article162486383.ht
ml]
20.07.2017

by leveraging its weaknesses. Russia uses American freedoms to
erode faith in American institutions. It is what national security
professionals refer to as an asymmetric approach to information
warfare.

Concerned
about military threats
in space, Congress
mulls creation of new
agency[URL:
https://www.usatoday.
com/story/news/2017/
07/16/concerned-
military-threats-
space-congress-mulls-
creation-new-
agency/477499001/]

16.07.2017

The Senate's Defense authorization bill, passed by the Armed
Services Committee but not yet on the Senate floor, proposed by the
committee takes a different approach. Instead of carving out a new
agency, it proposes the creation of a new Pentagon post — Chief
Information Warfare Officer — who would be in charge of space
systems.

Author:
Governments Seek To
Dominate The 'Wild
West' Of
Cyberspace[URL.:
https://www.npr.org/2
017/07/11/536595548
fauthor-governments-
seek-to-dominate-the-
wild-west-of-
cyberspace]

11.07.2017

ALEXANDER KLIMBURG: Well, they're reconcilable when
they concentrate on what their common nightmares are. But they're
not reconcilable when they think about what their common dreams
are. So if we see it this way, for instance, for the West, the biggest
threat is only that of cyberwar, of lights going out, power stations
failing and similar. But for countries like China and Russia, the
biggest threat is that the Internet will be used against their rule, that
their regime might be undermined from outside by hostile
information warfare campaigns.

And one of the predictions is it will start to look more like
Russian cyber. It will be more associated with intelligence rather
than the military side. And also, it will focus more, perhaps, on
government espionage and information warfare activities.

We Shouldn’t
Be  Shocked by
Russia’s Laundering
of Information
Through Fake
Facebook
Accounts[URL:
https://brewminate.co
m/we-shouldnt-be-
shocked-by-russias-
laundering-of-fake-
information-through-
fake-facebook-

The long history of the Anglo-American alliance, as well as
the strong personal and political relationship between the president
and British Prime Winston Churchill, was a further impediment.
However, the most important check on information warfare was the
American tradition of a strong and independent press.

Today, the recent rise of state and non-state hacking
operations, combined with the diffusion of authority in the news
media, has made developing an effective response to information
warfare even more crucial.

accounts/]
05.06.2018
Murder, Lego, | Here, in this open world rife with information warfare,
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And (Of Course)
Zombies: Notes From
The E3 Expo [URL:
https://www.npr.org/20
13/06/27/196271933/m
urder-lego-and-of-

course-zombies-notes-
from-the-e3-expo]

you can hack into all manner of electronic devices, almost as if you
can read people's minds.

27.06.2013

A VIDEO Watch Dogs plays with the notion of information warfare
GAME ABOUT | and civil liberties by dropping a gamer into the shoes of a modern-
MASS day hacker vigilante.

SURVEILLANCE IN
THE AGE OF BIG
BROTHER AND
LITTLE
BROTHERS[URL.:
https://www.polygon.c
om/2013/5/13/4326718
/a-video-game-about-
mass-surveillance-in-
the-age-of-big-brother-
and]

13.05.2013

Recent The first signs of China’s interest in cyberwarfare began
cyberattacks could be | with Major General Wang Pufeng, a former Director of the Strategy
part of a Chinese | Department at the Academy of Military Science in Beijing. Now

military strategy started
nearly 20 years
ago[URL.:
https://qz.com/62434/re
cent-cyberattacks-
could-be-part-of-a-
chinese-military-
strategy-started-nearly-
20-years-ago/]
14.03.2013

regarded as the founding father of “Chinese information warfare”
(link in Chinese), Wang’s 1995 paper titled “The Challenge of
Information Warfare”, analyzed the way the US had used
information technology to win battles.

This revolution is first a revolution in concepts, then it is a
revolution in science and technology, equipment, troop strength,
strategy, and tactics as well as a revolution in training. Thus, the
issue of how to adapt to and achieve victory in the information
warfare which we will face from now on is an important question
which we need to study carefully.

In Defense of
Net Assessment[URL:
https://nationalinterest.
org/commentary/defens
e-net-assessment-9411]

16.11.2013

The office provides insights to senior leaders on a range of
issues including weapons acquisition, force structure, and national
security strategy. Its contributions are significant and numerous: it
positioned the United States for victory in the Cold War by yielding
actionable insights on the Soviet leadership and nuclear strategy;
foresaw the revolution of information warfare and how the United
States could turn it into a strategic advantage; and highlighted the
challenges that a rising, assertive China will pose.

The Office of
Transition  Initiatives
and the Subversion of
Societies][URL.:
https://www.counterpu
nch.org/2014/05/02/the

Under the rubric of full spectrum dominance, the strategic
planners also came up with an information warfare program
dubbed Operation Objective Voice to harness and orient all
information operations and influence the media internationally.

It was precisely in the midst of the lIraq debacle when
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-office-of-transition-
initiatives-and-the-
subversion-of-

military humanitarianism was to reach new levels of desperation.
Andrew Naistos who became the head of UASID under Bush
symbolized the revolving door between the military, the State

societies/] Department, Congress, Development Agencies and religious zealots
02.05.2014 of World Vision. Rumsfeld and the planners of psychological and
information warfare took this integration of the military, born
again zealots and humanitarianism to all sections of the

bureaucracy.
Portrait of a Professional archivists tending to his millions of documents

failed president: Inside
the art of George W.
Bush[URL.:
https://www.salon.com/
2014/04/07/portrait_of
_a_failed_president_ins
ide_the_art_of george
w_bush/]
07.04.2014

are civic religion priests. As art historian Benjamin Hufbauer
explains in his excellent book "Presidential Temples: How
Memorials and Libraries Shape Public Memory," a presidential
library serves as the base of its namesake's final campaign — to be
worthy of veneration in the eyes of posterity.

That's why the exhibit designers and docents use Pentagon-
esque "perception management” on the audience, like campaign
communications staff or information warfare operators.

CYBER
ESPIONAGE AND
THE DIGITAL
REDISTRIBUTION
OF WEALTH, [URL:
https://warontherocks.c
om/2014/10/cyber-
espionage-and-the-
digital-redistribution-

Matthew Carin is a cyber-security consultant focused on
digital counter-intelligence and global cyber-espionage. He has led
red and black team penetration tests on multiple engagements
during his decade long career as a cyber-security analyst. He is a
subject matter expert on offensive information warfare strategy,
Advanced Persistent Threat technology and Computer Network
Exploitation.

of-wealth/]

09.10.2014

GCHQ’s Just a few of the "weaponized" capabilities from GCHQ's
“Chinese menu” of | catalog of information warfare tools
tools spreads
disinformation  across The page had been maintained by GCHQ’s Joint Threat
Internet [URL: | Research Intelligence Group (JTRIG) Covert Internet Technical

https://arstechnica.com/
information-
technology/2014/07/gh
cqs-chinese-menu-of-
tools-spread-
disinformation-across-

Development team, but it fell out of use by the time Snowden
copied it. Greenwald and NBC previously reported on JTRIG’s
“dirty tricks” tactics for psychological operations and information
warfare, and the new documents provide a hint at how those tactics
were executed.

internet/]
16.07.2014
INSIDE THE INFORMATION WARFARE (sub-headline)
RESEARCH THAT
COULD CHANGE THE
PERCEPTION OF
KIDS, GAMING AND
GENDERJURL.:

https://www.polygon.co
m/2015/5/15/8601887 /wi
seman-burch-gdc-
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survey-feature-gender-
gaming-gamergate]
15.05.2015

Video Oof
Jordanian Pilot's Death
As Horrific As It Was
Symbolic[URL:
https://www.npr.org/201
5/02/05/384119665/vide
o-of-jordanian-pilots-
death-as-horrific-as-it-
was-symbolic]

05.02.2015

SIEGEL.: | suppose one could say that a bombing is louder
than a video no matter what. But there does seem to be something
asymmetric about the kind of messages coming out of ISIS and
whatever any government would ever do. | mean, that is not a
video that | could ever imagine an organized state promulgating
on the web. Can governments actually compete with this sort of
thing?

PERLMUTTER: We can compete with this, but we have
to understand that this is information warfare.

The U.S. Needs a
New Yardstick for a
New Kind of War [URL:
http://time.com/3681754
/isis-isil-us-pentagon-
hagel-mccain/]

25.01.2015

Industrial powers created industrial militaries, where rear-
echelon bean-counters could tote up tanks, ball-bearing factories
and troops destroyed—and thereby chart progress, or the lack
thereof. But ideological war isn’t industrial in scope. Instead, it’s
more like information warfare, where ideas, shared online,
create alliances that ripple across borders and oceans.

Russia  Nearing
Deployment of New
Intermediate-Range
Naval Missile[URL:
https://freebeacon.com/n
ational-security/russia-
nearing-deployment-of-
new-intermediate-range-
naval-missile/]

21.08.2015

Efforts also are being taken to counter Moscow’s use of
"hybrid warfare," the use of both military forces and information
warfare.

UKRAINE AND
THE ART OF
EXHAUSTION, [URL:
https://warontherocks.co
m/2015/08/ukraine-and-
the-art-of-exhaustion/

Both Russia and Ukraine have had to prioritize making
their own societies more resilient in the face of the stresses and
strains of a conflict. In such circumstances, the key strategic
virtues may be patience and fortitude. There are many particular
features of this conflict that deserve continued study and attention,
including the role of information warfare and the large questions

11.08.2015 raised about the future of European security.
Here’s the Drew Herrick, Future of War fellow at New America and
Defining National | Ph.D student in international relations and methods at George

Security Question of Our
Time[URL.:
https://www.defenseone.
com/ideas/2015/07/heres
-defining-national-
security-question-our-
time/117139/]

Washington University: | think we will primarily see lower-level
conflict and a deeper integration of electronic warfare, offensive
cyber operations and information warfare especially at the
tactical level.

07.07.2015
Inside “Eligible The simulated hack was the brainchild of the NSA
Receiver”, [URL: | director, Lt. Gen. Kenneth Minihan, who, before coming to the

https://slate.com/technol
ogy/2016/03/inside-the-
nsas-shockingly-

agency, had been commander of the Air Force Information
Warfare Center in San Antonio, Texas.
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successful-simulated-

hack-of-the-u-s-

military.html]
07.03.2016

One offi-cer who was subjected to this barrage sent his
commander an email (which the Red Team intercepted), saying, “I
don’t trust my com-mand-control.”

This was the ultimate goal of what was called
“information warfare” and would later be called “cyber
warfare.”

A few weeks before Eligible Receiver, as John Hamre,
who had been sworn in as deputy secretary of defense at the end
of July, prepared for his promotion, Minihan had briefed him on
the threats and opportu-nities of information warfare and on the
need for a larger budget to exploit them.

Hamre didn’t know anything about information warfare,
and he didn’t care.

Why ISIS Has
Threatened the CEOs of
Facebook and
Twitter[URL:
https://mwww.dailysignal.
com/2016/02/27/why-
isis-has-threatened-the-
ceos-of-facebook-and-
twitter/]

27.02.2016

Yet, as we combat the global radicalization that ISIS has
made its specialty, taking down social media accounts and
denying the terrorists the desired dominance on the Internet is a
critically important step in information warfare.

CARNAGE
AND CONNECTIVITY:
HOW OUR PURSUIT

OF FUN  WARS
BROUGHT THE WARS
HOME[URL:

https://warontherocks.co
m/2016/02/carnage-and-
connectivity-how-our-
pursuit-of-fun-wars-
brought-the-wars-home/]
02.02.2016

There has been a flood of new doctrines on “strategic
communications,”  “influence  operations,”  “information
warfare,” “maneuver in the cognitive domain,” etc. (No good
propagandist would use the word “propaganda,” though that
would be the more economical and correct term here.)

Prospects for
Extended Deterrence in
Space and Cyber: The
Case of the PRC[URL.:
https://www.heritage.org
/defense/report/prospects
-extended-deterrence-
space-and-cyber-the-
case-the-prc]

21.01.2016

The use and threatened use of information warfare
capabilities (including weapons and methods) are seen as an
integral part of information deterrence efforts.

Information deterrence is also closely tied to the
psychological warfare aspect of information warfare.

Navy QB Keenan
Reynolds to attend State
of the Union address
[URL:

Reynolds will specialize in information warfare after he
graduates from Annapolis, leaving behind the football field after a
record-setting college career.
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https://www.sportingnew
s.com/us/other-
sports/news/navy-
keenan-reynolds-
president-obama-state-
of-the-
union/1lxxadgjr37suljds
hryhpOdyt]

11.01.2016

FAKE  NEWS
AND THE FUTURE OF
JOURNALISM[URL.:
https://www.niemanlab.o
rg/2016/12/fake-news-
and-the-future-of-

Most post-election reports on fake news have focused on
production side issues, such as the location and potential
motivations of the various purveyors of fake news; the changing
geopolitical landscape of information warfare; the economic
benefits for social media and search engine platforms; and the
need and desirability to implement technical and/or financial

journalism/] restrictions that could minimize the spread of misinformation,
18.12.2016 among others.
What Options WASHINGTON — Now that the White House has

Does the U.S. Have
After Accusing Russia of
Hacks? [URL:
https://www.nytimes.co
m/2016/10/09/us/politics
/what-options-does-the-
us-have-after-accusing-
russia-of-hacks.html]

formally accused Russia of meddling in the presidential election
with cutting-edge cyberattacks and age-old information warfare,
devising a response might seem fairly easy: unleash the
government’s cyberwarriors to give the Kremlin a dose of its own
malware.

08.10.2016
Trump has The president's defenders say that offering such
reportedly asked his | concessions is a standard diplomatic technique. Others, however,

aides to come up with
'deliverables’ he can
offer to Putin in their big

meeting [URL:
https://finance.yahoo.co
m/news/trump-

reportedly-asked-aides-
come-174946980.html]
29.06.2017

have said the Russians would most likely perceive an offer to roll
back sanctions or return the compounds, while asking for little or
nothing in return, as a sign of weakness.

"This isn't how negotiation with the Kremlin works," said
Molly McKew, an expert on information warfare and a foreign-
policy consultant. "If you go in prepared to offer things for ???,
you already conceded too much."

Call of the wild:
acoustic Localization of
Bryde's whale calls
yields insights into their
behavior[URL.:
https://phys.org/news/20
17-06-wild-acoustic-
localization-bryde-
whale.html]

08.06.2017

SSC Pacific is a Navy research and development lab
tasked with ensuring Information Warfare superiority for the
warfighter, and providing the U.S. Navy and military with
essential capabilities in the areas of command and control,
communications, computers, intelligence, surveillance, and
reconnaissance (C4ISR).

The
unimaginable about wars
is being imagined again,

U-T: You’ve written about the invasion of Iraq by ISIS,
when Daesh went through Mosul. It actually was a relatively
small force, but it had been preceded by thousands of tweets and
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says acclaimed military
strategist Peter
Singer[URL.:
https://www.sandiegouni
ontribune.com/military/s
d-me-pw-singer-
20170503-story.html]
03.05.2017

images and other forms of information warfare.

Another thing you can do on the social media is send it on

scale and you can tailor it to an individual. | can spread the word
to thousands or millions. But with my message | can also say,
“Carl, I'm coming for you.” Or, “Carl, I know where your family
lives.” And in war that has a very different kind of effect.

U-T: So is it sophisticated?
Singer: This isn’t cyber war in terms of physical damage.

It’s more information warfare or influence operations.

Senate hearing: Rubio
also a target of Russian
hacking[URL.:
https://www.upi.com/Top_News
/US/2017/03/30/Senate-hearing-
Rubio-also-a-target-of-Russian-
hacking/3051490893919/]

"They will be relying on all tools in their toolkit.
And information warfare and disinformation will be part
of it,” Eugene Rumer, director of the Russia and Eurasia
Program at the Carnegie Endowment for International
Peace, said.

31.03.2017

The Worst and Best WikiLeaks’ approach to publishing is textbook
Parts of WikiLeaks' CIA | coup d’état strategy: shock, misdirect, and usurp. The site
Leak[URL: acts as a well-oiled machine of information warfare,

http://fortune.com/2017/03/11/w
ikileaks-cia-vault7-best-worst/]

sowing panic, fear, and paranoia among the populace.

11.03.2017

WikiLeaks Dumps Thomas Rid, a professor who studies information
Thousands of Files on Alleged | warfare at King’s College London, remarked in a post on
CIA  Hacking  Tools[URL: | Twitter that it was “too early” to tell how harmful the latest

http://fortune.com/2017/03/07/w
ikileaks-cia-leak-hacking-tools/]

alleged leak might be to the U.S. intelligence community’s
interests, “but if details on exploits are genuine, then dump

07.03.2017 could be extremely damaging.”

EMERGENCE: THE From the use of quadcopters by ISIL to Russian
CHANGING CHARACTER | information warfare targeting NATO members, the
OF COMPETITION AND | character of strategic competition and conflict appears to

CONFLICT[URL:
https://warontherocks.com/2017
/02/emergence-the-changing-
character-of-competition-and-
conflict/]

06.02.2017

be in flux. States that fail to understand these changes do
so at their own peril.

To say that war is a system is to highlight the
importance of looking at interactions and the resulting
patterns. The ways and means each actor brings to bear in
forging their military strategy are not independent and
static. Therefore, the articles in this series will look at
competitive interactions involving force, from interstate
and intrastate wars to competitive interactions such as
coercive diplomacy and information warfare, that
produce emergent properties.

For example, how should we treat Russian election
hacking and information warfare?

To retaliate, the Kremlin adapts the tactics,
combining a long tradition of information warfare and
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propaganda with available means — social media, cable
networks, troll houses — to counterattack and undermine
public confidence in Western political institutions.

Though not new or necessarily effective, as states
seek to coerce each other through information warfare it
alters patterns of strategic competition.

THE PAST, PRESENT,
AND FUTURE OF THE WAR
FOR PUBLIC OPINION[URL.:
https://warontherocks.com/2017
/01/the-past-present-and-future-
of-the-war-for-public-opinion/]
19.01.2017

You can call it “information warfare,” “hybrid
warfare,” or “political warfare,” but whatever you call it,
an adversary’s attempts to shape the minds and will of
people toward a political end is not new to the United
States.

A MISSING SHADE
OF GRAY: POLITICAL WILL
AND WAGING SOMETHING
SHORT OF  WAR[URL:
https://warontherocks.com/2017
/01/a-missing-shade-of-gray-
political-will-and-waging-
something-short-of-war/]

11.01.2017

In one sense, this is surprising. Within the
Department of Defense, many of the specialties useful for
waging campaigns short of war — such as information
warfare, psychological warfare, civil affairs and security
force assistance — reside principally within special
operations forces, who have become go-to for a wide
variety of politically sensitive missions.

U.S. Accuses North
Korea of Mounting WannaCry
Cyberattack [URL:
https://www.nytimes.com/2017/
12/18/us/politics/us-north-
korea-wannacry-
cyberattack.html]

But the decision to name the North also stands in
stark contrast to how Mr. Trump has dealt with evidence
that Russian hackers, under orders from President
Vladimir V. Putin, organized the attack on the Democratic
National Committee and the information warfare
campaign that was meant to influence the 2016 election.

18.12.2017

Senate, House on The National Defense Authorization Act the Senate
collision course over Space | overwhelmingly approved includes the creation of a new
Corps[URL.: chief information warfare office with some authority

https://www.usatoday.com/story

/news/politics/2017/09/19/senat

e-house-collision-course-over-

space-corps/682348001/]
19.09.2017

over space and cyber issues.

U.S. Troops Train in
Eastern Europe to Echoes of
the Cold War[URL:
https://www.nytimes.com/20
17/08/06/world/europe/russia
-america-military-exercise-
trump-putin.html]

06.08.2017

Russia’s  so-called hybrid warfare combines

conventional military might with the ability to manipulate
events using a mix of subterfuge,
information warfare.

cyberattacks and

Russian Bots Promote
Pro-Gun Messages on Social
Media in Wake of Florida
School  Shooting  [URL:

“This pattern of divisive propaganda is becoming a

staple in information warfare fueled by social media, but it

isn’t exactly new,” Marco T. Bastos, researcher at City,
University of London and co-author of a paper on a network
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https://ktla.com/2018/02/16/r
ussian-bots-promote-pro-
gun-messages-on-social-
media-in-wake-of-florida-
school-shooting/]

of pro-Brexit bots, told CNN. “Similar campaigns can be
traced to at least 2014.”

16.02.2018
2013 World Press For the second year running, the bottom three
Freedom Index:  China | countries are immediately preceded by Syria (176th, 0),

ranked alongside Iran and
Somalia[URL:
http://www.thatsmags.com/c
hina/post/2603/2013-world-
press-freedom-index-china-
ranked-alongside-iran-and-

where a deadly information war is being waged, and
Somalia (175th, -11), which has had a deadly year for
journalists. Iran (174th, +1), China (173rd, +1), Vietnam
(172nd, 0), Cuba (171st, -4), Sudan (170th, 0) and Yemen
(169th, +2) complete the list of the ten countries that respect
media freedom least.

somalia]

17.12.2013

EU and Turkey agree NATO's Janis Sarts told CNN that Moscow appeared
on refugee crisis | to be conducting an information war over the refugee issue,

proposal[URL.:
https://world.korupciya.com/
2016/03/08/eu-turkey-agree-
refugee-crisis-proposal/]
08.03.2016

drumming up public anger to its own political ends.

Bot makers loved The
Last Jedi discourse so much
they decided to politically
influence itfURL:
https://www.theverge.com/20
18/10/2/17927696/star-wars-
the-last-jedi-russian-trolls-
bots-study]

02.10.2018

A new paper from Morten Bay, a research fellow at
USC’s Annenberg School for Communication and
Journalism, writes: “Russian trolls weaponize Star Wars
criticism as an instrument of information warfare with the
purpose of pushing for political change, while it is
weaponized by right-wing fans to forward a conservative
agenda and for some it is a pushback against what they
perceive as a feminist/social justice onslaught,”

Justice  Department
announces indictments of 7
Russians in hacking plot tied
to Olympics doping
scandal[URL:
https://www.usatoday.com/st
ory/news/2018/10/04/justice-
department-announces-
indictments-7-russian-
spies/1519074002/]

04.10.2018

In February, 13 Russian nationals and three businesses
— including an internet firm tied to the Kremlin — were
charged with waging “information warfare against the
United States.”

Bolton Affirms U.S.
Intent To Pull Out Of Arms
Treaty With Russia [URL:
https://www.npr.org/2018/10/
23/659911920/bolton-
affirms-u-s-intent-to-pull-
out-of-arms-treaty-with-
russia]

23.10.2018

As recently as last week, a Russian accountant was
charged with waging information warfare to sway the
upcoming midterm elections on behalf of the Kremlin.
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Russian woman In court documents, officials alleged that Project
accused of conspiring to | Lakhta attempted to conduct “information warfare against
interfere in midterm | the United States” through payments to activists, for
elections[URL.: advertisements on social media and other activities.
https://www.nytimes.com/20
18/10/19/us/politics/russia-
interference-midterm-
elections.html]

19.10.2018

Who is the real Farage is “phenomenally useful for the Russian
Nigel Farage... and why | government,” Ben Nimmo, a leading researcher into Russian
won't he answer my | online propaganda, tells me. “The thing about RT is that they are
questions? [URL: | completely open about what it is. The editor-in-chief has

https://www.theguardian.c
om/politics/2018/nov/25/
why-wont-nigel-farage-
answer-my-brexit-
questions]

25.11.2018

described it as ‘information warfare’. She has said it’s as much
a part of Russia’s arsenal as its ministry of defence.”

Tensions Between
Ukraine And Russia Boil
Over In Sea Of Azov As
Chances For War Escalate
(Updated)[URL.:
https://www.thedrive.com/
the-war-
zone/25101/tensions-
between-ukraine-and-
russia-boil-over-in-sea-of-
azov-as-chances-for-war-
escalate]

25.11.2018

What's could very well come next is an outpouring of
anti-Russian sentiment on the streets of Kiev and Russian cyber
attacks at least on Ukraine's ability to access and send
information to the outside world, and possibly much more.
Russia could also begin an electronic warfare operation around
the Sea of Azov to Ilimit Ukrainian forces' ability to
communicate and navigate the area. A pointed information
warfare campaign is almost a given considering Moscow's
recent track record.

In Radical
Restructuring Plan, Army
Brigadiers, Major
Generals To Have Same
Rank, Pay[URL.:
https://defenceaviationpost
.com/in-radical-
restructuring-plan-army-
brigadiers-major-generals-
to-have-same-rank-pay/]

19.11.2018

Some new posts will also be created to deal with
emerging threats while some others may be removed. The army
will now have a Lieutenant General heading up the post of
Director General (Information Warfare) while various
branches of the army looking at the training of officers and
jawans will be rationalised.

HIMSS  AsiaPac
18 - Interoperability and
security are top concerns
of military health
leaders|[URL:
https://www.healthcareitn
ews.com/news/himss-
asiapac-18-

For Lt Col David Bullock, Deputy Director, Health
Knowledge Management, Information Warfare Division, Joint
Capabilities Group, Australian Defence Force, Australia, the real
benefits from health information exchange in the military and
digitisation of the defence force lie in the data generated from
service staff that can be used for predictive and prescriptive
models of care using analytics.
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interoperability-and-

security-are-top-concerns-

military-health-leaders]
13.11.2018

NY
equipment

voting
braced for
cascade of ballots,
officials say[URL.:
https://www.pressrepublic
an.com/news/local_news/
ny-voting-equipment-
braced-for-cascade-of-
ballots-officials-
say/article_1df8bfb9-
037e-579b-8892-
179ech300ech.html]

04.11.2018

An indictment obtained by special prosecutor Robert
Mueller in February accused 13 Russian nationals of waging an
illegal "information warfare"” to disrupt the presidential
election in a scheme allegedly carried out by people who
traveled to the United States and helped organize political rallies.

Georgia May Be
The Place Where The
Seeds Of Doubt About
Democracy Finally Take
Root[URL:
https://www.buzzfeednew
s.com/article/kevincollier/
georgia-abrams-kemp-
voter-suppression-doubts]

As the first election since Donald Trump’s victory, amid
detailed intelligence community findings that Russia had
declared information warfare on the US political system “to
undermine public faith in the US democratic process” — efforts
Russia is still engaged in — the pressure is great this time to
prove that the midterms are fair.

03.11.2018

Terrorists, cultists According to one recent MEK (People’s Mujahedin of
— or champions of Iranian | Iran, or MEK (Mujahedin-e Khalg) defector, Hassan Heyrani,
democracy? The wild | the group’s main work in Albania involves fighting online in an
wildstory of the | escalating information war between Iran and its rivals.
MEK[URL:

https://www.theguardian.c
om/news/2018/nov/09/me
k-iran-revolution-regime-
trump-rajavi]

09.11.2018

Facebook Tackles
Rising Threat: Americans
Aping Russian Schemes to
Deceive[URL:
https://www.nytimes.com/
2018/10/11/technology/fa
ke-news-online-
disinformation.html]

“There are now well-developed networks of Americans
targeting other Americans with purposefully designed
manipulations,” said Molly McKew, an information warfare
researcher at the New Media Frontier, a firm that studies social
media.

11.10.2018
The Justice Federal prosecutors said Friday that they had brought
Department accused | charges against a Russian woman they called the “chief

Russians of meddling in
the midterms[URL.:
https://www.nytimes.com/

accountant” for an “information warfare” campaign targeting
the November midterm elections.
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2018/10/19/us/politics/rus

sia-interference-midterm-

elections.html]
19.10.2018

Saudi Arabia’s
information war to bury
news of Jamal Khashoggi
[URL:
https://www.washingtonp
ost.com/opinions/global-
opinions/saudi-arabias-
information-war-to-bury-
news-of-jamal-
khashoggi/2018/10/17/e48
25aba-d227-11e8-b2d2-
f397227b43f0_story.html]

17.10.2018

Saudi Arabia’s information war to bury news of Jamal
Khashoggi (headline)

Revenge Of The
Spy Rockers? Russia And
The Not-So-Secret
Agents[URL.:
https://www.forbes.com/si
tes/jamesrodgerseurope/20
18/10/06/revenge-of-the-
spy-rockers-russia-and-
the-not-so-secret-agents/]

06.10.2018

In 2006, Russia accused British secret service agents of
using a fake rock as part of their spying operations in Moscow.
Britain tried to laugh it off at the time, but years later admitted
that it was pretty much as the Russians had said.

At the time, Mr Putin added to the embarrassment by
joking that those responsible would probably not be expelled
from Russia. 'If these spies are sent out, others will be sent in.
Maybe they'll send some clever ones that will be hard for us to
find.'

In the end, those spies were exposed -- as these have been
-- by being shown on television. There is an interesting parallel
here. Much is made these days of the supposed propaganda
power of RT -- Russia’s international TV channel, broadcasting
in English and other languages -- and of Russia's use of social
media to influence western opinion. Russia has successfully
adapted these western platforms to use in its information war
with the west.

AnatoliyChepiga Is
a Hero of Russia: The
Writing Is on the Wall
[URL:
https://www.bellingcat.co
m/news/uk-and-
europe/2018/10/02/anatoli
y-chepiga-hero-russia-
writing-wall/]

02.10.2018

Reply

The GRU's Incompetent - October 7, 2018

In my comment | was making some general observations
about conspiracy theorists they weren’t necessarily aimed at you,
but, I confess I have not read all of your previous posts and it’s
not always easy to know who is a just a sceptic and who is a full
on conspiracist, there is a spectrum. There are lot of people
commenting here and elsewhere who are clearly getting their
information from the likes of Craig Murray who is a serious
conspiracy theorist, and this has a tendency to cloud the issue
somewhat. | knew when | said that we are engaged in a
propaganda war with Russia that you would claim that was
contradictory, | should perhaps have phrased it better, Russia is
engaged in a propaganda war with us, but it is not of our making,
we are simply responding to that. No that doesn’t mean that we
are making up our own lies, apart from anything else I’ve seen

105




no evidence of this, I don’t regard politicians making silly or ill-
advised statements as examples of lying, in that these are not
premeditated blatant lies.

What | meant is that this information war has some
bearing on what evidence we release and when, we have to try
and maintain control of the story but that doesn’t mean that we
are making stuff up.

The impact of
Mattis' and  McGurk's
resignations[URL.:
https://www.wtva.com/co
ntent/national/503419172.
html]

26.12.2018

Oops, they did it again: The latest report from the
director of national intelligence indicated that the voting
infrastructure was not compromised by foreign actors during the
midterm elections in November. It remains unclear whether our
defenses prevented any efforts or if hackers simply didn't bother.
However, the DNI did find that foreign actors -- including
Russia, Iran and China -- continued their influence operations
during the midterms. Election security planning for 2020 will
need to focus on defending against information warfare attacks
as well as effectively deterring them.

All The Criminal
Charges To Emerge So
Far From Robert Mueller's
Investigation [URL:
https://www.opb.org/news
farticle/npr-all-the-
criminal-charges-to-
emerge-so-far-from-
robert-muellers-
investigation/]

09.12.2018

Indicted: Russian Internet trolls

A federal grand jury indicted 13 Russians and three
Russian entities in February 2018 for what Rosenstein described
to reporters as "information warfare" with "the stated goal of
spreading distrust towards the candidates and the political
system in general."

Three of four
Americans killed in Syria
explosion identified[URL.:
https://www.nbcnews.com
/news/world/three-four-
americans-killed-syria-
explosion-identified-
n960166]

18.01.2019

SHANNON M. KENT
Kent enlisted in the Navy in 2003.

"She was a rockstar, an outstanding Chief Petty Officer,
and leader to many in the Navy Information Warfare
Community,” said Cmdr. Joseph Harrison, the commanding
officer of Kent's base.

Pine Plains woman
one of four Americans
Killed in Syria bombing

[URL:
https://www.dailyfreeman.
com/news/local-
news/pine-plains-woman-
one-of-four-americans-
killed-in-
syria/article_e46b20ae-
1b35-11e9-af3f-
73a8819fc17b.html]

18.01.2019

Joseph Harrison, commanding officer of CWA-66, said
in a prepared statement: “Our thoughts and prayers go out to the
family, friends, and teammates of Chief Petty Officer Kent
during this extremely difficult time. She was a rock star, an
outstanding chief petty officer, and leader to many in the Navy
Information Warfare community."

Americans |

Kent, a 35-year-old language specialist, was assigned to\
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slain in Syria attack:
A Green Beret, a
former SEAL and
two language
specialists][URL:
https://www.washin
gtonpost.com/world/
national-
security/pentagon-
identifies-three-of-
the-four-americans-
Killed-in-syria-
suicide-
bombing/2019/01/18
/5¢9f31b8-1ble-
11e9-88fe-
fof77a3bcb6e_story.
htmi]

18.01.2019

Cryptologic Warfare Activity 66, based at Fort Meade, Md. She
enlisted in the Navy in 2003. “She was a rockstar, an outstanding
Chief Petty Officer, and leader to many in the Navy Information
Warfare Community,” Cmdr. Joseph Harrison, the head of her unit,
said in a statement.

Twitter
suspends  account
behind video of
Native American’s
standoff with
teens|[URL.:
https://nypost.com/2
019/01/22/twitter-
suspends-account-
behind-video-of-
native-americans-
standoff-with-teens/]

Information warfare expert Molly McKew said a network of
anonymous accounts was working to spread the inflammatory video.

“This is the new landscape: where bad actors monitor us and
appropriate content that fits their needs. They know how to get it
where they need to go so it amplifies naturally,” she told CNN
Business.

“And at this point, we are all conditioned to react and engage
or deny in specific ways. And we all did.”

22.01.2019

Doomsday The 2019 Doomsday Clock statement notes that threats from
Clock remains at | both nuclear weapons and climate change “were exacerbated this past
two minutes to | year by the increased use of information warfare to undermine

midnight[URL.:
https://www.eurone
ws.com/2019/01/24/
doomsday-looms-as-
misinformation-
climate-change-and-
nuclear-weapons-
threaten-human-
existen]

24.01.2019

democracy around the world, amplifying risk from these and other
threats and putting the future of civilization in extraordinary danger.”
It warns against the situation becoming “the new abnormal.”

“The current situation—in which intersecting nuclear, climate
and information warfare threats all go insufficiently recognized and
addressed, when they are not simply ignored or denied—is
unsustainable,” said Rosner, who chairs the Bulletin board that sets the
clock. “The longer world leaders and citizens carelessly inhabit this
new and abnormal reality, the more likely the world is to experience
catastrophe of historic proportions.”

The group recommends a set of action steps, including U.S.
and Russian leaders returning to the negotiating table to seek further
reductions in nuclear arms and prevent peacetime military incidents
along borders; international discussion about cyber-enabled
‘information warfare’ that undermines public trust in institutions,
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media and science; and citizens pressuring the U.S. government to act
on the imminent threat of climate change.

State of the
Union: 2 minutes to
midnight[URL:
https://www.eurone

The scientists added that matters are being made worse by
information warfare - and this week in Europe saw another war of
words - this time Rome and Paris were at loggerheads. Italy's Vice
premier blamed France for fueling migration flows by continuing to

ws.com/2019/01/25/ | 'colonise’ Africa, while France's Europe Minister said she wouldn't
state-of-the-union-2- | enter into a 'stupidity contest’
minutes-to-
midnight]

25.01.2019

Testimony Officials also warned, as they did last year, about Russia’s
by intelligence | intention to interfere with the U.S. political system via “information
chiefs on global | warfare” waged largely on social media, which stokes social and
threats  highlights | political tensions to divide Americans. Other countries are likely to
differences with | employ those tactics, as well, Director of National Intelligence Daniel
president[URL: Coats said

https://www.washin
gtonpost.com/world/
national-
security/intelligence
-officials-will-name-
biggest-threats-
facing-us-during-
senate-
hearing/2019/01/28/
f08dc5cc-2340-
11e9-ad53-
824486280311 _stor
y.html?utm_term=.9
a1948757h60]
29.01.2019

A Rational
Conversation About
Kyrie Irving and the
Future of  the
NBA[URL:
https://www.thering
er.com/nba/2019/2/4
/18210111/kyrie-
irving-rumors-
trades-anthony-
davis-nba-trades]

04.02.2019

The information warfare, four-dimensional front-office chess,
and sources-say gossip is always at a fever pitch before the trade
deadline, but I don’t think there’s ever been a time when so many of
the league’s most important chess pieces have been in play at
midseason.

Officials

Warn of ‘Deepfake’
Tech Ahead of 2020
Election [URL:
https://ktla.com/201
9/02/15/officials-
warn-of-deepfake-
tech-ahead-of-2020-

An increasing number of lawmakers are warning that a form of
video manipulation, known as deepfakes, could be the next stage of
information warfare ahead of the 2020 US Presidential election.
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election/]
15.02.2019

Report: The
Pelicans Invented A
New Kind  Of
Tampering And
Used It To Exact
Sweet Revenge On
The Hated Lakers
[URL:
https://deadspin.com
[report-the-pelicans-
invented-a-new-
kind-of-tampering-
a-1832415741]

ESPN reporter Brian Windhorst describes the “information
war” going on behind the scenes across the NBA—and presumably
centered on Anthony Davis, a professionalbasketball player—as like
nothing he’s ever seen in his 16 years covering the NBA.

06.02.2019
How (headline) How 18th-century information wars can solve the
18th-century problem of 21st-century ‘fake news’

information
wars can solve
the problem of
21st-century

Fake news, active measures, Twitter bots: Not since the 1980s
have espionage and disinformation so captivated our collective mind.

‘fake Many have looked back to the Cold War to understand the implications of
news’[URL: these phenomena. After all, Russia, America’s Cold War nemesis, is
https://www.was | considered the primary culprit in today’s most controversial

hingtonpost.com/
outlook/2019/02/
24/how-th-
century-
information-
wars-can-solve-
problem-st-
century-fake-
news/]
24.02.2019

disinformation campaigns. Yet our media landscape, the breeding and
feeding ground of questionable information, also has many similarities to
the 18th century. The information wars of this earlier period not only
provide perspective — they also provide a solution to the political
divisions that disinformation campaigns seek to exploit: the need for
renewed emphasis on education and a return to dispassionate behavior in
the public square.

Martin Luther was one of the first to use pamphlets as an effective
political weapon in his fight against the Catholic Church during the
Protestant Reformation. Luther’s satirical pamphlet “Die Liigend von S.
Johanne Chryosostomo,” for example, mocked Catholic hagiography in
an attempt to undermine official Church orthodoxy. Protestant pamphlets
such as these, written in the vernacular German to reach as many people
as possible, probably numbered in the millions by the time the
Reformation had gained full steam.

But it was in the 18th century that pamphlets reached their peak
political influence. By then, pamphlets had become so central to shaping
public opinion that they were frequently used by political actors in secret
information wars against their enemies.

Homegrown pamphlets likewise shaped the information war in
the Netherlands. Joan Derk van der Capellen tot den Pol, a pro-American
polemicist in the Netherlands, unleashed a pamphlet war against the
British government’s request for Dutch forces to fight the American
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colonists. Van der Capellen’s pamphlets not only successfully prevented
the British from deploying these troops in America, but also polarized
Dutch society along pro- and anti-American lines.

Political revolutionaries in the 18th century had insights on how to
defend against disinformation. Rather than advocating for censorship,
they doubled down on the importance of the free press, a freedom that
they had so successfully leveraged against Britain during the Revolution.
Unlike authoritarian systems, which favor control over information by the
state, every individual in a liberal democracy possesses the tools to
counter disinformation. Even the Founders, who rarely shied away from
participating in the information wars of their age, believed a free press
was essential to keep the republic they created.

Imran
Says
Will

Khan
Pakistan
Release  Indian
Pilot, Seizing
Publicity in
Showdown[URL.:
https://www.nyti
mes.com/2019/02
[28/world/asia/pa
Kistan-india-pilot-
kashmir.html]
28.02.2019

Perhaps the most telling moment in the information war came on
Thursday, when Pakistan seized what could have been India’s triumphant
moment, the return of the pilot.

How to
Make Sense of
uU.S. Cyber
Command's
Latest Spat With
Russian
Trolls[URL.:
https://gizmodo.c
om/how-to-make-
sense-of-u-s-
cyber-commands-
latest-spat-wi-
1832964450]
01.03.2019

On Tuesday, the Washington Post reported that U.S. Cyber
Command hacked and “shut down” the Russian Internet Research
Agency (IRA) during the U.S. midterm elections in November. The IRA
is that notorious “troll factory” U.S. officials say is dedicated to
supporting Russia’s global geopolitical goals with online information
warfare.

But beyond the basics, the story leaves a Mt. Everest worth of
questions. The Post article—which is based on leaks from “several”
unnamed “U.S. officials”—includes cheerleading from Senator Mike
Rounds who credits U.S. Cyber Command’s attack with preventing
“serious cyber-incursions.”

That doesn’t make a lot of sense on its face, given that the IRA
carries out information warfare rather than actual hacking resulting in
“intrusions.” At this point, it’s impossible, by design, for the public to
decipher what the latest American actions actually mean—not to mention
how Moscow might ultimately react.

FAN is not a particularly famous name inside the United States.
Government-owned outlets like Sputnik and TASS get more exposure
while the IRA is seen as an epicenter of Russian information warfare.

Avaaz:
Facebook is a
festering hive of

For all the company’s talk of weeding out toxic content and
clamping down on information warfare, Facebook has generated more
than 105 million views of fake news about France’s Yellow Vest
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fake news about
France’s Yellow
Vests[URL.:
https://venturebea
t.com/2019/03/12
lavaaz-facebook-
festering-fake-
news-frances-
yellow-vests/]
12.03.2019

movement, a new study says.

The project was conducted by a team of investigative reporters,
researchers, and data analysts organized by Avaaz as part of an
international effort to push back against the information warfare
campaigns being launched for the European elections.

The wild
side of discovery,
a history of
information
warfare, and the

immune  system
uncovered:
Books in
brief[URL.:

https://www.natu
re.com/articles/d4
1586-019-00794-

(headline) The wild side of discovery, a history of information
warfare, and the immune system uncovered: Books in brief

This riveting technological chronicle dispels two myths: that the
digital era spawned information warfare, and that twentieth-century
global communications was largely Anglo-American.

7]
13.03.2019

Where Martin Moore is the author of Democracy Hacked: Political
now for Mark | Turmoil and InformationWarfare in the Digital Age and a senior

Zuckerberg after
his — and our —
loss of
innocence?
[URL:
https://mwww.theg
uardian.com/com
mentisfree/2019/
mar/17/where-
now-for-mark-
zuckerberg-after-
his-and-our-loss-
of-innocence-

lecturer at King’s College London

facebook]
17.03.2019

Far right The irony-laden vocabulary of the far-right online communities
groups' coded | that spawned the terror attack in Christchurch on Friday makes it
language makes | “extremely difficult” to distinguish a sick joke from a deadly serious
threats hard to | threat, according to experts on the international far right and online
spot [URL: | information warfare.
https://www.theg
uardian.com/worl
d/2019/mar/17/fa

r-right-groups-
coded-language-
makes-threats-
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hard-to-spot]
17.03.2019

Robert
Mueller Submits
Report On Russia
Investigation To
Attorney
General[URL.:
https://www.npr.
0rg/2019/03/22/6
38169023/robert-
mueller-submits-
report-on-russia-
investigation-to-
attorney-general-

In legal documents, the special counsel's office has painted a
detailed picture of the vast information warfare campaign that was
conceived by Russian leaders as early as 2014 and then shifted into high
gear for the 2016 presidential election.

barr]
22.03.2019

No But we should be equally aware of the media tendency to capitulate
Criminal in the face of Trumpian triumphalism. (Recall the pressure to give Trump
Collusion. Lots | credit after his first meeting with Kim Jong-un, despite the emptiness of the
of resulting agreement.) So we shouldn’t overlook the fact that when it comes

Corruption[UR
L:
https://www.nyt
imes.com/2019/
03/25/opinion/
mueller-report-
trump.html]
25.03.2019

to Trump’s relationship with Russia, Barr’s letter speaks only to very
narrow questions about Trump campaign involvement in Russian
information warfare operations in 2016.

THE
BEAUTIFUL
BENEFITS OF
CONTEMPLA
TING
DOOM[URL.:
https:/mww.wir
ed.com/story/th
e-beautiful-
benefits-of-
contemplating-
doom/]
25.03.2019

The Bulletin’s president and CEO is Rachel Bronson, former
director of -Middle East studies at the Council on Foreign Relations, author
of Thicker Than Oil: America’s Uneasy Partnership with Saudi Arabia, and
onetime cochair of Chicago Shakespeare Theater’s Producers’ Guild. The
clock’s current setting, she said, reflects the ongoing threats posed by
escalating arms races and rising temperatures. Widespread information
warfare is amplifying these dangers. The mood in the room was funereal.

“The Enlightenment sought to establish reason as the foundational
pillar of civilized discourse. In this conception, logical argument matters,
and the truth of a statement is tested by examination of values,
assumptions, and facts, not by how many people believe it. Cyber-enabled
information warfare threatens to replace these pillars of logic and truth
with fantasy and rage.”
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Russia’s
Virtual Moral
Police:  Toxic
Subculture in
Pursuit of
Purity[URL.:
https://theglobe
post.com/2019/
03/27/russia-
male-state/]
27.03.2019

In such communities, the militarized mentality of constant
mobilization also manifests itself in their organizational structure and
activities. Male State, for example, organized itself geographically in
regional branches, but also in rapid reaction platoons for exercising
collective online mobbing to further their agenda. These platoons were
engaged in a primitive form of information warfare against female targets
to exercise sufficient psychological pressure in an attempt to modify their
online and offline behavior.

Expandi
ng cyberthreats
on mind of
America's Role
in the World
panel [URL:
https://news.iu.e
du/stories/2019/
03/iub/29-
americas-role-
in-the-world-
cyber-
threats.html]
29.03.2019

"What worries me is that these capabilities will be transferred to
applications abroad,” Lucas Kello said, who directs Oxford University's
Centre for Technology and Global Affairs. "So I can imagine easily, as the
geopolitical tensions between China and the West -- perhaps especially the
United States -- intensify over the coming years and decades, there will be
a greater perceived need or gain in Beijing to use cyberspace to disrupt and
weaken Western political systems, taking more than one page from the
Russian manual of information warfare."

Russia’s
rush of affection
for Pakistan
could rejig
South Asia
equation,  will
discomfit New
Delhi[URL:
https://iwww.firs
tpost.com/world
/russias-rush-of-
affection-for-
pakistan-could-
rejig-south-asia-
equation-will-
discomfit-new-
delhi-
6359031.html]
31.03.2019

It is often believed, and rightly so, that Pakistan has begun to learn
a great deal from Russia on how to wage hybrid warfare via social media
as Kremlin seems to have taken the art of information warfare and
propaganda to an entirely new level. Having successfully implemented its
information warfare strategy in the 2016 American presidential election,
Russia has since been using similar tactics in various West European
countries in an attempt to polarise the political atmosphere while
increasing the trust deficit between governments and citizens.

Pakistan’s ‘deep state’ employed vastly similar information
warfare tactics very skillfully after India carried out airstrikes in Balakot
and also during the capture of an Indian pilot by Pakistani authorities.
Concerted attempts were made to twist the political and social narrative in
India through various social media platforms so that measures aimed at
inflicting punishment against Pakistan becomes a challenge for India’s
political leadership.

The
India-Pakistan
Conflict Was a

In India, Pakistan and everywhere else, addressing digital
mendacity will require a complete social overhaul. “The battle is going to
be long and difficult,” GovindrajEthiraj, a journalist who runs the Indian
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Parade of
Lies][URL.:
https://mwww.nyt
imes.com/2019/
03/06/opinion/i
ndia-pakistan-
news.html]
06.03.2019

fact-checking site Boom, told me. The information war is a forever war.
We’re just getting started.

Is Russia
a guarantor of
stability and
security?

[URL:
https://www.sto
pfake.org/en/is-
russia-a-
guarantor-of-
stability-and-
security/]
10.03.2019

Stories in the ‘Context” section are not fakes. We publish them in
order to provide greater insight for our readers about the technigues,
methods and practices used by the Russian government in its information
war.

Venezuela
Crisis: Guaido
Calls for Uprising
as Clashes Erupt

[URL:
https://www.nyti
mes.com/2019/04
/30/world/americ
as/venezuela-

Mr. Moncada played down a report of defections in the security
forces, saying that 20 low-level Venezuelan military personnel who had
participated in the coup attempt had since sought asylum in the Brazilian
Embassy in Caracas.

He said Venezuelan security forces had shown extraordinary
restraint, and denied there had been any injuries. Video showing an
armored vehicle running over antigovernment protesters, he said, was
fake news and “information warfare” by Mr. Maduro’s enemies.

coup-guaido-
military.html]
30.04.2019
Democrat Now, the Mueller report uses about 100 pages to detail all the
s should call | contacts between Russia and Trump campaign officials. They could have
attention to | rung the alarm on Russian information warfare at any point. But the
Trump’s Mueller report recounts not a single call to inform proper authorities.
patriotism deficit | Instead, the Trump team anticipated and welcomed the practical
[URL: assistance of a hostile foreign power. And they then tried to conceal that

https://www.was
hingtonpost.com/
opinions/trump-
is-lacking-in-
basic-
patriotism/2019/0
4/25/9a73ce0a-
6799-11e9-82ba-
fcfeff232e8f stor
y.html?utm_term
=.35f1a5577b37]
25.04.2019

assistance in an escalating series of deceptions.

What The

The Washington Post did their own follow-up to Politico's story,
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Hell Is Going On
With UFOs And
The Department
Of Defense?
[URL:
https://www.thed
rive.com/the-war-
zone/27666/what-
the-hell-is-going-
on-with-ufos-
and-department-
of-defense]

stating:

Recently, unidentified aircraft have entered military-designated
airspace as often as multiple times per month, Joseph Gradisher,
spokesman for office of the deputy chief of naval operations for
information warfare, told The Washington Post on Wednesday.

Information warfare (sub-headline)
On the other hand, putting a possible goal of disclosure aside,

there is also a very real reason why the Pentagon would want the idea of
UFOs injected back into the public's consciousness and even to add

26.04.2019 validity to it. Doing so is in itself a very old chapter in Uncle Sam's
information warfare playbook.

War in Beyond diverting attention away from the infighting within the
Eastern Ukraine | malfunctioning DNR, Russian propaganda surrounding the deaths of
and the New | Motorola and Givi served to glorify these men as martyrs and thereby
Heroes of | produce elements of “Novorossiya’s” perceived legitimacy. These men
‘Novorossiya’ can, even beyond the grave, serve as potent information warfare
(New Russia) implements in the Kremlin’s arsenal.

[URL:

https://limacharli
enews.com/fsu/ne
w-heroes-of-
novorossiya/]
21.04.2019

Reporter
SharmineNarwan
i on the secret

history of
America's defeat
in Syria

[URL:

https://www.salo
n.com/2019/04/2
1/reporter-
sharmine-
narwani-on-the-
secret-history-of-
americas-defeat-

Mainstream Western media were absolutely complicit in
disseminating disinformation about the Syrian conflict to serve the
political agendas of their respective governments.... We are living
through an era of full-on information warfare, and what is interesting is
that populations recognize this at some gut level, because people are
turning off their media and searching for alternative sources of
information.

in-syria/]
21.04.2019

The The earliest interference described in the report was a social media
Mueller  Report | campaign intended to fan social rifts in the United States, carried out by

and the Danger
Facing American
Democracy
[URL:
https://www.nyti
mes.com/2019/04
/19/opinion/muell

an outfit funded by an oligarch known as “Putin’s chef” for the feasts he
catered. Called the Internet Research Agency, the unit actually sent
agents to the United States to gather information at one point. What the
unit called “information warfare” evolved by 2016 into an operation
targeted at favoring Mr. Trump and disparaging Mrs. Clinton.
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er-report-trump-
russia.html]
19.04.2019
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